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Abstract

As the Internet is used widely, criminal offense that use computer is increasing, and an
information security technology to remove this crime is becoming competitive power of the country. In
this paper, we suggest network-based intrusion detection system that use fuzzy expert system. This
system can decide quick intrusion decision from attack pattern applying fuzzy rule through the packet
classification method that is done similarity of protocol and fixed time interval. Proposed system uses
fuzzy logic to detect attack from network traffic, and gets analysis result that is automated through
fuzzy reasoning. In present network environment that must handle mass traffic, this system can

reduce time and expense of security
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I 1. HXpeet &Y
Table 1. Linguistic term and explanation

Ay > 40 Zs TCP port SCAN Attack
A > 40 Zz TCP SYN FHooding Attack
5 > 1500 Zs ICMP smurf Attack
B >12 2 Ping Of Death Attack
C > 1000 Zs Land Attack
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[2] > 40000
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Table 2. Fuzzy Rule Representation

-_TCP port SCAN if (X;=A)and (X; = A2) then (Y = Z1) m1(x), wao(x), un (;()
2 . TCP SYN Flooding | if (X; = By) and (X5 = Bs) then (Y = Z5) up1(x), pp2(x), tzo(x),

3+ ICMP smurf

if (X4= Ci)then (Y =2Z3)

e (x), 1z3(x)

R4 - Ping Of Death

if (Xy=2Dy)and (X5 = D2) then (Y = Zy)

upr(x), tpe(x), pza(x)

Rs ' Land if (Xs=EJ)then (Y =275 e (x), 175(x)
E 3. 1998 DARPAHIO[E(e] ABZADL (S:snort. FIAQEE AJARD
Table 3. Experiment resutt of DARPA data(1998) (S:snort, F: Proposed system)
Tep ZEAM Tep Syn Flooding ICMP Smurf Ping of Death Land Attack
S F S F S F S F S F
== 5 5 41 41 5 5 5 5 9 9
5 5 32 4 0 5 0 4 4 6
E 0 0 0 0 0 0 0 1 3 0
= 0 0 0 5 0 5 1 5 3
B 4. EIIAEIE(120%) DRIEMIE(TCP SYN Flooding)
Table 4. Packet analysis table of timestamp(120 second) (TCP SYN Flooding)
B8 N aapma | FHPFL poae | gos |azmm wan] omemer e | 258 o | pnne
Ago EN 81, 482)
3 209.117.157 1172.16.114.2| Syn il 5373 99-03-12 01:04:12 | 99-03-12 01:05:59 1 1 1
183 07 Ack/Syn 24| 161 | 99-03-1201:04:16 | 99-03-12 01:05:55 1
0 204.97.153.4[172.16.114.5] Syn W3l 5402 | 99-03-1301:20:11 | 99-03-13 01:21:59 1 | :
3 0 Ack/Syn 24| 141 | 99-03-1301:20:15 | 99-03-13 01:21:54 1
E 5. ERIARZ(90X) TiBl2ME(TCP SYN Flooding)
Table 5. Packet analysis table of timestamp(90 second) (TCP SYN Flooding)
Joieil PONTENY Bl Ll I TEES= B2 | 2z mweenz | ovemzeeas [FZERRE L lunns
AR =4 B1, 4 B2)
209.117.157| 172.16.114.] _ Syn m2I3 872 | 99-03-1201:04:12 | 99-03-12 01:04:29 | 0.465066667
40 183 007 0.46507 | 0.1502
: Ack/Syn T4 80 99-03-12 01:04:16 | 99-03-12 01:04:28 0.9
43 209.117.157{172.16.114. Syn H3l& 4501 99-03-12 01:04:30 | 89-03-12 01:05:59 1 !
-183 207 Ack/Syn TH2!% 81 99-03-12 01:04:32 | 99-03-12 01:05:55 1
204.97.153.|172.16.114.] _ Syn B3I 240 99-03-13 01:20:11 | 99-03-13 01:20:59 0.9802
53 43 50 0.9802
Ack/Syn T2 | 111 99-03-13 01:20:15 | 99-08-13 01:20:40 1
o [20497153 (17216114 Syn W+ 4501 | 99-03-1301:21:00 | 99-03-13 01:22:29 1 s
43 50 Ack/Syn 212 30 99-03-13 01:21:54 | 99-03-13 01:21:54 0.4 )
EETEH HUAPEE Agsld dos $3lsle] B =RdMe 28 Fzazglo] 0.9~1.0 Alold &
B oAAE AT aga FduRlclgtn #eE @ Ade] 32 AlaUAE xFetty sk, a9
A4S A oot glemz By B4y AMdEERE FRFYEE AFIE WHeE FHsy
P2 ANt FAE A3t
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Fig 1. Membership functions of table 2 by fuzzy rules
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4.1 TCP SYN Flooding

12028 Blgl2~"ixa o]83 ¢ TCP SYN Flooding
o2 WFgas A$E 20(209.117.157.183914 172
16.114.207, 204.97.153.43914 172.16.114.50)¢]ch.
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E 6. ERYARE(60%) HRFAE(TCP SYN Flooding)

Table 6. packet analysis table of timestamp(60 second) (TCP SYN Flooding)

ex egsgm|sapss | S a2 2| azmaeess |omemumena]tS BEAEELL L fhgns

99/3/12 64 209.117.157|172.16.114 Syn W2l 2372 | 99-03-12 01:04:12 {99-03-12 01:04:59 0.9744 0.9744 |
183 .207 Ack/Syn M2l% | 131 | 99-03-12 01:04:16 | 99-03-12 01:04:41 1

99/3/12 65 209.117.157}172.16.114 Syn M2l 3001 | 99-03-12 01:05:00 {99-03-12 01:05:59 1 o4 0
183 -207 Ack/Syn 2% | 30 | 99-03-12 01:05:54 | 99-03-12 01:05:55 0.4

99/3/13 80 204.97.153.1172.16.114 Syn M2l 2401 | 99-03~13 01:20:11 | 99-03-13 01:20:59 0.9802 0.9802 1
43 -50 Ack/Syn H2/4 | 111 | 99-03-13 01:20:15 | 99-03-13 01:20:40 1

99/3/13 81 204.97.153.1172.16.114 Syn W4 300t 99-03-13 01:21:00 | 99-03-13 01:21:59 1 0.4 0
43 -50 Ack/Syn 2= | 30 | 99-03-13 01:21:54 | 99-03-13 01:21:54 0.4

E 7. EIUARTE(120%) TZAZMEICMP smurf)
Table 7. packet analysis table of timestamp(120 second) (ICMP smurf)

Xt EIYAET | SHX IPFEA | ICMP(B.0) M2l | XIZMA! WMAIZE | OIXISIHZ! EAMAIZH | A5E4=3HuCT) HITH Xl
99/3/13 216 172.16.112.50 403 99-03-13 07:13:02 | 99-03-13 07:13:59 0.4836 0.209
99/3/13 217 172.16.112.50 850 99-03-13 07:14:00 | 99-03-13 07:15:59 0.88 1
99/3/13 221 172.16.112.50 810 99-03-13 07:22:00 | 99-03-13 07:23:59 0.848 1
99/3/13 222 172.16.112.50 443 99-03-13 07:24:00 | 99-03~13 07:25:06 0.5316 0.329

E 8. EIYUARE(90X) #HRRMEICMP smurf )
Table 8. packet analysis table of timestamp(90 second) (ICMP smurf)

5] BABEY SEX IPFEA ICMP(8.0) HZi | slZmiz gaia2r | oruermz 2aA2 | 25 g2 CH) | BlEHTS
99/3/13 289 172.16.112.50 637 99-08-13 07:13:30 | 99-03-13 07:14:59 0.7096 0.774
99/3/13 290 172.16.112.50 637 99-03-13 07:15:00 | 99-03-13 07:16:29 0.7096 0.774
99/3/13 295 172.16.112.50 606 99-03-13 07:22:30 | 99-03-13 07:23:59 0.6848 0.712
99/3/13 296 172.16.112.50 443 99-03-13 07:24:00 | 99-03-13 07:25:06 0.5316 0.329

22 MEE 014 048 28% ¥
St 122 gl 0.46510] 1%
A} oleld A9 A9 Eels
A3l HAASE v 3oz B
ae} o] Aol FFo] oby
o= WY el $217) ek
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42 ICMP Smurf

12028 E}"‘i‘;“_ﬁi o] g3t A+
A= ASE 170, F4 172.16.112.509)
oh 90&9t 602F EIUAE|ZE o] 2% Ao}
Hx Aldle 9029 6022 EYARIE 24 39
ICMP smurfa & B3+ 34 Xach eldami=r) =
opflell WA 7Tt FolAm A& g4 gro] o}

ICMP smurf® %
z ;q

At wgbA eRIAHEE A e A &
£ 3= gg Aolslool s, 12029} vuPE o o
22 F7l5) theld ICMP smurfs #3% ¢ ==
sofof gt

43 Land Attack

12028 gz s o] 83 79 Land Attacke®
Hyehe AE2lom, IPFaE 172.16.112.500]
th dgE egd2eErt ohug 2719 Land Attack
oz B "ot 9029 602E EIAHZE
ol EA3 Ao} vl Al U3 At Rt

44 TCP ZE AZM
B =oA ARk HAA 2GS o83t 12022 &
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H 9. EIYARIT(60X) ZIEME(ICMP smurf)
Table 9. packet analysis table of timestamp(60 second) (ICMP smurf)

B3 ErAT SHX IPE4A  [ICMPB.0) 24| HEm2 gaA | EN2HR waA | 45 #42@CH) ] HIHI+
99/3/13 433 172.16.112.50 403 99-03-13 07:13:02] 99-03-13 07:13:59 0.4836 0.209
99/3/13 434 172.16.112.50 425 99-03-13 07:14:00] 99-03-13 07:14:59 0.51 0.275
99/3/13 443 172.16.112.50 404 99-03-13 07:23:00| 99-03-13 07:23:59 0.4848 0.212
99/3/13 444 172.16.112.50 402 99-03-13 07:24:00| 99-03-13 07:24:59 0.4824 0.206

10, ERIARZ(120E) wEiEME(Land Attack)
Table 10. packet analysis table of time stamp(120 second) (Land Attack)
o Xt Eld AT LA PEL ST IPF=A ZZWA LMAIZH OHRISH T2 SAiAI2E | A B2 UET) | HITH X
99/3/9 178 172.16.112.50| 172.16.112.50 | 99-03-09 05:57:07 | 99-03-09 05:57:07 i 1
99/3/12 173 172.16.112.50] 172.16.112.50 | 99-03-12 05:47:07 | 99-03-12 05:47:07 1 1
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