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Abstract

In this paper, low-rate TCP attack as one of shrew attacks is considered and the scaling based dynamic time warping
(S-DTW) algorithm is introduced. The low-rate TCP attack can not be detected by the detection method for the previous
flooding DoS/DDoS (Denial of Service/Distithuted Denial of Service) attacks due to its low average traffic rate. It,
however, is a periodic short burst that exploits the homogeneity of the minimum retransmission timeout (RTO) of TCP
flows and then some pattern matching mechanisms have been proposed to detect it among legitimate input flows. A DTW
mechanism as one of detection approaches has proposed to detect attack input stream consisting of many legitimate or
attack flows, and shown a depending method as well. This approach, however, has a problem that legitimate input stream
may be caught as an attack one. In addition, it is difficult to decide a threshold for separation between the legitimate and
the malicious. Thus, the causes of this problem are analyzed through simulation and the scaling by maximum
auto—correlation value is executed before computing the DTW. We also discuss the results on applying various scaling
approaches and using standard deviation of input streams monitored.
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