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A Study of System Log and Volatile Information Collection
for Computer Forensics
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Abstract

In Digital Computing Environment, volatile information such as register, cache memory, and
network information are hard to make certain of a real-time collection because such volatile
information are easily modified or disappeared. Thus, a collection of volatile information is
one of important step for computer forensics system on ubiquitous computing. In this paper,
we propose a volatile information collection module, which collects variable volatile informa-
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tion of server system based on memory mapping in real-time.

Key words: Digital Computing Environment, collects variable, server system
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@D registers, cache

@ routing table, arp cache, process table, kernel statistics, memory

@ temporary file systems

@ disk

® remote logging and monitoring data that is relevant to the system In question
® physical configuration, network topology

@ archival media
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