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A Study on Video Data Protection Method based on
MPEG using Dynamic Shuffling
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ABSTRACT

This dissertation proposes digital video protection algorithm for moving image based on MPEG.
Shuffling-based encryption algorithms using a fixed random shuffling table are quite simple and effective
but vulnerable to the chosen plaintext attack. To overcome this problem, it is necessary to change the
key used for generation of the shuffling table. Hcwever, this may pose a significant burden on the security
key management system. A better approach is to generate the shuffling table based on the local feature
of an image. In order to withstand the chosen plaintext attack, at first, we propose a interleaving algorithm
that is adaptive to the local feature of an image. Secondly, using the multiple shuffling method which
is combined interleaving with existing random shuffling method, we encrypted the DPCM processed 8+8
blocks. Experimental results showed that the proposed algorithm needs only 10% time of SEED encryption
algorithm and moreover there is no overhead bit. In video sequence encryption, multiple random shuffling
algorithms are used to encrypt the DC and AC coefficients of intra frame, and motion vector encryption
and macroblock shuffling are used to encrypt the intra-coded macroblock in predicted frame.
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