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XML Document Encrypt Implementation using Elliptic Curve Cryptosystem
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Abstract

As the use of the computer and networks generdiized, the various tasks which are requested secrefs con be processed such
os the banking fransaction. And because of increcsing of data exchange, Internet, and mobile networks, the method which is
not connected only but also Used with many users has been changed. Especially because of the structural problem of the
infemet, a lot of information is lecked out when we use the Intemet bonking. If we check the Infemet banking by using an
existing cypher method which is sither simple or slow, a credit card number, an account number o password will be leaked out.
Because the security of information doesnt meet our expectation, we need more powerful cryptography. But, the wasted
space-time which is required shouldn't be ignored when the whole transferred data are encrypted. So, By using both the Eliptic

Curve algorithm which is based on moble networks and the partial encryption of the DID of XML in this essay, we wil implement
more faster cypher method of the particl XML

== Keyword : ECC, RSA, XML, Encryption

1.4 & Aol BARE ATwA B AN FMES
AE EAAE SAET gtk XML 729 E

QeI 7L A|7h} FZHE 2P AMplx A A Bxe] B BE g g5 g A Y3t
2 AR} AMEEHs WYt AL B 2 =7} B =RME olHF ¢tEdl S o83t
ol 7kx AR JEUlE E3 dEHE go) AR 83 FEOGS BEI3N GEst W
Bol thd 23 g e ARAEY 7 oz gEssly U REe FAFeEHN T
Hlg) s JdEgo] vk =3 ASHE AR gat olEZgAoldoze FFE A Itk
g 270 71ZA0) ARE f45E WHT = [10]. ¥127] 453} wae wExuk 7] Fujol
Jletn gtk Es ALEE A spEolA olglgol o] B ERAME I 45 &
A 92 WA o AASst A AL B FYSS AEET. @4 gREd 3N ¢

o

Q718]2& RSA, ElGmal, DSA, ECC S°| 9
* A8 9 Fdosta 2o swellkARIT Alokus:

o}
skoh21@cun.ac kr
[2006/08/31 F-3L - 2006/09/03 AIA} - 2006/09/13 AIAHSHE]

t}. 722U} RSA, ElGmal, DSA 59 ¥4 4%
AlzEle BCC ARt & Aol9 71E AR

gk ClE{Ul WESE| (8 13)

79



g7 A7 £xrt =gy 3% HojA|= ©
o] git}. L& RSAE F8 < ?
ECCE BlAlo)7] i) Al4to] %
A7) Me FF A AES oe
o] 71Eo] HE ¢Edt 7|y FolA wEx
3 ERIZA 7S olEEiAM Qe £4 F Hl
218 23w FEg ¢5s o}* 71l ti3iA
Z1€se] oH[1][10]. ©] 71EE o83 Al
2 NAA, HAX 2 5& AFsAt gt
B =79 AL ggg 2 230X AlQte
whel ElFAE o] 8% XML A9 43 E
AABT 3gME AAS 7122 3l 7T
ANE HoF) vpAEte g 432 AEY AF

ma

19853 Hejot ZEE=IE A B FA
7Iuk 32 A, o4t vigolA ARgShE fr A<
FATS B FHFOE UNT Pz P &
3, T2 s WAel viE) o e 7] AelzE

ol Eof, RSA 1024 HIE 7|9} ECC 160 H]
Zte 43 e UEd gz E

=

Ioh. webs 3 7] g5 el Hed

7
1D 11
(o

AL £ E Fr1¥oz Y 4 glo] T4 9
g HE3 IC 7t= 59 4E g a9
tiete] & 4 itk

sgs = e B8 gmeFol oflel HARAE
wo] Abgto] wgee) njUs|E

@%6}71 A3 o).

n, g : A7} S AFEEA wAIX Y $209

Foidte BE ARFEANA 37E .
O $AAE wnd 277 & 35 25 T
713 o] & Hud)
@ FAAE 9Al Hluy 77t & dayE
AN o] Fhe BHFT
@ $AARE e AXRE gt O ARE A
AL A Hlith

o

a9}

X=g"mod n
FAAE Thee) ANE sel 1 FBE $2
1}01]71] LA )=
Y=¢"mod n

G $AAE ¥yE wolA Uy AME & F
Hg7] K8 Y=t
Ks=(Y)"mod n=g"mod n
® FAARE X5 wobA theY AE ¥ F
g7 & T
(X

Kr = VYmod n=g"mod n
Z B9 @A Axkd 270 K9 Krol 2
e e et A ¢ F Atk wEA FA
X}ﬂ} AR o] g wEZ sld HAXE
133} | B33 & 7 A 2o
@ generate X @ generate Y
® X=g" mod n A& o

Y=g" mod n A&

«

® K,=(Y)* mod n=g" mod n ® K.=(X)" med n=g" mod n

(I8 1) DHE o|&8%t 7| &

o

4
2.3 EfgRM ordy

A7) FsA2RY olgd RS 2A
| fNE B4 AsEe EESE dol Qo
N 7 Azde) sldke] B 538 BAE FE
Ro] 97 eAE BastE Holt. AR £9
EA0) FIe £ BN GBALDRSA), 1

._4

r> —1>

80

2007. 2



YsEAe] Auke £ A7) QEA~EDsA)
W EQ2A o)zl ¥
FEA2E BE gk UG B4 slojgkn
2% AxE AL | HE u
4 2AE ddske Rolgn $A 9

(# 1) 7] Alol=H|z

ECC RSA
106 bits 512 bits
132 bits 768 bits
160 bits 1024 bits
211 bits 2048 bits
600 bits 21000 bits

(E D& RSAY ECCY 7} Ate)zd) B1H3 B
Ot AEE HoFE Folth ECCE 7) Alo|=r) &
7] Wi RSA Hu} w2 g shAvt Her

FeE vgst B3 B 30 P24 e
Fe 9u%Y BEE AT AT
24 &%

(E 1) g $59] vz & RSASH ECC
9] F|AtolzE HAE Fo|th RSAY Hlwde]
393 o A2 7] @77} BeCol AREH o1 &=
%E} WA RSARTH B e 7] dolg 7IXe

CE AM&3te Ze Addez maves A3
°l pi=g

3 RSAE F8.<d4te] FAIQ1 W] ECCe
Qe Mg s7] Wit duFos wan,
AREElE 7]9] Zo|x RSA Et} FHth

3. 1A o] XML FAHEE AA

XML &M} 724 545 ol8d] Hetol
2% FETE A

ol
[2][13]. T2 XML #Ae) S 2Ae

(O3 2) EISM daiEg of

a8y FREQ] A, 84
T Gyt MR {23 Aol
EF 2 HAAGAY dolA XML&
7ol A& Zvlea, AL
XML ¢33} A7t Wol AdHEIL L, A
Aoz jAE Hojrk

XML #A49 7323 £4& o] 2
83 FENS I gasele W /311% /‘]‘9“?}‘4
(1% D& XML HXA ¢s3 BE
TAE YERITE $4127 XML “ﬂ’\]ﬂ% 3}"3
gtk mAlA g3d REL 49 9 dHAAzE
FasHwell-formed) XML ¥4 T2 7BREA
i3l HAE gt 1"l ‘:}'— WA W Q4

F teske eAEs RIS, AT 84T
Hl“a‘?l $3 dnIFS A YRR
) ARgEe WL7)E g 2Ee Y A

N o o m\ﬂ =2

7 "@oh o]gA dEsE 84+ tH] XML
WA e s 849 qAE7] A8 Q=9
Hr} ¢53d UEe B g o ded JRE
< gsstd e Zo] FrMEH. o) AL F
3 BIE 2sh= 847 4E3t F XML HAA]
7b A€t

81



XML
message

5| Get the element
to be encrypted

Yes
Encrypted (
Encrypt <XML messag
Encode ( End )

Create Encryption
Info. element

v

Replace
the element

L 1
(32 3) XML HAR] 28t &M

XML WAA]e) B3 #FL 453 JHgn
ARBITE (327 2)2 XML HA)A] 3 2§
ZAZ A8 JERIL. A4 B3 2EL
A g WAIA7F & 3Kwell-formed) XML E4
TEE 7HEA W3] ZAE g oY g
AR Y 24F F BEF Hojof gl 2452
AE3NL, HF 8425E v=d o gzd =
[A4F E33] A3 A 71§ AHES. B3
7b B g53d 49 o9 BEE AFRE
L B3 d 942 gAgn

2 A3dAMEe B34 FE 93] 93
K=F,= Z@p &7, pId 494% 2 /¢

Az Belsia, E(Z,)&

o I4 o

{(z.y) € (4,2) | =2’ +az+b(a,b € Z)}U {0}

o2 79T

Encrypted
XML message

v

Parse

<
Yes
Get the element Exception
to be decrypted

Yes ,
Decrypted e(
Decode CXML messag
Decrypt < End )

Delete Encryption
Info. element

v

Replace
the element

I

(23 4) XML oAIX] 5Z AT

£ AN Z Edie 0~PI7HAY F=
AP FAES weod a%e Z,%8S o

public Zp(String a)
{

for(int i = 0; i<alength(); i++) {
first=first.add(second.multiply (new

BiglInteger(String.valueOf((long)a.charAt(i) )));

second = second.shiftLeft(16);

}

num = first;

}
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if (Itemp.equals(new Biglnteger("0") )} do {.
result +=
(char)temp.mod(multi).long Value();
temp = temp.shiftRight(16);
} while(temp.compareTo(new BigInteger("0")) == 1 );
refurn result;
}
public Biglnteger val()
{
return num,
}
}
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public static final EllipticPt ALPHA =
new EllipticPt

(new Zp(new BigInteger("12.....02")),
new Zp(new BigInteger("34......57"))

private final Zp ECC_A =
new Zp{ new Biglnteger("78.....89"));
private final Zp ECC_B =

new 7p( new Biglnteger("98.......57");
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pudlic static EllipticPtlll encrypt( String plain, EllipticPt
publickey )
{

for (int i = 0; i < resultlength+2; i+=2) {

Zo k = new Zp( new BigintegerkBIT, new Random()) );
String X, v;

if (i< 2wresultlength -2) {

x = plain.substringlixTRIM, {i+ D« TRIM)

y = plain.substring((+ )« TRIM, (+21TRIM);
1

else {

if ((+1+TRIM >= plainlength() {

x = plain.substring(*TRIM, plain.ength());
ez
1

else {

1

x = plain.substring(i*TRIM, (i+1»TRIM);

y = plain.supstring((+1)TRIM, plainiength();

}

}

plain_pt = new ElipticPt (new Zp(x), new Zply) )
resultlif2] = encrypt( plain_pt, publickey, k;

}
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<Decryptioninfo>
<PropertylList><{PropertyList>
<Key><Value>jlpuj+CR42s=</Value>
<fKey>

<{Decryptioninfo>

<CipherText>juJ538SYBIbikr0dNaAzZ8mVsX
AHqbKeypAdiJpyStIfewUiXPJB
zwzHYKWOIKRLZemK]qOVj3gzA
DPPd5Jdzt0Cg==

<{CipherText>

</EncryptedData>

<Decryptioninfo>
<PropertyList><{PropertyList>
<Key><Value>elsltrZMfiA=<[Value>
<fKey>

<{Decryptioninfo>

<CipherText>sGXAKFGCiqe6/bF3TwCCLL2uBAg
ME9jeCpLIXLIFKVA81ATXEEKMSX
uvuE7O0CWcecBrzeCxe+T2s=

<[CipherText>

<{EncryptedData>

<number> <heading>3=3
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<?xml version="1.8" encoding="euc—kr"?>
<7#ml:stylesheet type="text/xsl" href="ecc.xsl"?>
<ecc>

<header>

<receiver>

<name>it-E 5| (T 7 H 2 LY E 3| ) </name>
<freceiver>

<date>2803.2.26</date>

</header>

<body>
<titledfhr ST 8| (THoH/ O LY A G| )<stit1e>

<comnent> 0| AFE2 030 22 AU AR THe D35 F Y&
LJC}.</comment>
<comment>XF| DbEdt O3 : 28, ME. ARME, JYMNT. &, HAGH
Ol 2/comnent>

<EncryptedData xmlns="http://www.exampleorg/xmlenc”><Decryptioninfo>
<Method Algorithm="http://uww. exanple.org/xalenc/des™>
</Hethod><PropertylList></PrepertyList><Key>

<Ualue>jIpuj+CRu25=</Value>
</iey></DecrypFinnine

<CiphgFText> ] Ibikr
LZenk/qa0T3gz——— . I
PdSJdztoCg= (/C)nher'lext)
</Encryptedbata>

<EncryptedData xmlns="http://wuw.exampleorg/xnlenc”><Decryptioninfod>
<Hethod Algorithe="http://www.exanple.org/xnlenc/des">
</Method><PropertyList>
</Propertylist>

<Key>

<Ua1ue>elsltrZMIin (/Ualue)
</Key></Decryp

CceBrzeCxe+T25X7¢1p
</EncryptedData>
<number>
<heading> OIS | : </heading>123456-9999999</nunber >

</body>

<fecc> .
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