53 VPN Alo]E FA18 ©]-&3 Provider Provisioned 714 E8lY VPN 1

%573 VPN Ao]E FA & o]L3l Provider
Provisioned 7}4¥l ¥u}l! VPN
(Provider Provisioned based Mobile VPN using Dynamic
VPN Site Configuration)

. + T+
o M of o ¥

(Haesun Byun) (Meejeong Lee)

2 o ZHd 7|79 ggstel B4 r&e wHoE 2t AR} FI4g] wil o)l5E ¢
E40)3 HAZ VPN(Virtual Private Network) 3 2 #87} 2% o7t g3 Utk ol4,
EoME ZHtd VPN AMAZE M2 & AlolEd] e sk olade] AREAe a8 o 8 A%
AEE &+ PE(Provider Edge) 719t PP(Provider Provisioned) ¥3}9 VPN ®AUSE AQMsc} A
Qe weke =uld VPN AMgA1e] IPSec Hld ¥ =S H43 L 3k ohizl, uld VPN AL
|22 Yo #Aglol F71EH2 PSec BE 2MF=E BASA @3 Euld VPN AHEA 2 A3
VPN AH&A b AAzte 22 EfES A9 4 UEE vk AQe 72 9 ZZEZL RFC2547
9 AAE “BGP/MPLS VPN” 7l&& 7iteg 3}, Ashe wWetdMe 2k VPN AMSA7L 9%
WEIZ o)l5q& ul, BGP/MPLS VPN ABlAE Tnld VPN ARA7EA g5y 98] Ajul2 A
FA &0l PNS(PPVPN Network Server)E M=o] Adstart. Agtste HWHe AR} 7|8F =uld
VPN % CE 74k 2utd VPN vlw3dle] PSec H'E #¥F 2Hs =7l O How, AlEH el 27,
CE 7]4t 2uldd VPN etol] Histe] 292t sl x| doll Qo © 953 4%S EYS € & At

F19= : =uldd 1P, 7P TPSec B'd, Zukdl VPN, ©o]4, PE 714 VPN

1

ol

8
=

- e

Abstract Increase in the wireless mobile network users brings the issue of mobility management
into the Virtual Private Network (VPN) services. We propose a provider edge (PE)-based provider
provisioned mobile VPN mechanism, which enables efficient communication between a mobile VPN
user and one or more correspondents located in different VPN sites. The proposed mechanism not only
reduces the IPSec tunnel overhead at the mobile user node to the minimum, but also enables the traffic
to be delivered through optimized paths among the (mobile) VPN users without incurring significant
extra IPSec tunnel overhead regardless of the user’s locations. The proposed architecture and protocols
are based on the BGP/MPLS VPN technology that is defined in RFC2547. A service provider platform
entity named PPVPN Network Server (PNS) is defined in order to extend the BGP/MPLS VPN service
to the mobile users. Compared to the user- and CE-based mobile VPN mechanisms, the proposed
mechanism requires less overhead with respect to the IPSec tunnel management. The simulation
results also show that it outperforms the existing mobile VPN mechanisms with respect to the handoff
latency and/or the end-to-end packet delay.
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T F9 e vESI Awolth. MNL2 MIPv4elA
HA F4% vlg] €3 %o, PNS F4E vg €1
A AR AgbEe WetdAME [PSec EES
4¥E FCE F4F PNSHA ¥u7] $18l MIP 588
A HARle] MNES AMul2dte 98 JEY= GW
Z, FCE9 48 9Al3h= FCE Address H=& A
2o] F718t94ct. FCE F4€ MNo| CoAE % e
w & do]RNE Fil(Agent Advertisement) WIARE
wers W JEIun s

MNL Ayl AFga WEL= AAA A
AAAPoAl MIP T& <15& ¢7] 98] Diameter
MIPv4 Z2EZ X9} Zo] MIP $58% wiAA
Challenge and MIN-AAA authentication extensiong
¥t Challenge and MN-AAA authentication
extensions  MIP 2839 AASYA(replay
protection)ol] th¥ Ao F MNE Q152 98 Had
Huolty MNS T3 MIP 5223 wAilAl9] Home
AAA server NAI tj4lell Provider AAA server NAI
E E§sld AAAPYE MNE 158 & I=E Ju)

Foreign network Service provider
(Dymamic VPN site) (MPLS backbone network)
AAAF AABP  UPS EED 1PSec tunnel
S FLS tunnel

Home network
{Static VPN site)

3% 5 BGP/MPLS 718t VPNollA] MN9| o]3A& AYshs AMulx 72
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{ &1, Agent Advetti
A2.MIP Registrption Recuest
ALAMR TR RMR
FA-Co&
Al6.HAA
AT7. AMA
k A18. AMA
A19. MIP Regisfration Reply
e T ST SAan St R R
Bl MIP Registrdtion Reuest PN
Co-Cod B3. AMA
L B4 MIP R1gistrati0n Replﬂ

1% 6 BGP/MPLS 714t =uid VPNl el MN9| 5E344

Tope [5 [B|DMGIR[T]

Home Address

Care-of-&ddress

Challenge and MN-A&A authentication extension

Lifetime

¥ 7 3" 5283 WAR X
Diameter MIPv4ollAd  Al83l=  CoA(Care-of-
Address)ol= FA-CoA%} Co-CoA7} Utk FA-CoA
MNo| W83 92 vEYA Yolxe FA Fio]

—

™, Co-CoA¥ DHCP 5% 53X MNe| A a3
we Fholth MNe) FA-CoA 7I¥tez F3sle 7
[¢]

2, MN2 MIP 529834 WAIAE FASA Ry
3 69 A2). FAE MIP 5583 WAAE wtow 1
AR EoE ARE J|WeR dle] AMR(AA-
Mobile-Node-Request) WIAIXE w53, AMR HA|R)
£ AAAFIA RYT(1E 69 A3). AMR wWiAA=
Diameter MIPv4 Z2EZ|A MN9| Q53 H2HedL
87317 §1g wXA el Aglste wWeleAle MNeo|
B MIP 588% WAIAY FCE $4& PNSAA A

<Ad-Mobile-Node-Request>:
=<Diameter Header: 260, REQPXY>
“Jession-[D>
{Auth-Application 1D}

1g 8 3% AMR AR

@87 98 AMR HARANE MIP-FCE-AddressS
Ajgol 745ty 18 8& 4E AMR WIAAE B
A

AMR ®AAE #& AAAFE AMR HAAE =
T2 Diameter MHAAl AT AAA, A4leo] Xzs|
o} sl AUAE ZA3Y] A3 EHA AAA AW
NAIZ ZARH7]. A¢tshe wetelx AMR wiA A=
AAAFY 93] HFHoz Mulx AFA JESLAY
AAAPIA AZEHZE 69 A4). AAAPE AMR H
AA9) MN-AAA authentication extensions R
MN-AAA security association[8]& AM&3te] MN9J
293 WARE QIFFTE AFe] £, AAAPE
PNSolAl MN9 528 234387 93l HAR(Home-
Agent-MIP-Request) HIAAE RATHIH 69 AL).
PNSt HAR WAXE #ow MNO VPN H& H
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o]lFA ANYE 9 AaE A}

¥, MNo] Co-CoA REZ T 79 MNS
MIP 5E8% WAXE PNSAHAA Qg RAHP 6
9] Bl). PNS& MIP 5283 WAAE oW MIP-
Feature-Vector AVPY Co-Located-Mobile-Node
HEE 44 AMR HAIRE THE £ o #HAAE
AAAPIA BAtH2Y 69 B2). AAAPE AMR 1A
g wowW MNE UF 3 F oo Ul THe=
AMA "AIRS wtEo] PNSolA Btk 2d 69 B3).
PNSE AMA HAIAE wod MNY VPN #H& o
olx4 XEg A% FAE NFFh

PNS MNel tig oj54d ¥ HE ¥XFF VPN
ARE #F37] Y38k VST(VPN Service Tunnel)
Blo]B& #A8TH 28 9= PNSHA #8l2 e
VST HolE9 FZE ugich VST HolBde
VPN Z1§¥& o5& MNe HoA, CoA, FCE, PES]
ulld FBE §A3e= MN-to-FCE #l9ld g~E
(MN_to_FCE_Binding list), PE$} FCE && CE 7+
Het AHE $ASE PE_FCE/CE E9 giE
(PE_FCE/CE Security list), PNS7} FCE && CE
7+ 9od 45 A%, #) dolgE ¢s3) &7 9
453 AEE TSR = PNS_FCE/CE Het 2
2 E(PNS_FCE.CE_Security list), VPN 74| "a3l
RT3 RD RARE #A8 RT/RD ¥4 (RT/RD_
policy), & A, WAl £ K3 59 VPN TAHH
d2 7 EEEA JRE RASE VPN EFZF
(Topology) 5°1 th. 2t VPNol dis) m3dez &
95l = RT/RD_policy® A9, vz dEE)
E2 MNe] &Hale] 9x18 W33ty A2¢ FCE 3
3l 55 933 FERPEL F£YIe T WA
:Ra1=N

MNe| VPN A& 2 o]54 Ads 93 A= o
£ gt} "WA PNSE AAAPERE] HAR WARE
LAKFA-CoA EEQ Z$), AMA HARE god
(Co-CoA ®E=21 %), MNe VPN H& 238 AT
371 98] MNE AMulag HE3 PEE d9sor 3

t}. PNS7} PEE Ad¥ske Wi 33 PE A9 3y
I T4 PE A9 @yez Ud 4 itk FH PE
g wHe Mulx AFA vEYIC nlg A
PE7} MN€ 918 VPN AMul2E £33k Atk F,
MNe] =Zzoll} VPN I& ¥ AL 7gleg A
# PEE A F3, MNe 55 2 VPN F& 8%
o] Eoie W) o8 Mulxshs Aotk 53 PE 4
e MNY Z2uadd HPs Mulag ATE +
2l PE & FCES 714 717+ 3o & PEZF MN
£ 9% VPN 2B $£3315E Ase Aolth

PE A" d#uUEe] 93] 3hte] PE7F A,
PNS& VST ®lo|8¢] PE_FCE/CE H¢F g]2EA
MNE Aul2 & FCES} A€ PE Ate]o] IPSec H
do] dy=o] EAE HAth FCES PET #i¥
ARE ¢AFHE, FCEY PEZF ©]¥] IPSec Edo]
Adg=le] gla, L PEE MNel £8 VPN 3%
VRF Elol&o] A3l BGP/MPLS &% 4331
dd= AL oujgch geta, of Bfo= FCES PE
7t IPSec Bl H¥S 43 ¥arl §1%, PNSE PE
oA VRF Update MINAE Hulo] MN2| HoAE ¢
ZF1(2¥Y 62 A6), PEEX PNSZRE e HoAE
489 IPSec @ wlP§ ¥, sj23l= VRF HolE
o F713iet

PNS7} VST®] PE FCE/CE BE9FFH &2E9A
FCE$} PE 7+ wi® ARE wAstx] EHohd, PNSE
FCE$t A"® PEZ [PSec EldS UHIIEE sjof ¢
t}. olg 93] WA, PNSE FCES ztze] olds g2
74 #'lsecure remote configuration channel)S A
Jatr] st A3 AF AR 453 HEE ¥
i1y 69 AB8). Zztel 4HE HF 7Y Aol A
Y gusd PNSE o] BHRE PNS_FCE/CE H
o} g]lxE9] #7}@th. PNSE PES} FCEYA IKE
Negotiation Request WAAE RAtHd 69 A9).
olul, PNS7} PEoA Euls= AEE MNS HoA, RD,
RTH, ©] B2 PE7F VRF HeolE& HHE &
W 283 $Y VPNE AMul2skes o PEEYA

4

I e

hﬂ;_to_Ft:E__Birmg list
PEFCE/CE,_Security st
PHS-FCEXCE_Security list[ |
RD_RT pdliy | | YPN Blme
e Topology YPH Vellow
1
VPN Yellow | It 1
VPN Bl

3% 9 PNSeMe] VST HolB+2
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AZ RARE Ea1¥ w A28k PNS7} FCEOA R
Y AEE MN9 HoA, CoAolth o] HR¥E FCEZ}
PE9} IPSec Bld€ ¥RE w I PSec B9} HoA,
CoA F2F wW33}7) Hs) AHe-anh

IKE Negotiation Request WAAE ¢+& PES}
FCEE & 7hel IPSec HlES AYslr| 98 IKE
Negotiationg 4228 62 A10). FCE® PEZF
IPSec Bld d¥o| 98w PEE= [PSec Eldo] H¥
HAthe A& PNSHA geiF7) A8l IPSec Tunnel
Complete WAAE THeo] PNSHA BRIty 69
All). PNS= IPSec Tunnel Complete MNAE ¥o
W PE7} §4 VPNel diste] Mul=E AEs)7] $3)
AEA 719% PEQIRAE @23t} PE7} 2 FCES A
Y PSec HEL AT oW slF VPNS $s)A
AMul2dE E® T2 FCE £& CE9 o] IPSec BY
9y glojA VPN MBI~ AFsn Je 5
ANEA HAYE IPSec HEo] 39 VPNS 93] A
& MulAE AFIes RolE PEE I VPN A&
Al ZJs= PE7F "t} o|8d A$, PNSt A=29]
Z215= PEIAl Member PE Addresses WMAAE
Buo] YU VPNE Au|23l= thE PEEY F4E
SHETHIH 69 Al12). £F YT VPNE AMu|23)
= Y& PEE9A BGP routing update 3RE Qo]
ESEE delX A2E PE7L VRF ©HolE2 Juo]E
g 4 U=E IR 69 AL3).

PES} FCEZ} IPSec Elde] A¥¥ Fol, PEE MN
°} HoAs¢} 4YHE IPSec BES wlEI 3, s
VRF ®lo]&d] #7138t} VRF glolEo] ¢ule|EXW
o] VPN %E AREL PEE 3¢ MP-BGP A4
o8 RWiEt® 69 A7). PEEX MN® HoAS
VPN-IP $42 9& F, RT, RDARS &4 MP-
BGPE %3 593 VPNE AHl2sl= PESA AL
3t 598 VPNS AH2A83 & PES-S VRF H
o]Eo| MNe 228 ARE F718t ¥ CEAA %
B ARE AG3it)l HAZE A9 CE9F n$sl 2198
ABE F3 MNo] A % vEH A Ex3the
AL 4A =, HAE o154 A =HolEolxy MNY
CoAE CEY 42 WA

PE7l B4 VPN& AMulxst=E PEE M&A 32719
A, FY3 VPN AMulzde & PEES
VRF Ho]Bd] Eoj3ls #E FREL NFA F719
PEYA Z@sor ITHE 69 Al4). oA s
A o], PNSE A2 PE/} 2715984 PES
A AHIY 69 Al13). AFA F71¥ PELE BGP
FE ARE o Y VRF HolBo I ARE F
713t (2 69 A12)E B we FRE Moz

o

VPN ZE AR7} 24lg ©fg PEED 5 #EN
EXE 2Ast, VPN FE Ry 2% 45 HA0d
Z, VRF Ho]l& AA4@Ee gulo]E) ¥ BGP/MPLS
Ao o|E7t 48 HAB VPN Setup Complete WAAE
PNSollA HEdith(1d 69 AlS).

PNSE VPN Setup Complete WAIAE Wom
VST Ho]lBe MN_to FCE v}9ld 2l~Ed MN#H
FCES] ®lely ARE Z78l3, PE_FCE/CE H9}
gl Eo]| VPN Setup Completed] WAIE Ht HHE
7NE8} whel PEZL 99l9) VPNE AHI23=E Al
EA 2% PEEY I PEE VPN EEZX9 F7}3}
71 98 Topology= ¥W7AE o} Jrt

aRwo 2 PNSE FA-CoA 2= A$, HAR #
Aol MIP-Reg-Request AVPE &3 &, MIP-
Reg-Reply AVPE A& 3 HAA(Home-Agent-
MIP-Reply) HWIAIAE THES] AAAPYA HWATH( 18
69] Al6). AAAPE HAA HMAAE Lod AMR HlAl
Ao Wg SH¢ez AMA HAXNE TEo] AAAF B
FAS £3) MNelA 2ty 69 Al7, Alg, Al9).
Co-located CoA Xx=2l 72 PNS= MIP 53$%
WA ANE MNA AHE RATHIE 69 B4).

19 10& PEZF #A%2 & VRF HeolEd] MN
2 93 @98 AR IgE 9F Rojx Utk PEE
VPN AMul2g AFsr] A8 2 VPN 25382 £
# VRF #jolE-& #2313, Zr VRFol= VPN AlolE
o g3 A2 ARE ARt Yk AR HESIAR
ol5% MNS B4 YEYZ WMo Bt AFu7|
98] FCES}F IPSec BI'd& Adsfof gt ¥, MNo]
FA-CoAE AHe3lE ASdE MNTH FA, FASH FCE
7t TPSec E12S ARk dth. &, FA-CoAE AHE
e Aoz Y93 AZul7t FA® FCE 7158 2F
Zastm QJrhd MN# FCEZeluh IPSec ElGS A¥
3 "ok

3.3 VPN H|OJE} T§3le| &

B A Me $47e FARZE VPN 21 541 3%
Aol s AAF) AwIch $ART FAAZT AR F
S AL FAA SR TUT AelES 9
Q] Aot M2 OE AolESY HHQl AR vw F
Aok zZ+ Ase oA $AAY FARE BFE E HE
=9 Qe A FAAE F MEYZY Y F0A
7} 9% e Y AL, $4AA7 9% EYS
o Jx; FAAF F UEYIAY e AE, $AAS%
A7 BE R YELYIH e AR Udth £
AL FAAZL FLE AelEe] WHQlA ohdAd
ARl A & vENIA gle A, SR £
A BAe MIPE AH8l BFste A% FYs=
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PE10ll A2| VRF IO 8

SPD(Security Policy Database)
SA Info
SPD¢Security Policy Database)
SA Info
PE20Jl X2l VRF 0l 2
VYRF Name Dest. Next Hop Addr | Next Hop Node | Out. Inf. [ Out. LSP | Sqe.
Binding Cache Table 192.0.1.024} 1920.1.1 CE2 IF0 N/A
HoA | CoA [FCEMNSec| FCEIPESec| || opy yoioy |192020724] 1920251 FE3 ¥ | 1sPl
192013 (200011 . ' 192013 192.0.26.1 PEI 1F1 152
192.0.2.0/24

! 920.13

VYRF Name Dest. Next Hop Adde | Next Hop Node | Gut. Inf. | Out. LSP

192.0.1.0/24 192.0.27.1 PE2 IF0 LSF1
VPH Yellow | 192.0.2.0/24 192.0.25.1 PE3 IF1 1SP2

1920.1.3 200.0.1.0 FCE1 F2 N/A

SPD(Security Policy Database)
g 10 PEZF fA18k3 Q& VRF HolEo) MN& 9% #¢8 Zurst 2344 9
Foreign network Service Provider network Home network
- ™ 77

LT

3 3

@-3
| @-4~@®-B
[ E——

3

a9 11 MN9 Heleh 41 #3

2 2 AdMe $40A9 42101 4Ae & JEYA
d e A%9 dolel $44 AL Aok 19
118 Yoz A$d s VPN diolet 44 33&
HAFT gk

o FARLe} FATE BUT AlolEe] WHR1A] oldA]

d #Aglel, £V & WESZS Jla, A7}

B8 eI Jde B

@-1 479 FAA7 59 Alo|Eg] wWHo],
£ YEYIY Ye FAA7) AR HESAR o]
3 FARNA HAE A B
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FAARY} AR TG AlolES Wwe)r] mE
of &41Ate] WAL =4zke) HACIA Agdct ¢
A2ke] HAZF #i70& woke w), HAE ukly A
Al HolBE FASY AR E MEYA ¢l
A AR HEA JeAE ATty F4x71

F UELFY A HAE 449 CoAdd
CEZ 97-& Agdd

®-2 F2ARS} ST N2 O AlejES) mino)
I, E HEHI Yt $AA7 7 vEYa
ol g XA A WA FAEE B
FARI F47 Alo|E9] W) olEng $AA}
9] #zle AlolE Flozm HgEojof Fhrh whlA,
e $AA YELZ CEAAZ AgH}

®-3 CE¥ VPN #2& wod PES mlg] 4y
[PSec B1'd& 53] PESIA VPN 7 & Aggch

@-4 PEE CEEX¥ VPN Hizle] $45® VPN
HFlo] o AEjHolA PR uwe VPNE 4
Wd3la, 33 VRFE 23§ 3 VRF ®Ho]BdA
A EAA F49 QA R QEA A4
gt PE= 99 XA F20 dFt longest
matching prefix2 VPN 37 & 74 =3F% PE
£ 2=t 97)dM CEEZREH VPN #Azg ke
PE= Y] PEV} Hl, 3% PEE= 3% PE7 9ot

@-5 73 PEx 53 21ZE PE F49 A=
=  FIB(Forwarding Base) %}
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@-7 VPN #zlo] A% PEY| %" PEE MPLS
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VRF Ho|E2 Z3igth VRF ®HolEdA EFZ
Fao) g QA H]AE HMEa PSec BEE
53} VPN 1202 FCESA Agdc
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CoAE A3tz 12 CoAZ HAL HEdt) olnf
FA-CoA 9 7% CoAE FAY Fio|n, FAY
A3 IPSec HES 53 HRE ALdly FAE
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ALt Co-CoAll 7%, CoAr FAA7 %
e Fholm F2lxtel HYPT [PSec HEL 53

AAAA A HRAE A2

Information

el
Tl

« FARLg} AR FUIE AlolEe wWnlA] ofdR]
ol EAgle], £ R WEH AL U3, A=
7} & YESIA J= B
©-1 9% VEYIZ o5 FAAE
AAlel HoA, 42 42 4142 HoA
3tk FA-CoA A%, $4A=
Y3 PSec HES ol83l9 FAJA ALz, vt
A FAL FCES} 28% IPSec BHEE <4319
FCEdA g3t Co-CoA ZAS, A= A
FCES} Ay3 IPSec BdE o]&3td FCEYA
b AR A= =

®-2 FCE7} VPN #HAS& wow #H3g disst
3 F, uiig Al EHlolEolA HoAst wi¥ He
PEE z4g % PES vje] 43E [PSec HES
E3) VPN g73& e}

®-3 PE7} FCEEZ%E VPN #3& wow [PSec
BHd ARE 7Mte 2 VRFE AAE £ VRF H
ol BN ZAx FA9 YRS FHIF A=A
AMFT. PEE #@R9 EHA Fid ity
longest matching prefix2 VPN #j3& Agg
2z PEEZ el o7)dx FCEZ%E VPN
#7¢ @2 PEE Z9) PE7F H3, 3% PE:
X% PE7} €k

®-49t @-5 W2 YENINMY R G AL
®-59 @-69 #FH} FL3rh

®-6 VPN #3lo] 1% PES] 999 PEX MPLS -
Aol AASHT R #HolE2 VRFE AR
VRF Hlo)lE-& £33tk VRF Hlo]EBoA HEFHZ
FAd g SlEHo]AE AMEar [PSec HES
E3] VPN 2 CEAA Agdn.

©-7 CEE Alo)E Wol Mg 298l 23] Aol
A A& ALk

« FAAG} FAAIE FUFE AlolEY AW
o BAGLl, $NAS FAATE BT R HESH=
o 2l A

FAsHA H3, SO T
4&

o
4
>
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)
)

4. VPN Etloll M2 MN2| 0|SdE A8t
= Wote] ol Y Y 2HE S Hin

E A AE [219 AR 71 mupd VPN, [3]9]
CE 714t ®yjdl VPN, & =i Atdt wetz)
2 PE 7J¥t 1Y VPN ste] H2sgld A=E §
3 dlolels HMgdlr) fAs dHAH ok s IPSec H
a3 #EE owI= @ Aol oiste] Mt
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{a) User-based mobile VPN (b) CE-based mobile VPN

(c) PE-based mobile VPN

«---—» Pro-gstablished MPLS tunnsl

«+—— Pre-established IPSec tunrel «- - - » Newly established IPSec tunnel

for a mobile user

a8 12 2ad VPNe #E e

I3 12¢ 2utY VPN A& gejo] & 8e 43
HelE BoFn glvk AR Y)HE =6k VPNA
IPSec El'gd2 MN3 CEztol Agdrt whef MNo| o
2 VPN AljES CN#} E4ldtax dthd MNE CN
o] e BE Alo|E9] CES} IPSec BlY& dysjof
3, IPSec HEE Y&z e EE CE9 F&
E ¢ ojok Atk wepr, MNIAM9 IPSec Ed
#e eHFes) ao

CE 7%t 2utd VPNoA IPSec BEL FWi B
& AFs7] 9159 MN3 FCE, FCE$H CE3ol 4
e MN2 o8 VPN Alo]Ee] CN3} EAsie)a}
= @A o] fAF 9 UENZ FCES shtel
IPSec 8]dst A¥std vk wbA MNE Auj2die
FCEE MNe¢] F4l&xuz 3= Rg AlojEe CE%
IPSec HE& Aysol 3ot 5§ VPN &3h=
MNE°] 594§ Al|ERZ H&E Yokl FCE: 1
MNE9 My~ 838 +3(Aggregate)st] AMu|AS
AZE ¢ gloervz FCEZF A8 Ede 2n3=
£ AR 79 =hked VPN R Hoh ey, FCE
7} CE$ IPSec Eld€ AYIFEE 37] 93] MNo|
CE®l 48 FCEYA ¥eiFe 3%, AR} 7u =
Hld VPNolA g} o] MNL IPSec BEldS A8six
A e BE CEY 48 @3 glojo} it} [3] et
oA} o] Mulx AFA7} IPSec Bld AR i
& Z2uA e A99d FCEZF MN9 S293 o
AXE AYF SPSez AZ § F UEE FAY
SPS dolHE mEe] F&slar glojok Pt

PE 71yt 2nld VPNojJX & MN3# FCE, FCE$} PE
ol Z}Zb PSec El'de] Aydth CE 718k mulgd
VPNelA ¢} vld7FAE, MN2 o2 VPN Alo]E9)
CNz BAlsivels =& Mujadshs FCES el
IPSec Bl@wt Adstd @k a2 CE 718k 2nid
VPN#= 22, MNo|] E43 33 sl CNe| o3 At
olEd] e A$YAFIE MNE M2k FCEE
shite] PESIYF IPSec BldS AYsid sizz A7
=28l VPN 8# FoA 74 Hd ews=r) Ao

wE B =FdA Aesl= PE 7ivt 2HlYd VPNY 7
$, MN2 @2 Mulx AF2e] vENZ 9 F4
T g3 oW Ha, CNo| = vES A ZE CE
9] F4£E ¢ daUt glok PE 7w =HlY VPNeA
Ao RE, MNo| o[FdA AMEZE F5& & wvric
PE 7} BGP/MPLS wIAA o] olFojzA 3T
VPNE Avl2sl glE EE PEY @98 dolio]
73A=olok gt ole} g4, CE 7hits} PE 7 =u}
Y VPN 2% E&§ [PSec Eldo] dgdvic @3S
A3 gk

AN SEg A=, MNZ F4sks Adl==(Corre-
spondent Node)7} CE F(AlolE el itkz 7138
w, Al VPN A& Fejola] 25 MNI CE Alol9] #
3o IPSec Eldo] AYEHER 75 TUF A4S
BAWS &£ gtk 3, AN Wkl FCEE CE
9} 2o gdg F3YSAT, [PSec BY AP #AHA
AR olelo] AAHoZ VPNE ojmd FAAFR(FS
8 R VPN 74 FE 23 YA gemg ¢hiyol
fA9d, & Add PE(2¥ 10904 PEDS A%,
VPN 28l 2 VPN 74 FRE 71Aok 322 VPN
Al AFAs) AugE PEE 21 Qe Hulx AFA
7} NZ g2 AL PEE= PNS$ A3 (trust) BAE 7
#of Fh},

5. AlEdIojM

Agrshs BGP/MPLS 7i8F 2uld VPN 7% % o}
A4 AY Z2EZ AHeS sy i8] Opnet
Modeler 11.05 o|&3l9 Algdo|AE H314ct. Al
obsh= wetel 7EE 98] Diameter MIPv4 3-8
7kt & wiAX] A4 2 AN o]RAx
2 MIP ZZA2 Rdo) Diameter MIPv4 ZgZA]X
2de %715193, PE/L PNSEXE VRF uiolE
HAXY A PE F4 vlAAE @& o VRF Ho]
2L {Yo)ESEE BGP Z2AA 2YE £330
B =EdMe Atske wWeHelsl, M-BGP/MPLS),
[31efA A CE-7IF =Znkd VPN weKols},
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M-CE IPSec without RO), 181
VPNelA 2 HAAHE Ffhs=
IPSec with RO) © tis] == AYE J=o= &
Qte] BRE Mg, TUL AR AL AZsgo.

a8 132 AlEHolANA AEE HEYNZ 2de
B3 glty. PNS$9 AAAPE 7HA1 Qe AnlA
AEA ZRE 2 VPN AOE 1, T 719 9% YESY
27} %42 IP/MPLS B2 yEgae] 9a8e o
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