&AQ A9 7wk XML A 3 WAUE 1

2849 A9 7ut XML HAle] 538
WA YT
(An Efficient Query-based XML Access Control
Enforcement Mechanism)

s ot T+
e’ g A

(Changwoo Byun)  (Seog Park)

f ¢ UUd AR PR S8 TR XMLE Jltes AR B FHE 27 uE
A BEA o2 XML HolglE e 277 $8% o|fwE RZAHI Utk 53

S XPath® HEFCZHN FA B9 AT ¥99 AE FED A9 4F-F 299 X%% Azt
"d*ﬂ ATAIE 9T u dAE 5 e FEO U HAHL vpEbEE E
BRou AZANE 3T wo A 2HE F dFe vhlEit 2 =P ARy OME} i
&4¢ 12 XML HIZA A2dg Yo dxn ok Agsts e AR Ao 1 ARER
AZA FAE Fol At AHY HITA o] FIEWE AHsA i XPath 20004 A3t A
© A7 9% FA=3) 9ANA AT Aol AHL £ AR dA Az wAske AXE ol
o B =R Astn Qe HEe ojwdt XML dloleolx #e) AAHdE HEtsEe HA @
A9 FIZA £3, FHY folA, & AYAZY, 2gjm dEa AU diA Fe e EAITH
ole} e FAES 4¥e T8 FAEo
F19= : XML do]e}, B¢ XML HZAo], U8y &

lor

10_

=

Abstract As XML is becoming a de facto standard for distribution and sharing of information, the
need for an efficient yet secure access of XML data has become very important. To enforce the
fine-level granularity requirement, authorization models for regulating access to XML documents use
XPath which is a standard for specifying parts of XML data and a suitable language for both query
processing. An access control environment for XML documents and some techniques to deal with
authorization priorities and conflict resolution issues are proposed. Despite this, relatively little work
has heen done to enforce access controls particularly for XML databases in the case of query access.
Developing an efficient mechanism for XML databases to control query-based access is therefore the
central theme of this paper.This work is a proposal for an efficient yet secure XML access control
system. The basic idea utilized is that a user query interaction with only necessary access control
rules is modified to an alternative form which is guaranteed to have no access violations using
tree-aware metadata of XML schemas and set operators supported by XPath 2.0. The scheme can be
applied to any XML database management system and has several advantages over other suggested
schemes. These include implementation easiness, small execution time overhead, fine-grained controls,
and safe and correct query modification. The experimental results clearly demonstrate the efficiency
of the approach.
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<IELEMENT site
<IELEMEHNT regions
<IELEMENT asia
<IELEMENT america
<IELLEMENT item
<IATTLIST item

<IELEMENT location
<IELEMENT guantity
<IELEMENT name
<IELEMENT payment
<IELEMENT description
<IELEMENT text
<IELEMENT people
<IELEMENT person
<IATTLIST person
<IELEMENT emailaddress
<IELEMENT phone
<IELEMENT creditcard
<IELEMENT open_suctions
<IELEMENT open_auction
<IATTLIST open_auction
<IELEMENT cutrent
<IELEMENT seller
<IATTLIST seller
<{ELEMENT annotation
<IELEMENT author
<IATTLIST euthor

<IELEMENT closed_auctions
<IELEMENT closed_auction
<IELEMENT buyer
<IATTLIST buyer
<IELEMENT itemzsef
<IATTLIST itemref
<IELEMENT price

1,20)

=EA:

tloletdio) 2= Al 34 A A 1 5(0072)

(regions, people, open_auctions, closed_auctions)>
(asia, america)>

Gtem™*)>

(tem*)>

(location, guantity, name, payment, description)>
idID #REQUIRED

featured CDATA #IMPLIED>
HPCDATAY>

(HPCDATA)>

HPCDATAY>

(H#PCDATAY>

(text)>

HPCDATA)>

(person™)>

(hame, emailaddress, phone?, creditcard?)>
idID #REQUIRED>

(#PCDATAY>

HPCDATAY>

HPCDATA)>

(open_auction*)>

(current, seller, annotation, quantity)>
idID #REQUIRED>

HPCDATA)>

EMPTY>

person IDREF #REQUIRED>

(authot, description?)>

EMPTY>

person IDREF #REQUIRED>

(closed auction™)>

(seller, buyet, itemref, price, quantity)>
EMPTY>

person IDREF #REQUIRED>
EMPTY>

item IDREF #REQUIRED>
HPCDATAY> -

(a)

@,50
site

’//m 41,49)

regions people open_auctions closed_auctions
@9 12,19 |
asia america 42,48)
pg'zf,f) closed_auction
,8)
item 43,41y (45,43) (47,45
@4 seller  buyer itemref (50&‘:7)
@, @id @s,22) (28,25) l J quantity
i 27,24) ; .
@id s, ®9) a7 name 26,23) phons creditcard 4,40 (46,42) (.t;-M)
@featured @6, 2) @©,5) description emailaddress (30,35) @person @person @item 49,46)
1°°m°n(7 ;’)a me payment crr open_auction price
uanti (11,6)
aantlty text as,18) (41,28)
item @id
62.29) 11331y (35,36) 0,37
a4, cutrent gelley annotation quantity
" @n,17)
description
15,11
@raied o1y | 0819 as,15 @34,30)
location ., | J8M€ oayment €21,16) @person
quantity text (36,33) (38,35)
author descrirtion
(39,34)
(37,32,
@(,perso)n text

(b)
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Tag-Name PRE SIZE | LEVEL POST | PARENT Tag-Name PRE SIZE | LEVEL POST PARENT

site o 50 1] 50 open_guctions 29 1 1 38 site

regions 1 20 1 20 site open_auction 30 10 2 38 open_suctions

asia 2 g 2 g regions @id 3 1] 3 28 open_suction

item 3 8 3 8 asia current 32 0 3 29 open_auction

@id 4 0 4 0 item seller 33 1 3 3 open_auction

@festued 5 0 4 1 tem @person 34 0 4 30 seller

location 6 0 4 2 item annotatior: 35 4 3 36 open_auction

quantity 7 0 4 3 tem suthor 36 1 4 33 annotation

name g 0 4 4 ftem @person 37 o] 5 32 author

payment g i} 4 s iem description 38 1 4 35 annotation

description 10 1 4 7 item text 39 il 5 34 description

text 11 a 5 B description ouantity 40 1] 3 37 open_auction
closed_auctions 41 9 1 439 site

people 22 B 1 27 site closed_auction 42 8 2 48 closed_suctions

person 23 5 2 26 people selier 43 1 3 4 closed_auction

@ict 24 0 3 pal person @person 44 0 4 40 seller

name 25 0 3 22 person buyer 45 1 3 43 closed_auction

emailaddress | 26 0 3 23 person

phone ) 1} 3 24 person quartity 50 a 3 47 closed_auction

credicard 28 0 3 25 person

29 2 (a) auction.dtd, (b) auction.dtd®] PRE/POST F+Z,

¥ AR FREAE &4 "HolEE FEHE JYehiz
k. LEVEL2 DTD Ego)Me #dE 9n|siy,
SIZE= 1919 Ef] :Eoxe) 3pR-Egy == &
& Jehdth POST g2 vhdt 22 48 53 &
=tk
POST = PRE + SIZE - LEVEL [10] )
21 (19l 98l PRE(order)$} POST(order)= DTD
Edd oz e 2 Aoz dA "ol PAR-
ENTE 999 »sdAe £ ==& yepdch PPS
o ti3 B4 4o AA3) A

4. SQ-Filter A|AH

SQ-Filter |29} ZH& AR A9l Ae)
da Ba HaAel FASVE Austel BAIW

ALERE Aol E Aale] HIAlo] A P ¢ 2
92 AFAAEL sh= Aotk o FoME SQ-Filter
Alzglel f22E d9dtn ZAZe B4 HIVESS
Agnh

4.1 SQ-Filter A|="] Fx

ARgALe) Aolg YHo R W SQ-Filter Al2®2
XML dlojetsjo] 2 X Ag]e]] AREALS] HAo] B
o ojZi}= Aol(denial), BZA o] AL A3 4
3= d9)(acceptatnce), YHETro] HIAO] AL

Ete A(rewriting) 7Fe WHE I, ek AR
Ertol %‘3121101 AL FFshe A9l A 1 Bt

(c) PRE/POST +z9| #AF A el

a

A BEL AAS A HB AAse HFH
oz XML A9 g7 dog dAFE AUS o
o}, o9} e A NEL QFilter[13]9} FASIL 2
2 32 SQ-Filter A|289] 128 R gtk
SQ-Filter A" ZA F REo= JHoh s
o A7t PPS ARE FE3e I FIZA e 73
o g Hojeho)AE FEIe BR(G5 3), 2¥a
ey A7t AR 498 EA(QUERY ANALY-
ZER)stn B8 HIA FAL FI(ACR-FIN-
DER), 3Z3 o5 A4A s HAg o= WA}
E(QUERY EXECUTOR) HXWJEEC|th olEd o
A= ohe ARE AAB) A, o AdNe F
aAo] FA) thE dojehwola Y-S Mgt
Aot Bk #AKEL AHA Ao g3 17 4
9} e AFEAHEL gEhd HIAo FAEC] ©HEY
AH ACRs Converter AFIEE FZAo] 73 BHA
o Mx BPe] W@ XPath A2 EHFHo|A Ao
et AxRel ZPYy|EY digt RES aF 53 H
olgiH|o} 23} Bk F Sof, HIASl FH R1Y =
A wot jtemo|th. DTD E# 4 Elo]EolA item
o tisk (PRE, POST) & Z=tH(3, 8)3 (13, 18)
o]5& HEAl FH(ACRs) HlolE9 PRES} POST

1= I=y)
T_\L‘

APe] gow AAFE F7kE RIL  [location=
xxxx] ZIYUNEEZE ztar 7] W&ol PREDI-
CATES Hlo|2¢] Parent-PRE Z#He] (3, 13) %,



8 AR =52 woletwol2 A 4 A A 1 T(A007.2)

S50 Viter Engine

uery Analvzer
Query Q . . RO
Q «Rewriting algorithm
-Enmtl’mi?ost ) «DPath rewriting
« Extract predicate info. : » Predicate-rewriting
: w
Predicate Info. M ' H
0 .
w
. H
A4 A
Reject query Q Re-written query Q*

1% 3 SQ-Filter Al&" 7&

Positive ATRs Negative ACRs

R1): fsitefregions/*fitem[location="LA"] (RS5): fsitefregions//item/payment

(R2): fsite/peoplefperson[name = “chang”] (R6): fsite/peoplelpersonicreditcard

(R3): fsitefopen_auctionsiopen_auction ®7): fsitef*fopen_auction[@id>50) seller[@person="chang”}
(R4): /fopen_auction[quantity seller

¥ 4 33F/FRH FaAe 73 A

rule path Pre Post P_link
R1 fsitefregions/*/item 3,13 8,18 P1
R2 Isitefpeoplefperson 23 26 P2
RrR3 fsitefopen_auctions/open_auction 30 38
R4 fiopen_auction[quantity}fseller 33 31 P3
rule path Pre Post P_linik
RS Isitefregions/*fitemfpayment 9,19 5,15
R& Isitefpeoplefpersonfereditcard 28 25
R7 !site!*/open_auction[@id>50]/seller[@person=“chang"] 33 31 P4
PREDICATIES base
P-id Parent-PRE property operator value

P1 3,13 location = Ia

P2 23 name = chang

P3 33 quantity

p4 33 @person = chang

3% 5 ACRs Hlo}E7 PREDICATES Hio|E oA

property, operator, 18]3 value AP 2z} ‘loca- AY oz AR dE @é*ﬂ‘ﬂ FHEE SAE
tion', ‘=", Z# L ‘xxxx’ &S A} vpx|gow = Al ACRs Hlo|elH| °]¢9} PREDICATES Hd|o]e}ju] o]
Yri7|E ololt] P1S ACRs ©lolel¥jo}l29) Plink 2o AFE



FLHQ 49 719 XML HZA S £33 AAUE 9

4.2 QUERY ANALYZER HIZUHE

QUERY ANALYZER(QA)9] EFL A&zl "oz
¥ BR(%H x=9 (PRE, POST) @, Z&ix Zg
H71E AR)E AT Fojtt

Q1: /site/people/person{name="“chang”l/phone/

AR A9 QLo tisl 9% B3 %X phoned ¥
gt} 18 ¥ QAE PRE/POST F&(23 2(c) #F
Z)EXE B3 == phoneol W3l (PRE, POST) %<l
(27, 24)8 d=th T, Qle =IOy AHRE A=
. A9 wel (PRE, POST) &< i) ¥ ¢
=

AREAE A7t vhedt Zohal 7HgEkAL

/site/regions/america/item

4 £ & item©]Y, PPSE 53 (3, 8)# (13, 18)
A "o} 9heF america =5 Al 47 ==QURE &
o Aol gk &4 ==2] (PRE, POST) ] HAA
9t (13, 18)9te] america =29 A4 -z ol (PRE,
POST) %] €tk %, §4 =] (PRE, POST) #°)
HAFA A4S, ER8F (PRE, POST) #& AAs= &
A AEL FolY zZF =9 preorder (postorder) #He
EA 229 preorder(postorder) Rt} Folok(Fop)
gk 19 62 old tig dnEES HAFE.

Input: a user’s query

Output: suitable (PRE, POST) values of target node of the query
BEGIN

1. for each (Pry, Po,,) value of the target node of the query

2.{  for (Prysep, Poy,,) value of each node of the query

3. if ({(Pryep < Pryy and Poy,, > Poy,))

4, break;

5. suitable (PRE, POST) set «— (Pry, Po,,)
6.
E

% 6 Prune-TNs ¢1gZ

4.3 ACR-FINDER ZHEZUHE

ACR-Finder(ACR-F) #H¥WEQ EHE A8x}¢]
ATAY FHE F QA9 FA9 ARE Moz A9
o} #Ag AZAY FIAENE FEdE Aotk 4.2°
M AAG A QLS A E EW, QA s &
Z xE phonedl] W3 (27, 24) & A=tk 18 7(a)
AA BZo] FHIEA o A& Ul PRE/POST ©%
Hee) B3 v (27, 24) AL 71FoE ¥ M ARE
Ho] AT

Zh AR Aoet HEAle) 1A 7re BEF #A
£ ujgtt o] #WAE XPathe] 27 =z g
(PRE, POST) 9 &t Hluz gL3 Zeo] H3ich
Aol A, F2ld] BHHA= So)F T 2] 714
gk "9 XPath(Q), HIAol 73 XPath(ACR)%}

WyE Fdo XPath(Q)e FF =zl Hid (PRE,
POST) & 747t (Prq, Pog), (Pracr, Poacr), 1831
(Pro, Pog)el kA%

A9 6. [AHEY: FOLLOWING w31 999
XML 2] izl HFIAMo] 3] FHE XPathol
o) d9e @ XPathe] de tis] FOLLOWING
JAozH olgt e HIA 7L Add U
FOLLOWING 73]t A 2j3ic}

Prq < Pracr, Pog < Poacr (2)

Ao 7. [2AHEW: ANCESTOR d1 999
XML EAo] ois) HIAe] 3ol EHE XPatholl
o gde A9 XPathe] g9d] tish ANCESTOR
FG(PARENTE ¥3hozx ols} & HITA o
29 Aole] e ANCESTOR TH¥ ozt A3t}

Prq > Pracr, Pog < Poacg, Prg' = Pro, Pog = Pog

(3)

A9 8. [3AHE®: PRECEDING &1 91419} XML
A o3l A2Aol FH %Y XPathol 9% 3
o] A9 XPathe] 9ol s PRECEDING dgo
M, ols} 72 HIAY] &S A4 g PRE-
CEDING & oleg} A3}

Prq > Pracg, Pog > Poacr (4)

A9 9. [44}29: DESCENDANT 3] 9}9
XML B0 dia] HEAo] 7 EHEE XPathol
g 9ol A9l XPathe] %99 sl DESCEN-
DANT <J¢(CHILDE EFHo =4, oj¢} £ FHIA
o] a8 A2 it DESCEDANT ¥ olg Helgic},

Prq < Pracr, Pog > Poacr, Pro’
= Pracr, Pog' = Pracr 5)

A9 10. [SELF #3&] 999 XML #X W3l
HzA ] FH HHY XPathol] 2% godo] A9
XPathd] 9ol tis] SELF dde=x, ol e 4
ZA0] F2-& Ao WE SELF F3 o)zt A3t

Prg = Prqg = Pracr, Pog = Poq = Poacr 6)

o7)A  Aost BHHP AHEWL 2AHEH(ANCE-
STOR #&)# 4AHEA(DESCENDANT #3) wholxw
#7}2 SELF 73%= Aol #dd FHIAe] 730l
t}. = ofAlolMe RlelA R7 Zell R2 o] Ao} #
A9 FoAe F3Fo) "k 27 7h)e olg 2o A
£ Ao g ANCESTOR 73, DESCENDANT
74 &2 SELF w39 sidss HIAl #3& &
= #agFolt.

A& 1. ACR-FINDER ¥xzZEd 93 F&4
AZA 0 FAEL AHEA dA9¢) FAEd I AHF
ol v FHoA o] HF S0l

ACR-FINDER %¢x8]&& ANCESTOR (A4
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B go.x

PRE/POST of a query Q

aLas 1sod

(a)

Imput: (Pry, Pog) == QA(query), ACRs
Output: suitable ACRs’
BEGIN
for each rule R1 in ACRs
if (Pro= Prgyand Pog<  Poy,) or // ACENSTOR
(Pro< Pryy and Pog 2 Pog,))  // DESCENDANT
ACRs’ —R1;
END

(b)

28 7 (a) Aol F¥| g PRE/POST ©|x=HHe] 9ln] (b) ACR-FINDER ¢18%&

7), DESCENDANT 7#3(g9] 9), 28]3 SELF 3
(39 1008 F23= dznagdBZoltt mEkd, ymz
FOLLOWING %3} PRECEDING 7&o] dele} #
Hol gleg E93d "o
F9. AMEA de Qo uidt E3 xxo| (PRE,
POST) 4% (Prm, Pow)gl 3AL mebAl, o] Agje) o)
3 G99 999 == gnol ti§ (PRE POST) %<&
ECE R LT |
Prin < Prsp < Prin + SIZE (tn), Poyast_sibling_node of ta
< Posn < Pow )
a8, de Qo Ulg =3 xco g o9
following =E(FN)E2 t&3 22 238 wEgt)
Pren < Pren, Pow < Porn 6]
E3], A AA following ==9] PRE(order) 32 t
<7 2.
Priwst rn = Prm + SIZE(in) + 1 9
A (D3 ()4l 2l8l, POST(order) < Posw < Pow
< Porx §1 WAIE Yehi7] W&o dejo] g9
9 =Z7} following A 73 g EAlsterivt
dHRd "ok A (D7 (9 o8 thEe F2o &
FHk
Pre < Prin + SIZE (tn) < Prérs.ex
= Prw + SIZE(tn) + 1 (10)
21 (10)9] 9vi= A9 Fd9) 999 ==(sn)e 2
99l Ez xE(tn)o] W A WA following ==
(first_FN)®] PRE(order) #Rt} Ztie Rolth, A=
A WA following =2RT} Fohs AL Ao =23
o] g 999 following ==HT e AL
oot} whebA, A9 F99 92ole] ==& following
AT 18 99 23R 4L 4 4 At
PRECEDING AHZAlol 73 Al §ARE whge=
FHEY.
4.4 QUERY EXECUTOR ZEHE

QUERY-EXECUTOR(QE)®] E#& AHg dolst
2 Aejet #Hd HAIA FAEF XPath 208 3%
AkE B3 kA Aol WAs: Aol

ACR-FE& 53% A8a e 333 ADA
Az BAA AIZAC] TF& oFA F /R 2FLER
Wz Z 1E& SELF FZAe] 73, ANCESTOR
A2A ) 73, 283 DESCENDANT #ZAle] 73
ojgA A 71A FHoz UHth QEY Ay AAL
3= Pdge

1. ARSR el Ztzbe] BAPA HIA o 74 19

A dojg wEdk
2. UNION 94AE 53 ol gy Aog 4o
3. AHER Ao e FRF FIA e FF 29
A A9JE e
4. UNION a4AE B3l o] 23§ 29s Frh
5. EXCEPT &4k& E3] 49 ZAslo) 29| daE
i Ed1=N

6. 5¥lel Ay Aolg Ao} A7l Bt}

AAE Aol GA, theH Ze F A9 g 7t
Ak

(Q2): /site/people/person/creditcard/

(Q3): //open_auction[@id<100]

QES #3738 493yl A Adx3 19 39
TAY Fog AEEN ¥ & 9F =EE 9EL,
28 9d9 ¥ ZFoz w4 o|f3= REFINE
ol Aol XPath 2 HZAo] 73 XPathe] Zd)
J1EE A&sle PREDICATE 345 4=gch

441 REFINE ¥<~s} PREDICATE &<

REFINE ¥4+ PPS(Z2® 2(c)) ZFRE &3 A7
He ¢HRE Ao W =EE AA :EZ uppa ¢/
22 4P ¢ Hoz ojRo @Y A== wFe
Foofck

& B9, WAH: Aoyt O Zow Ak
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/site/regions/*/item

EX == jtem® (PRE, POST) %2 (3, 8)7} (13,
18) ©]|22, REFINE 34t R WAE (3, 8)o ui3)
FAEL 9 £HME, " =g thid PPSE %3
2 AY == (item)9] (3, 8)9 FE =& aisal A&
ot o o9 v wEi} Y7 Zo] glow Jsite/
regions/asia/items FHIH2E 8 LmEF9 (B)
- (9 ). 2 o (13, 8)d Wis) 2 S £33
3l /site/regions/america/itemE 2 €13}

olddlE v & zZa Ye B$oitk /site/
people//name

£ 2H 2T named (PRE, POST) AL (8 4),

(18, 14) 18]l (25, 22)°]1X1%, 21 62] Prune_TNs
dar ol oJsf (25, 22)%te) M€y REFINE &
F7F 7 S W, Y £9 A X2 (name)d ©h
< =T (people)E YET PPS ARE H3) 24t =&
o] LEVEL &€& 8123@%} LEVELpame - LEVELpeople
= 20]7] W&o “//” Z& people/*/namelE AP
o A “v” =22 AYsPE JEFOoF /site/people/

person/name AZ X#AL gHIL F k=9

LEVEL i}ﬂ 108 F XE3+ parent/child #A7
o Y e utz 9 2oz A Y © LEVEL
27} 3 oo, A =x9 BE =% PPSolA il
] BE eze) ¢/ o =24 ths) REFINE ¥
+2 Azadtt (29 8 ¢2EE9) (18) - (25) ).
PREDICATE &4+ A9 A=A HAA g 2
ool =ZHUINE AR FHIAo WEHY ZyyE
ARE WAHE dod fX3hs Foltt. HITA
THo Tgd =ZHuvIEY X HReE ¥ 59
PREDICATES d|o|et#o] 2o A=) 9, AHER
dele) ZHUNEE 4239 QANAM FE3Th QE
Q8] REFINE ¥4/} %% REFINE 33 3
zAHoz WYY AE Ve W PREDICATE ¥+E
&) AZAY T3 9 ZHUYIE ARE 5
Ager. 29 9 HYP Al HIA FH U=
ZYYINEE Frlste duEE Yehizn ok
PREDICATE %9 42 A mEss
MERGE ¥4°lth. MERGE @5 3% W34 A9
o HAlo] 7 ZUIEE #0180, 2L F=E
e ALgALe] ZHTZ|ES HIA o] ZHUI|ES}

Output: Refinedpath //Refined XPath expression

BEGIN

1. Refinedpath = null string;

2. for reverse order of path

3. { if node is not * and $ /I'$ means “//” axis
Refinedpath = concatenate( “/node”, Refinedpath);

else if node is *

for each  (Priefore.nodes PObeforencde) Value
if ((P Vhefore-node S <Pr, p) and (P Obefore-node < 2P op))

A

10. }else if node is $
11. { while(1)

/I $ means “//” axis

Input: PPS, an original XPath, and (Pr,, Po,) of the target node of the XPath

{ find (Prsepore-nodes PObeforenode) Value set before “*” node;

Refinedpath = concatenate(Get_parentnode(Proeprenode, PObeforenode) Refinedpath));

12, { find (Progpre.noder POsefore-node)  Value set before “//” node;

13. for each (Prbgfarg.m,de, P Obgfore-node) value

14. if ((Praepore-node < Prp) and (Poseoremode = P0p))

15. { next-node = get the next node of “//” node

16. find (Pruev-nodes POnext.node) Value set of next-node;

17. for each (Pruexnodes POnextnode) Value

18. if ((Pruext-node S Prp) a0d (POnexenode 2 Pop))

19, if( Levelpefore-node — LeVelextnode = 1)

20. pass;

21. else if( Levelpeore-node — LeVEl nextonode = 2)

22. Refinedpath = concatenate(Get_parentnode(Prseore.nodes PObefore-node), Refinedpath));
23. else {

24. Refinedpath = concatenate(Get_parentnode(Prsepre-nodes PObeforenode), Refinedpath));
25. break while;

26. }

27. SRR

28. return RefinedQuery;

END

19 8 REFINE &% 438%
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Input
Output : RefinePredicate
BEGIN

: parent-node, PREp, POSTp, ACR_P_link, Query P_link

1.ACR_P_link := ACR-predicate index set
2.Query_P_link := Qeury-predicate index set

3. find (PRE, POST) of parent-node by (Pr,, Po,)

4. for each predicate-data in ACR-predicate index set
5. { get predicate-data from PREDICATES database

6. if(PRE'Pal'em =Pr, pmdk:ate-data)

7. if(type of predicate-data is simplepredicate)

8. ACR_simple_predicate = predicate-data; // array

9. else if{type of predicate data is pathpredicate)

10. ACR_path_predicate = pathpredicate; // array

1.}

12. for each predicate-data in query-predicate index set

13.{ get predicate~-data from PREDICATES database

14. if(PRE-parent = P, epicose.duta)

15. if(type of predicate data is simplepredicate)

16. query_simple_predicate = predicate-data; . // array

17. else if{type of predicate data is pathpredicate)

18. query_path_predicate = pathpredicate; // array

19.}

20. if(query_path_predicate = null && ACR_path_predicate != null)

21. Refinedpredicates := concatenate path_predicate by merge function;
22. else if{(query_path_predicate !=null)

23. Refinedpredicates := concatenate query_path predicate;

24, else iff ACR_path_predicate = null)

25. Refinedpredicates := concatenate ACR_path_predicate;

26. if(query_ simple _predicate != null && ACR_ simple_predicate != null)
27. Refinedpredicates := concatenate s1mple _predicate by merge function;
28. else if(query_ simple _predicate != null)

29. Refinedpredicates := concatenate query_ simple _predicate;

30. else i ACR_simple _predicate != nuil)

31 Refinedpredicates := concatenate ACR_ simple _predicate;
END

7138 9 PREDICATE %4 ¢ugs

A98 ZHYYFE | BFH F2AY ZddsIE | FHY FSAl9 ZHdrE Rk
[@id =“1"] [@id = “17] [@id = “1"]
[@id = “1"] [@id = “3"] reject
[@id > “17] [@id > “3"] [@id > “3"]

[@id > “1” and
[@id > “1”] [@id < “3"] @id < "3]
[@id = “17] [@id =“1"] [@id = “17]
[@id = “1"] [@id = “3"] [@id = “3"]
[@id > “17) [@id > “3"] [@id > “3"]
[@id > “1”] [@id € “3"] [@id < “3"]

29 10 9498 ZHUSE HH3 44

ZAse A4 ARHE nEE Yoo B8, 23
A Hade) #49 zeusiEst Y FaAdl 7
Ho) 2Yti7lES HaA Aol sod 2We T
2

Qost 2AF HaAe 7 zausEs A=
st 24 1089 An7h BoA stw, Aels 23

4 gadel FHe 48 AoAd FHve 1=
FASA 3 ok T ol $RF A FAe
3% Ao T3 99 Wl EAsta, aRe
= dels 38 A2Aols) zAUAE AZs %
F5o] 9] Weel 23 gaAel FHel B g
¢ "o} gt
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44.2 Query Executor 3 33

QE9) AL I}t RAHE AYE Ak
AFAFIE Wo] AXALR WE A5 W7 uE
o B =&dAe e BHF HIAE A A
Lla=g
@A 1. (334 AZA AH)
* 739 1.1 (SELF Ao} w4). SELF 139 9
nle Ao 23 = (PRE, POST) &3 HZAl
THel 23 k=9 (PRE, POST) #o] 22 790
o} whef AR Zolo] s BAE AZA ] 3]
SELF 7 elehd, QES] ZAAE Ao AHoth &
£}, Q29 (PRE, POST) & (28, 25)0]a 33
HEASl 713 R6 9A] (28, 25022 F9 Q2&
Réel oj3] Addnh 2d, geF R34 HoA
T ZHYETE/ EAATE, 2 FEE F =
HE7)1E =l A2 HE FR 0|7 Wi
Aol Adoe]l §A ¥ REFINE F+5 5&3tq
A9E ATFAY
7% 1.2 (ANCESTOR 3%). ANCESTOR 3
9] oJv)i= AME-A} A9 preorder (postorder) ko)
AZAY FH9 aARG Fe (&) B$E LI
TheF AMERE Aelo] didt RAAH FIA TE o]
ANCESTOR T1¥oleld, QEY Zdde A9 Ado)
ok st 2H FoA ] W AR A9
o HerF ¥ WEo|d 23, A 1IN
BAH HaA o] ) ZHU7|ES SA3HE
E AAo] HX ¥31 REFINE 348 5&8t9 A
e ATk
7% 1.3 (DESCENDANT 73). DESCENDANT
THY gule AMER A9 preorder (postorder)
ol HZA ol 79 2ARY 2 (L) BFE T
ek gk ALgRE Ao gk 2AA HITA ] 73
o] DESCENDANT & ¢|g}¥, QEE REFINE &
FE 3E3 AdE AUk oF £, 29
Q3 (30, 339l ©ig R7 (33, 31)= DESCENDANT
TFRo|B2 QEE REFINE 3¥4E 3239 tgd
Zo] WAz
Q3" Q3 EXCEPT (/site/open_auactions/open_auction
[@id>50)/seller{ @person="chang”]).
a¥ 3 3R FHTA o 73 R4E 1] A9
@A 22 7t
A% 14 (Null). 229 288 233 JZAA
o] glod QEx @A 22 7t
@A 2. (334 HA2A H=)
+ 4% 21 (SELF #9¥). wek Ao g 334

AZAe] 7He] SELF #3olgld, QE= REFINE

g 3F%
« 7% 22 (ANCESTOR T3). whek Ao gt
334 HaAoe 7ol ANCESTOR ez,
QET REFINE ¥5% &%)

79 2.3 (DESCENDANT 3). web Aejo] o
g FARF HEZA o] ¥l DESCEDANT 3oz}
W, Abgat doje Aae] FEHA g HAE
37 9k wekx, REFINE 355 328l oA
3 Aoz WAHH

A= S0, A9 Q3 (30, 33)91 Wigk R4 (33, 3=
DESCENDANT #ZAe ftElel7le] REFINE &
45 32319 /site/open_auctions/open_auction[quan-
tity[@id<100)/seller?] Z#AE derh 4, QEE
A2 1394 Q0] AFRE EXCEPT d4tAg ol
sl Bdes 22 AAZNTY wEs, HFHOE
WAE A Aoe iy gk
(/site/open_auctions/open_auction[quantity ][ @id<10
0)/seller)
EXCEPT

(/site/open_auactions/open_auction[ @id>50]/seller[

@person=“chang”])

4.5 QFilter2}Q| H|m

ol oM A9 A THA 4429 Q3 2
9 A ZI B =F9 v R3A QFilter(M et
olel7t 9l NFA-7Iwke] whi)e] ARd A9 R4
o} BAHL AFF. DTDY vievolelrl fE 4%
A AgAe] Felel “/child” BAE7 EAST FF
H A4 f% SEveldl “/-child” & “//-child” 3
7} EAEA g, 36 ¥EE 73 LEpeked] o
g Pl AFAHoZ HAFTAH (final state)o] =3
A =i, “== Az} (answer-as-nodes)” ZHA B¢
S AdsA = “sF-Ef AR (answer-as-
subtrees)” F9Q A%, QFiltere  #HF A
“//-child” F7Vste] ARARE A= Ang WA "ok
g2 Q39 Aotk

((/site/regions/* item| @location="LA”)//open_auction

[@id<100]) UNION

(/site/people/person[name="chang”]//open_auction[

@id<100]) UNION

(/site/open_auctions/ open_auction[@id<100]) UNION

(//open_auction[quantity] [@id<100]/seller))

EXCEPT

((/site/regions/*/item/payment//open_auction[ @id<

100] ) UNION

(/site/people/person/creditcard//open_auction[@id<1

00]) UNION
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(/site/*/open_auction[ @id<100 and @id>50]))

olRL 4439 HF ARAE A9} EL ¢ F
%3, 2 2(a)9] DTD} HImAE v FEE 29 A
AHAE & 5 Aok

4.6 BN

45800 A A3 Y= QEE AR R ALE
o] Heol AL F4dte AdE W= Aot u
A Ao AR FnEY FBA(correctness)E A
e deeo EFH x=x=o PRE(order) g3 POST
(order)gte] HAF FIAo] 3o == gor
A9e g FAFA FIA wHAL BF EEa 3l
+& Hole oz FHE & ok oy £4L-34
oA AAF S o)

Q' = Q INTERSECT (ACR+ EXCEPT ACR-)

= (Q INTERSECT ACR+) EXCEPT
(Q INTERSECT ACR-) (1n

(Q INTERSECT ACR"9 ¢lul& XPath <)o
TR HIZA HRe] ofd REE AASE Holxm,
(Q INTERSECT ACR)9] vl XPath Ae]olA
A HA2A T3 FHe FEE 2= Aot
FHoE, FAH FIZA ML = wEd
ool RAA HZAo] #AL AAT Hih
A= Aol

(Q INTERSECT ACR") @44 (Q INTERSECT
ACR)Y 9mie da2Ag, A fFHANE 593
Aejo A F2Ao] F HFHE RS IFe R0

o my B Az

o} wElA, B =FoAe BHoz WY Arl A
24 0] FHo) sF3e G9of i FPe HAh
9Jele) ¥ 7§9) XPath EH4 pot pol oisl 2AY
‘N'e g3 o] g
A9 11 ;i N pl o N D2 pi S} p BFO) FF
L2 FFSE =E2E& dehls XPath Ed40Hh
waly, 22 A2 A pio B x2rtp o] 24 =
=Rt 499 EoE tg £4& gEark
Pryinpi = Pry, Poping = Poy; (12)
39, e A2 A9 pd Y x==9 p o E3F
=x7t 2ol oy $4g vEk
Priinp = Prog= Pry, Poping = Poy= Popi  (13)
Ae 2. TAUTEY} gl= AR Feojst IR
ZA|o] o] &A= 3-$ Query Executor ¥X
£ R Hg doE AAYE F,
Prg' = Pronacr, Poy = Pognacr (14)
9. Qt A9 XPath E¥2)o]n, ACRE HIAo
XPath E£&4o]g} 31W, QNACRE A9 114 93] Q
¢} ACR E5d 3502 RHE =558 Uehlle
XPath ERA4ojt}. wals, A HAd FoAE 4
Agtte duje WEgd A9 XPath ¥d4e &4 =
=7 QNACRY) 23] AP XPath B849 B4 =
=9 2= AS Hold "ok 1 ol{fE XML 277
(DTD =& XML Schema)ol Wig PPS & AR(Z
g 2Nl FEANREH 53 ==/Re) B2 72
FARE F493) dEoch

¥ 1 QFiltero]A Q39 A& #4

QFilter

« Constructs four NFA for each positive ACR
* Combines all the NFAs in the way that identical states are merged.

Construction

« Constructs three NFA for each negative ACR
¢ Combines all the NFAs in the way that identical states are merged.

* Rewrites the given query against the positive shared NFA
/site/regions/*/item{ @location="LA")//open_auction{ @id<100}

* /site/people/person[name="chang”1//open_auction[ @id<100]

« /site/open_auctions/ open_auction]@id<100]

* //open_auction[quantity] {@id<100]/seller

QFilter

* Rewrites the given query against the negative shared NFA
» /site/regions/*/item/payment//open_auction] @id<100]

« /site/people/person/creditcard//open_auction @id <1001

* /site/*/open_auction[ @id<100 and @id>50]

Execution e Outputs a rewritten query, finally.

EXCEPT

((/site/regions/* /item[@Ilocation="LA"]//open_auction[@id<100]) UNION
(/site/people/person{name="chang”)// open_auction[@id<100]) UNION
(/site/open_auctions/ open_auction[@id<100}) UNION
(//open_auctionlquantity] [@id<100)/seller))

((/site/regions/*/item/payment//open_auction{ @id<100]) UNION
(/site/people/person/creditcard//open_auction[ @id<100]) UNION
(/site/*/open_auction[@id<100 and @id>50}))
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PI‘Q' = PI‘Q, POQ' = POQ (15)

3, A9l 119 93] Pracg < Prq, Poacr > Poq ©]

7] Q7o g FAE wEdTk

Pronacr = Prg, Poonace = Pog (16)
w2k, A (159 2 (16)L 4 (145 vEsh
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Pro = Pro(=Pracr), Poq = Poq(=Poacr)  (19)

3, 49 119 4 (12)9 93 T F2o] wEHETk

Pronacr = Prolor Pracr), Poanacr = Pog  (20)
oA, A (199 4 (2002 4 (145 TE53;

g 3. THYINES TIH AR A FAA
HaAe] FEute] EA3te B¢ Query Executor &
Tz FFsIA A AE WAFT)

9. 2L A2 T2 FRE 1 YE ZHIE
£ I3 XPath T EH(pp)d EZHUIIES Qe
XPath ®84(p)e] #AE v Erh

Pryp = Prp , Pog, = Pop
ppp = pp (20)

b, ZIYFNES TFT AHEA FJQY
Aol ZEU7EDS AAT H(Qx), ZHTIE
2 X33 FA FAACRIY 1 ATA S w3

A ZHONES AAT HAZA HHACRY) Aleld
© e 2 WAV AT
PrQ = PI'Q* , POQ = POQ*
QNQ* = Q (2D

, Poacr = Poacr«
ACRNACR=# = ACR (22)

Pracr = Pracr«
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Q'(= (QNACR)S ZHUNES TS AHSA A

2] Q) HFEA o ?H ACRY o8 Hgd A 3t
I, Q¥ (= (Q*NACR+)S ZHUNEE AATL A
A Ao Q9 FTA o] A ACRxo] ) wHd 2
o} A}

21 20l g3 Q=Q'NQ¥oln FojX 2W Q=Q
NACRNQ*NACR#o}th

2 2D 4 (22)9 28 Q=QINACR °] "tk

5 4 #

SQ-Filter, Q-Filter[13], 283 SQ-Filter NFA(H
eleo]elE o] &3 NFA el SQ-Filter)& At £
233 AolE olgdled FABAUTE XMark[15]9] i3l

A8 484 dojg APS olgstd F sHA #AA
AN Qe HIE?SH Rl e=

5.1 A8 |1 AE ool st H&st BX
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S SQ_NFA|
mSQ_filter |
D Q fiter |

Number of Quries

Rejection Query Rejection Query Rejection Query
with "/* axis with "//" axis  starting with "//"
axis

Kinds of Queries J

g 11 AR A9 gXd q@ 2%

5.2 AE |I: A7t
mare g 323 Al 7l4(30, 50, 100, 200, 300, L
a1 50000 wE HE SIS 2 A W

3) - 25 Ahel AzAel 78 (7 M FAA AIA A 18708 F3
A R F3)
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