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ABSTRACT

This paper proposed recoding methods for a radix- y representation of the secret scalar which are resistant to SPA.
Unlike existing recoding method, these recoding methods are left-to-right so they can be interleaved with a left-to-right

scalar multiplication, removing the need to store both the scalar and its recoding. Hence, these left-to-right methods

are suitable for implementing on memory limited devices such as smart cards and sensor nodes
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Q+A % Signed Left-to-Right 2123 %8

£ Left-to-Right B 2.2 33}3 2] 25 Right-to-
Left Wi o2 agichd vlze] 3o] B Fo] &
Ze}l FAE FPsfof s )3y © & AR
A% F71A 4l vime] Fore] st 12| B Left-
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II. Radix-r Left-to-Right Recoding with Fixed
Pattern
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Left-to-Right Recoding from 4, to D,
YA Al A2 TEE AS kS 5353 388 o438
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o £8, 224 shs WS A9 Al Al
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Conversionl :

01),e1,r-1), 01,
(0,2),0,7r—2),

2eka Frlsta d= [ﬁ}

w

(1,r— 1),
0,2),2(1,r—2),

Or-1)o0]), ©r-1.od1),

) Wk AlS- (Conversion I) ©) 4314, D2 F3
=+ Right-to-Left 2]2% WS 44 fege o 5
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9] fxeolrh B =FolA Aekst= Left-to-Right =12
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A 24E S 9ok

ko ifk, -k 20
. N ifk,, , #0andk, =0
Recoding 11K =1p _ 0 ifk | = 0andk, =0
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n—1
E=Y kst =A™ A4 A,

i=0
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A% Signed Left-to-Right 8129 ¥

st WS Recoding 1€ 7 ‘% B A4
"ok k=FUIE*E D, .9 9452 ¥ kY
A2 mdgo lah_ sl &, B HE Zoll 4
IR, A+ B D, %iolc} =102 F2}.

EE BHIBY Recodmg 1 -]§l— W Ax gk
olekw Aejuichd, £ 44 g b, o] Uk ol
37t DS AA & 5 sick HFsld, Recoding 191
8 728 5 e 7 T3 o)) ",
B8 A% e p,, 9 Aol FE g} o] A
9] ¥}

E = Recoding1(B: Y| BY).

Z o] AABHA Zleshd, o<j<w—19] A,
(Bt B i vE ghez Ao

| Recoding1 (BB _,)
7 | Recoding1 (B} IB))

ifj=w—1

otherwise

IV. Special Case : Radix-2

B AolAz WA Akt 71571 Q) 7299
Left-to-Right 2|39 ¥He] 7|57} 241 Agdle &
o ZdsA gde] P& melrh a1 95w
Wt 314 7] comb Wl 443 349 JuL
7V Lefi-to-Right 2179 w5L- Aekgict

M7 el 2] A& wie} 2Fo), 7157} A9 ral 7%
e - dA e AAR] A G+)-dAs il
AL FE gAsopt PYA T, 7157} r=29 A$olA
€ (+1)-4A v =9 Asjelgt oEsle] A v E
7b vk 2 AL E Recoding 12 #E & 4 glch. £ o
ALABHA] A= E, Recoding 1914 R A2} F W)

= 34 22d © A3t 10]3, veR] 2709 A
F -10]c}. ofdl, AL F AN (i+1)-A L 10]
3, WA F A9 G+1)-9A g 09e ¢ S Ytk
%, 714 291419] Left-to-Right 22 th&3} 2ol
o] Foixlc}.

Recoding2: k', = {1_1

itk =
itk =

B3] Recoding 22] =4 A& selsbd ok}
2t 9714, 0<j<w-19 dA,
Recoding2(Bi ™)
1%wding2(B;.i+l)
£ IE 3

) ifj=w—1
P if j w.
’ other wise

Algorithm]l. SPA-resistant Comb algorithm based on
Recoding 2

INPUT A point P, an integer k=(k,_, -~ k)),, and a
window width w > 2;

OUTPUT Q=kP,

1. Pre-computation Stage
Compute (b, _,,--, b P for all (b, _y,--r0,),
where b={1,—1};
2. Recoding+Evaluation Stage
2.1. @=0;
2.2. if kmod2=0 then k<%+1
else ke—k+2
2.3. let k,;,=1 and {kwd_l,...,kn}be all 0
24, for i=d—1 to 0 do:
24.1. for j=w—1 to 0 do:
24.1.1. ¥ ~Recoding 2(k;y, ;1%
242 set I =[K*" -, K K7,
243. Q=2@,;
244. Q=Q+I.P,
2.4.5. if k is even return Q— P
else return Q—2P

4.1 Extension to Comb Method

¥ 2o)4E Lim-Lee" 7} A1k 34 714 comb
ol dalA 7l&stn, #Ad B4l gk A
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- A 7t wd—1°] HA 0& AL k=K1
~ IR I KR 3}, o] o), K79 HolE 4o)aL
K9 A v EE gty 33t

L=[K""'K,K.

- (K oK, K K)EZY A |,
(K, K,y Byl =K, 20 Vit K2+ K
ot}

2) 23 715 comb BEL 2R DA 272 FALE 2o
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comb YXBEZNNE [ =[k" "' KL K] 0Y
7ot 2¥A] 4L A4S HAFA ““c]*} ool At
o] th2Al 47| w¥ol SPA FH el HdFS &
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skivh HPB7F Al W E o]l ® 28H v
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A& vhEo] e whelvh HPB7} Abshe vt
A 232 FAL v B H39) v EXE 23 ¥
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AR g3 27} FA 8h Wwt
o= it

B =odlA Ak Recoding 25 E43hd, A
Left-to-Right 2lF™o] 7}538lct Recoding @A}
Evaluation ¥4 & sht2 B39 whyo s A% ¢
AUrh= Aelch

obel & 71€¢] 34 719 comb WY A2t ]
29E& A48 comb WHE A4k #E gt Aok
g A QA dARE A, F b A4S DE 93
FolM & 4 gl%o) 7129 1A 714 radix-2 comb
Wi ol = ARA AlAreke] v — 1999 Al 73
G2 FE AL0E A 2o T Altebd € ot
24 Pre-computation Staged] ®|Ze] Tt 7]E9
34 714 comb v o] Auket F 25HA = & 4t
TS Q=S 2717} 49 A5 0.6% el A RErh
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w el B2y datat 7wt FA Ak & FAle ¢
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Method Step Memory |Computational Cost
Pre-computat| 9 —1 (w=1)dD
ion Stage points +(2* —w)4
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Recoding d—1)D
Combli4] +Evaluation | ¥ bits for ( 2w )1
each [} (d-14
Stage
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