The Implementation of Kernel Hardening Function by Recovering
the Stack Frame of Malfunction Address on the Linux Operating System

Seung-Ju Jang*

2 o

B gL ase AY SAAANA AL ALAL A5 dEekA g2 0 F D A2 072 Aste) 24
g Aot 3A) A4 Fol7] Fel4 A 2de] 278 B¢ A9 H= /)52 AV B =4 Al
shE 79 24 7% panic of WA AW F2ol thad AW 29 o] 5L AHHA oz BIgos
A ARA A2d B4 LART B =R ALS A =Y 715S 55 AL FAA Bo| AgdtE
JENZ REo] 445G Y 28 B7E 58 A 32y 7159 AP L Ase] EYT BEA A
panic HAHS U715, BT A 28 kol BTE FAA A4 T4 Ag4d |

ABSTRACT

This paper designs the kernel hardening function by recovering the kernel stack frame to reduce the system error or panic due to the kerel
code error. The suggested kernel hardening function guarantees normal system operation by recovering the incorrect address of the kernel
stack frame. The suggesting kernel hardening mechanism is applied to the network module of Linux which is much using part. I experimented
the kernel hardening function at the network module of the Linux by forcing panic code.
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static int harden_count:

harden_count++;

printk("ip_rcv() > %dwn", harden_count);

if(harden_count > 150) {

aa=10+10;

printk(*aa=%d", *aa); // ZRE HOIX JAW g &#x2
page faultdt ZHEQ
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Yelse {

printk("harden_count=%dWn", harden_count);
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Fig. 1 Implemented Code for Panic Event in ip_rcv()
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if {address < PAGE_SIZE)
printk(KERN_ALERT "Unable to handle kernel NULL
pointer dereference”):
else
printk(KERN_ALERT "Unable to handle kemel
paging request’);
printk(* at virtual address %08lxn",address):
__asm_{'mov! %%cr3,%0" : *=r" (page));
printk(KERN_ALERT *current->tss.crd = %08lx, %%cr3
= %08xWn",
tsk->tss.¢r3, page):
page = ({unsigned long *) _valpage)) [address >> 22];
printk(KERN_ALERT “«pde = %08lxWn", page):
if (page & 1) {
page 8= PAGE_MASK;
address &= 0x003f000:
page = ((unsigned fong +) _valpage)) {address
>> PAGE_SHIFT]:
printk(KERN_ALERT “*pte = %08Ix¥n', page):

die{"Oops", regs, error_code);
do_exit(SIGKILL):
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Fig. 2 Final System Procedure in panic()
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int show_stack(unsigned long * esp)
unsigned long *stack;
int i;
unsigned long address;

SSt: if(esp==NULL}
§52: esp=(unsigned long*)&esp:
583 stack = esp:

SS4: _asm_("mov] %%cr2,%0""=r" (address):

$S5: for(i=0; i < kstack_depth_to_print; i+ +) {

5S6: if (({long) stack & (THREAD_SIZE-1)) == 0)
SSt: break;

558: if (i && (i % 8)==0))

$59: printk('Wn ")
$S10: if(+stack == address) {

SS1L: sstack = kmalloc(8, GFP_KERNEL);
SS12: printk{"Change Value of Stack addr =
SS13: Oxx MUY, *stack);
SS14: return 1;

SS15: }

SS16: printk("addr %081x : *, stack);
SS17: printk("%081x *, *stack++);

SS18: }

SS19: printk("Wn");

5520 return O

}
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Fig. 4 Source Code of show_stack() Function for
Wrong Register Value

a7 4 Ew2 A Qe A 299 27E B
= 75 g PAM) A% HPL BelETh 194
oA 2 e 7| el Boj7k g Fa AN E
Froll A143TH(SS4 F). address W& HH o} 2R
22 23 gl Motk 29 el Folgl g ol A
address W47 243 QA3 gro] 912 A ol o] ke A
He oz WAL HFE 52 AdY Fao] 4
35 07 o) o)k of %3 o] 1Y 49) $510 F7of
A $S15 #3744 8] ol oy,

33.39 84
252 EGAA A A =Y 715E FEEH7] 9
A% 3732 Intel CPU 450MHz Z 2 4| 4 ¢} RAM
& 128Mbyted AMgstglen, wdRE AN E
256KByteo] i 2] % 2 RedHat 9.0 7] i) £ A A & A}
a3t B 52 Ad WAL 24208 AT
g 223 RS 934 GNU &£ A8y th

fo rot

34 EQA mEAA A1 B

252 Ade MEADL 2RI 7Y AU Yo
IlE 782 AH R} o] & 53-8 kmem_cache_create(),
__get_free_pages(), netlink_kernel_create(), create() 34~
B0l 3t Z2A At o] 5o AAHAAE F4&
ER EREES R CER L EERE L
EEEECER EE PRt e S !
& 1959 2t}

route,c

ip_rt_ncct = (atruc ip_ri_acel *)
et_free_pages(GFP_KERNEL, order)

ipY4_dst_ops kmem_sechep =
“ip_dnt_cache", sizeofistruct rrable), 0,
“SLAB_HWCACHE_ALIGN,NULL,NULL)

F_Basb_table = airect 1i_hash_bucke: *)
—-Ee1_fres_puges(GFP_ATOMIC, order)

op ipva e
1= opa-> create(top_socket, [FPROTO_TCP)

sop ¢
lcp_openiea_cachep = kmem _cache_create(*tcp_open_request’,

equest, 0,
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sizeoflsiruct 1op_bind_bucket),
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tcp_timewall_cachep = kmem _cache_create(*icp_tw_bucket’,

sizeot{stiuct top_tw_buckel},
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16p_shash = (struclicp_ehash bucket +)._gel free_pages(GFP_ATOMIC, order):
tcp_bhash = (struct fcp_bind_hashbucket «)

.96t free_pages{GFP_ATOMIC, order):
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_asm__("movl %%esp,%0":"=r" (sp));

printk("--------—- iph=0x%x, &bb=0x%x, aa=0x%x,
sp=0x%xWn", iph, &bb, aa, sp);

show_stack(sp);

__asm__("popl %%eaxWnWt": : );

_asm__("movl %%eax,%0""=r" (check));

__asm__("movl %%esp,%0":"=r" (sp));

printk("-~-~---——~ check=0x%x, sp=0x%xWn", check, sp)

__asm_("pushl %%eaxWnWt" : );

% 8 u|HAE FA ¢S HMEoR &7
Fig. 8 Normal Recovery for Abnormal Address Value
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