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i Abstract

The vulnerability issue on IEEE 802.1x wireless LAN has been permits the malicious attack
such as Auth/Deauth flooding more serious rather than we expected. Attacker can generate
huge volume of malicious traffic as the same methods on existing wired network. The objective
of wireless IP Traceback is to determine the real attack sources, as well as the full path taken
by the wireless attack packets. Existing IP Traceback methods can be categorized as proactive
or reactive tracing. But, these existing schemes did not provide enhanced performance against
DoS attack on wireless traffic. In this paper, we propose a "TTL based advanced Packet
Marking” mechanism for wireless IP Packet Traceback with wireless Classification function.
Proposed mechanism can detect and control DoS traffic on AP and can generate marked packet
for reconstructing on the real path from the non-spoofed wireless attack source, by which we
can construct secure wireless network based on AP with enhance traceback performance.
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