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Improvement of Image Scrambling Scheme Using DPSS(Discrete Prolate
Spheroidal Sequence) and Digital Watermarking Application

Hyejoo Lee*, Jeho Nam'"

ABSTRACT

As one of schemes to protect multimedia content, it is the selective encryption scheme to encrypt partially
multimedia content. Compared AES(advanced encryption standard) of traditional encryption, the selective
encryption scheme provides low security but is applicable to applications of multimedia content not to
require high secrecy. In this paper, we improve the image scrambling scheme proposed by Van De Ville
which scrambles an image without bandwidth expansion using DPSS(discrete prolate spheroidal sequence)
to make it more secure based on Shujun’s research which verifies the secrecy of Van De Ville's scheme.
The proposed method utilizes an orthonormalized random matrix instead of Hadamard matrix for secret
matrix and to add it for providing high secrecy against statistical attack or known-plaintext attack using
some statistical property or estimate of secret matrix from a scrambled image. The experimental results
show that the proposed method is more secure than the existing scheme. In addition, we show that the
proposed method can be applied to access control or copy control of watermarking application.
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