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String analysis for detection of injection flaw in Web applications
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ABSTRACT

One common type of web-application vulnerabilities is injection flaw, where an attacker exploits faulty application
code instead of normal input. In order to be free from injection flaw, an application program should be written in
such a way that every potentially bad input character is filtered out. This paper proposes a precise analysis that statically
checks whether or not an input string variable may have the given set of characters at hotspot. The precision is
accomplished by taking the semantics of condition into account in the analysis.
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