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ABSTRACT

In the context of mass traffic, firewall system cannot record normal log files against DDoS attack. The loss of log
record causes that a firewall system does not know whether a packet is normally filtered or not, and firewall log,
which is an essential data for the counter measure of violation accident, cannot be verified as trusted. As a network
speed increases, these problems happen more frequently and largely. Accordingly, the method to use simply additional
hardware devices is not recommended for the popularization of firewall.

This paper is devoted to verify the loss of iptable log that is the mother’s womb of most domestic firewall systems

and show that the log handling methods for conventional firewall systems are needed to improve.
Keywords : DDoS, Firewall, Network Security
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time="2006-11-10 03:00:02" src=172.16.24.4 dst= 224 0.0.10

{me="2005-11-10 0300.02" src=172,16.24,6 d5=224,0,0,18 | _
i time="1970-01-01 00:00:00" src=172.16.24.2 dst=224.0.0.10 t
; time="1970-01-01 00:00:00" src=172.16.24,2 dst=224.0.0.10 :
,  tme="1970-01-01 00:00:00" src=172.16.24.6 dst=224.0.0.18 i
¢ | time="1970-01-01 00:00:00" src=172.16.24,252 dst=224,0.0.1 |
t 1ime="1970-01-01 00:00:00" src=172.16.24.5 dst=224.0.0.10 3
Y time="1970-01-01 00:00:00" src=172.16.24.6 dst=224.0.0.18 ¢
E time="1970-01-01 00:00:00" src=172.16.24.252 dst=224.0.0.1 i
¢ | time="1970-01-01 00:00:00" src=172.16.24.5 dst=224.0.0. 10 |
¢ time="1970-01-01 00:00:00" src=172.16.24.3 dst=224,0.0.1 1
b time="1970-01-01 00:00:00" src=172.16.24,253 dst=224.0. U T
: time="1970-01-01 00:00:00" src=172.16.24.1 dst=224.0.0.10 !
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time="2006-11-11 12:00:02" src=192.168.0.2 dst=192.168.0.11
ime="2008-11=11 12:00:02" src=192.168.0.2 dst=192.168.0.11
% time="1970-01-01 00:00:00":src=192.168.0.2 dst=192.168.0.11
time="1970-01-01 00:00:00":sr¢=192.168.0.2 dst=192.168.0.11
time="1970-01-01 00:00:00":src=192.168.0.2 dst=192.168.0.12
: time="1970-01-01 00300100”25(0:1 92.168.0.4 dst=192.168.0.11
time="1970-01-01 00:00:00"src=192.168.0.5 dst=192.168.0.13
< time="1970-01-01 00200100“§Src=192.188.0.2 dst=192.168.0.13
time="1970-01-01 00:00100"fsrc=192.1 68.0.4 dst=192.168.0.11
time="1970~01-01 00:00:00"'src=192.168.0.5 dst=192.168.0.11
time="1970-01-01 00100100“§Src=1 92.168.0.3 dst=192.168.0.12
time="1870~01-01 OOZOOIOO"isrc=1 92.168.0.2 dst=192.168.0.13
time="1970-01-01 00:00200"%src=1 92.168.0.2 dst=192.168.0.11

@

time="2006-11~11 12:00:02" src=192.168.0.2 dst=192.168.0.11
time="2006-11-11 12:00:02" src=192.168.0.2 dst=192,168.0,1
time="1970-01-01 00:00:00" src=192.168.0.2{dst=192.168.0 1
time="1870-01-01 00:00:00" src=132.168.0.2idst=112.168.0.1
time="1970-01-01 00:00:00" src=192.168.0.2idst=112.168.0.1
time="1970-01-01 00:00:00" src=192.168.0.43dst=112.168.0.1
time="1970-01-01 00:00:00" src=192.168.0.5!dst=112.168.0.13 |
time="1970-01-01 00:00:00" src=192.168.0.2idst=112.168.0.1
time="1970-01-01 00:00:00" src=192.168.0.4idst=112.168.0.1
time="1970-01-01 00:00:00" src=192.168.0.5/dst=112.168.0.1
time="1970-01-01 00:00:00" src=192.168.0.3idst=0.168.0.12
time="1970-01-01 00:00:00" src=192.168.0.21dst=0.168.0.13
time="1970-01-01 00:00:00" src=192.168.0.2}dst=0.168.0.11
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