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ABSTRACT

It will need a quite long time to replace IPv4 protocol, which currently used, with IPv6 protocol completely, thus
we will use both IPv4 and IPv6 together in the Internet during the period. For coexisting protocols, IETF standardized
various IPv4/IPv6 transition mechanisms. However, new security problems of IPsec adaptation and IPv6 packet filtering
can be raised by tunneling mechanism which mainly used in transition mechanisms. To resolve these problems, we
suggested two improved schemes for packet filtering functions, which consists of an inner header filtering scheme and
a dedicated filtering scheme for IPv4/IPv6 transition mechanisms. Also we implemented our proposed schemes based
on Linux Netfilter framework, and we tested their filtering functions and evaluated experimental performance of our
implementation on IPv4/IPv6 transition testbed. These evaluation tests indicated that our improved packet filtering
functions can solve packet filtering problems of IPv4/IPv6 transition mechanisms without severely affecting system
performance.
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[root@out-host test_tnl]# pingé -c 3 3Ffe:190::2

PING 3ffe:180::2(3¢Fe:180::2) 56 data bytes

64 bytes From 3Ffe:108::2: icmp_seq=1 ttl=64 tine=8.217 ms
64 bytes From 3Ffe:106: mp_seq=2 ttl=64 time=8.214 ms
64 bytes from 3ffe:106::2: icmp_seq=3 ttl=64 time=8.207 ms

--- 3ffe:109::2 ping statistics -—
J3 packets transmitted, 3 received, % packet loss, time 1998ms
tt min/avg/max/mdev = 9.207/0.212/8.217/0.0817 ns
[root@out-host test tnl]s §

B root@net-fwi/lestbed _.”{tf[m
[root@net-fu testhed]#
[root@net-fy testbed]H# ipétables -A FORWARD -5 3ffe:1008::1 -j DROP
[root@net-fw testbed]#

3ffe:100::2/64
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TUNNEL_FILTERING®] A4A¥ 7%, 1Pv4
elg dolE 4 RS B =EAAM F7t

IPva i3 Hel 28
static ip_forward(skb)
{

return NF_HOOK(PF_INET, ...
ip_forward_fininsh(});

}

IPv4 Packet
Handling routine,

ip_tables

(o= 4)

A ———

1Pv4 Packet
Handling routine

=

ip_tables

2
ip_forward(}

el TUNNEL

retum NF_HOOK{PF _INET,... ip_ini();

lse

relum NF_HOOK(PF_INET,, ip_forward_fninsh{);
#endit

i

_FILTERING

ip_tni(}

{
1 (1Pv6-over-1Pvd packet){
transform_to, vBpkl{skb): //
retum NF_HOOK(PF_INETS, ... ip_tol_finish(});
else
ip_forward_finish(skb);
}
ip_tnl_finish{) —
{
reétbre,to,ovgpkt(skb);

) ip_forward_finishiskb);
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o] AAAeA] ok WA IPv4 F2F Thal szl o
AL oA 7152 todell A AL J)Ee
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$ ipé6tables -m v6tnl --mode configured -j DROP

$ ip6tables -m v6tnl --mode isatap -j DROP

$ ip6tables -m v6tnl --mode 6tod --tep-src

1100.1.1.1 -j DROP
$ ip6tables -m vé6tnl --mode 6tod --malformed -j
DROP
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# rooi@ott=host:~/est:td

i yee
o4 nytes From 36Fei100::2: icap_Seq-1 ttl=6h tine=d
64 bytes from 3FFe:100::2: icap_seq=2 ttl=64 time=g

-— 3¢fe:100::2 ping statistics ——
2 packets transmitted, 2 received, 8% packet loss,

[rnntﬂnet Fu tlstned]l
root@net-fy testbedis i
[root@net-fy testbed]#

@ jrtt min/avg/max/mdev = 8.249/0.319/8.389/0.076 ns
= rootBout-host test tnli# ping6 -c 2 3ffe:108::2
PING 3ffei100::2(3FFe:100::2) 56 data bytes

- 3ffe:100::2 ping statistics —

[rootBout-host test_tnl}d §

2 packets transmitted, @ received, 180% packet loss, time 10t2ms

(J% 5) LT
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203,232.100.0

s ZefE 7isoll o8t 5l 3l Zej@ vl AE
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64 bytes from 3ffe:1
64 bytes from 3ffe:1
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cmp_seq=2 ttl=64 time:

--- 3ffe:108::2 ping statistics -—-

2 packets transmitted, 2 received, 6% packet loss
rtt min/avg/max/mdev = 0.249/8.319/0.389/0.670 ns
voot@out-host test tnl]# ping6 -c 2 3ffe:180::2
PING 3Ffe:188::2(3FFr:108::2) 56 data bytes

ethd
4l ,4°, 20323220025*fe 100::2

0 o h
Stfe 203 2321002 4

{root@net-fu testbed}d @
[rootGnet-fu testbes]n ipstables - FORMARD -m vétnl -~tep-src 203.232.100.2 -j DAOP
[root@net-fu testbed]

--- 3ffe:108::2 ping statistics -—-
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