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Abstract Personal mobile  devices equipped with
non-volatile storage such as MP3 player, PMP, cellular
phone, and USB memory require safety for the stored
data on the devices. One of the safety requirements is
secure deletion, which is removing stored data completely
so that the data can not be restored illegally. In this
paper, we study how to design the secure deletion on
Flash memory, commonly used as storage media for
mobile devices. We consider two possible secure deletion
policy, named zero-overwrite and garbage—collection
respectively, and analyze how each policy affects the
performance of Flash memory file systems. Then, we
propose an adaptive file deletion scheme that exploits the
merits of the two possible policies. Specifically, the
proposed scheme applies the zero-overwrite policy for
small files, whereas it employs the garbage-collection
policy for large files. Real implementation experiments
show that the scheme is not only secure but also efficient.
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[rootRez-x5 /root}$ insmod /mnt/nfs/yaffs.o

Using /mnt/nfs/yaffs.o

[rootlez-x5 /reot}$ mount -t yaffs /dev/mtdblock2 nand

lpaffs: dev is 7938 name is “1f:@82"

[root@ez-x5 /root]$ cd nand

[root@ez-x5 nand]$ 1s -al

dru-vu-ru- 1 root roet 512 Jan 1 00:86 .

dr wxy -x--— 3 roet root 1624 Jan 1 00:00 ..
drw-ru-ru- 1 root root 512 Jan 1 90:86 lost+found
{root@ez-x5 nand]$ cp /mnt/nfs/docs/* ./

[rootBez-x5 nand}$ 1s -al

drw-ru-ru- 1 root root 512 Jan 1 00:85 .

dr wxr —x--- 3 root root 1624 Jan 1 89:00 ..
oru-ru-ru- 1 roat root 512 Jan 1 B80:86 lost+found
-rw-r--r-- 1 root roat 250368 Jan 1 00:06 target.doc
-ru-r--r-—— 1 roat roet 1166357 Jan 1 00:86 target.pdf
[rootBez-x5 nand]$ rm target.doc target.pdf

[rootBez-x5 nand]$ 1s -al

dv - u-vu- 1 root root 512 Jan 1 00:86 .

e wxr-%--- 3 root root 1028 Jan 1 80:88 ..
drw-ro-ru- 1 root root 512 Jan 1 €0:06 last+found
[root@ez-x5 nand]$ /mnt/nfs/undelete/undelete /deu/mtd2 target.doc target.pdf
VAFFS File system undelete utility

total size : 54 mega bytes
erase size : 16 killo bytes, write size : 512 bytes, oob size : 16

target.paf(object 10 : 261, size : 1166357 bytes -> 1166357 bytes recovered )
target.doc(object id : 260, size : 250368 bytes -> 250368 bytes recevered )
[rootBez-x5 nand)$ 1s ~al

dru-ro-ru- 1 root root 512 Jan 1 80:86 .

druxr-x--— 3 root root 1824 Jan 1 00:00 ..

drw-rv-ru- 1 root roet 512 Jan 1 80:86 lost+found

LA — 1 roat roet 259368 Jan 1 00:07 target.doc

LA — 1 root root 1166357 Jan 1 00:86 target.pdf
[root@ez2-x5 nand]$
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