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Abstract In this paper, we propose an effective memory test environment, called a virtualized
kernel, for 64bit multi-core computing environments. The term of effectiveness means that we can test
all of the physical memory space, even the memory space occupied by the Kkernel itself, without
rebooting. To obtain this capability, our virtualized kernel provides four mechanisms. The first is direct
accessing to physical memory both in kernel and user mode, which allows applying various test
patterns to any place of physical memory. The second is making kernel virtualized so that we can run
two or more kernel image at the different location of physical memory. The third is isolating memory
space used by different instances of virtualized kernel. The final is kernel hibernation, which enables
the context switch between kernels. We have implemented the proposed virtualized kemel by
modifying the latest Linux kernel 2.6.18 running on Intel Xeon system that has two 64bit dual-core
CPUs with hyper—threading technology and 2GB main memory. Experimental results have shown that
the two instances of virtualized kernel run at the different location of physical memory and the kernel
hibernation works well as we have designed. As the results, the every place of physical memory can
be tested without rebooting.
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7] fsixE WEE gdeole] fXq 33 et Ad
o] Ags]ojo gt o]E s #YdE 40MBe AT
de] Wz 49900 M% 537 shesior gk Ad
£ WE2y 49 dGdA FFRAEE FH3]) YA
= FAA ANH 29 23YE, a3 2o F
942 BVshs Fid g iAol dastth FAH
2 W7ol Bag & 3 5L oS3 g
7P HERE 72 4% Ad d2E9 BE I
A
- include/asm-x86_64/page.h
+ include/asm—x86_64/pgtable.h
A A AR A VIE Ad AR FLE Y
e A9 Ry 92 4.
- include/linux/bootmem.h
+ A4S 9% page table +8: 71E Ad #HolR) H
o8& OMBHRE 40MBWAX T 7do] F2& &
ATE AAE AL ol 1536MB7IAZE 4.
- arch/x86_64/kernel/head.S
¥ A IR EUEe BE £ 71E Al

& RE 20 3 ¥ Ad 45 F= o] A
£ 2MB 94X E3 o] 92 BV EIse 9
AE 29 dRy JA2 53, I52 A9 2616
WA o]F mjazz YL

» arch/x86_64/boot/compressed/head.S

a¥ 102 7do] Ay deoje 9 T2 5
QEF AEAD FRE HAET FAFHoZ (MB~
40MBAtel o] ZRul =] Fzhol disy Holld Ade)
AAE OMB~1536MBAlole] 7Hdvl Rl Fto= F3g
i3 geozx &8 dRgdMT 0MB~1536MBA}e)
o= X gAY 3 7EHEE SHth )R 7%‘
HEe Fxe WA AdE A% »1]011] Ell E
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Virtual Memory Physical Memory|
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Virtualized Kernel

Paging

Virtual Memory

(a) Original kernel

(b) Virtualized kernel

a9 10 MR 99 NANA B4 FeF 2404 7R

74 gHez Ygste AR AXE A
1536MBUIS] oo} $fA|oA] F2tslA Hrh
4.3 HiZa2| Hajy Ty olnjx] ¥y 78
2 =RAAME g8olu SFAAI AHgshe T
Wxg HiE Fhe FEITL RISl $ste ¥
A&Elol #ejsie viRE AVIE AREA. °lE 4
) FRE Fde o gk
< 7HE Wz F3 AR R A WY Al2Rlg &
718+ o ZHev R F7he Al

- mm/bootmem.c

FL=2A

« 2718 A AREEE dzy T4 A ¥ Alag
2718 A Adel e8] AgHe A" gdo] A

(] A28 2718} o] AY 2€9L HUZRH
e
- include/linux/bootmem.h
<74 el ©E AG AX AR 2 ARSI A
A AAYA AR AFFHE AdY 9AE F
Z3le ALEE WEe 99 X3
- include/linux/bootmem.h
a3 1L 71E 529 /MAE Al Wwe ALg
Holl A o4& AWAF W(snapshot dump)E o]
Bty TAIEkAL ok ZOlA (a)e 7R HEaddA
2t ojgA ARHI YRS BAIF Aot}
H, (b)e ()9 24 By AlxEo] #gshe WEY
P 0~1GBE A} AL =AY Aol A7 &
golu Ao Nze vrg I 2% 0~1GBY
A o] FojFit) wEhA ol FPAAI AMSEE
gL 0~1GBZ AgHW, 1~26B W= FTL §
£E 7Msd Fzbo] Buh A, AYelA FAEe
upper kernel®] 7Z-¢ Wt] AlxdHo] #Heshe v
A71& 1~2GBZ A@sHA Bt A3 8o 84
A= 1~2GB FYGAAT F23A =Y 0~1GB 499
2 H2EE 9% 3o g9k
vz AFAELe /MEE Al vEE RIqAR

028000 0000;

T 0u8000 0000,

(a) Linux Kernel {b) Memory Isolation for (<) Memory Isolation for

Memory Test Virtualized kernel

I 11 diRy Ay

&3 9L AFEch 28 119 ©F 7ME Add
Ao ey A4S TAEA vk 4o e A
do Aavte] vig) A2dE o2 TR Al W
del 529 #HelAdMw F, #Ade] AT & Sle
7HE ARG d33 vhdg FPg

WY A)2EHe o83 viwa AgAde ¥ z7)d
HolA ZHYS AddFHoz wrld FEFLEA JtF
sk, FAZoR BYe A WA Holx ZdRH vl
At #o|x] ZH Y7 free_pages()UAEH o] AE o] &
3o By Alxgle] SE238MA Bk o] HAAeA B
N2Ho) 23817 A Adel AXNE Fgetn 21 9
Ao ugt T2 R AA FHolx = U vpA Ho
2 Y-S AASA vt A3 dAP HolA ZHY
Atolof] 9l HolAgt wit] AlxEd FFH A
HolNEL vrd HAEE 93 FUe= @A dth
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« kernel_suspend: A 43 QA ALY JHE A

Egis=g
+ kernel_resume: AFHO AW ALY FHE BT
st #3-g AR

a9 12% kernel_suspend®] ## WHE& oA} 7=
(psendo code)Z 71E% AHolth Z=F 743 AFR
W 3ge &y gt 4 EE CPUE kernel_sus-



626 ARIEGE=FA Al2® R o8 A U A A 12 320712

//Suspend Kernel
int is_suspend_req = 1;
gys_kernel_suspand({

//Suspend App.
maind{
lfor( ; cpu_id < max_epu 3 }{
7 pthread_create(suspend (), cpu_id)
H
}
p suspend(cpu_id){
/&N &
wllf(kemsl_susperﬁ()) -
if{cpu_id==BootCPUY{

= fis_suspand_req){
12k
HEAEOR BE CcPUY TUR HAE U RE
Jirip SI RO kemel_suspendQFIXl KT
FBOOtCPU){
is_suspend_req = 0;
pHi=el 8% Ny
}
/RECPUIt EIUE 2B £ 37

H/EUE QAL WENDE Sl N
lJelse (/B =
Yolse /Hresumedi] 21510 E21

=: ¥NN > E2WEE

retum 1;
Jelse{
/fresumalif 215101 &3
Jheturn 0;
}
}

2% 12 A FA YA ==

pend2b= A28 3&& B3 AdE AQ@k A
B% is_suspend_regdhs #FE shed o] e 1
2 2713} HYem® ifF W, & A4 A& 1Y
e =g BUIRch ®U18 F Zpzbe] CPUe A4l
o] FWe HAsh=d Boot CPUE A9 Zwx} &
A Mgy Eds A old) A FPFU Z=9
Wza XS MAst W% is_suspend_reg S 02
2 WAsty A%k o] 2% FAHJY °lRAZ A
A e fFdH F 238 NE3}A] Z3aL else §
ol #3574 "o} 9, dB8S BAsY] H5 =
€ CPUEL Ade A58 w7tx AdREddA o7
okttt Ad BroAe 2ol BT $E =Y ol
= B9 & /IR f A REE #E@sA "9k

ZA9 Ade AMse FFLS 27 139 7iEHd
Utk et 2ol £ FAEHO HUdZ AFE o]
UAE WEE ¢jo] vxy EHS Hygith HEE
Eulo] EZE'H kernel_resume©|Bh= A|2=® &
23 AdE AY3A "ok kernel_resumeW M= &
713 & AZ= 1Y kernel_suspend?] FAE 0|83
o] kernel_suspend® £7)3t}h o]F RE njng IF=x
= oldd EFAHYR vz EwWdA Sy
kernel_suspend29] 2717} A33A 9 CPU=
X g B A A FYHJY 802
EASA Aot olw B g 009, suspend T
o B gk 13 +Edd.

5 A8 4}

e d7ae 78 s A4S 44 H=e H
ZEd] ojgs] moith 4¥ #73L ® 1% 2o A
g2 2709] Xeon dual Core ZEAAME AME3IH,
Xeon2 Hyper-threadingg #3837 W] =gHo
2 8709 CPU7l 94"t adlm @A AlzdHde
1GB=7)¢] FBDIMMH X32] 2718 &Alstd & 2GBH
222 AMgsln Qich H2E AYE bit fade® AHE:
3¢t} bit fadet W=l H2E HHE 7|EFH F
YA A7re] AR E W 2 ghol WAHA FU=A
£ 3= ez 19 o]9o= Address test,
Moving inversionse 53 2& H2EE APFHon
E7 vmg AN 998 HaEshed TS A
sFeATh.

¥ 149 84

B AE gy
Intel Xeon 64-bit dual core 2.8GHz with
hyper—threading * 2ea (Total 8 CPUs)
1GByte Samsung FBDIMM x 2ea (Total
2GByte)
VGA Card |ATI mach64

NIC Linksys 100M
W29 OS |Fedora Core 4
Ad ¥A  |[Linux-2.6.18(x86-64)
H2E HAY |Bit fade

CPU

Memory
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//Resume App.
manQ{
/22 W R
//Resume Kernel
for( ; cpu_id < max_cpu ; X
ys_kernel_resume(y{
- pthread_create(suspend (), cpu_id)
' l//%?lﬁ
| ¥ ffsuspendE kernel| kernel_suspend S E o2 E)|
} }
- resume(cpu_d){
1018
//Suspend Kernel
kerrel_resume();
, b sys_kernel_suspend(){
if(is_suspend_req){
return 1;
//Suspend App.
= Jeisa{
suspend(cpu_id){
nENE l s
10
If(kernel_suspend()) < HPUEY 23
) I———-———-—- retun 0;
if{cpu_id==BootCPU){
Yoko /B2 }
=5 Jelsa( }
N ¥ =: A »>:ERIW SR
I8 13 Ad A A 2=
@b Applications Places Deskiop 00
RS roat? embeddd VK 302
Be Ede View. Temind W& UdP &
{rootlembedded VK_resumel# insmod /root/kernel c‘ [roomeubedded VK_,suspe
heck.module/kernel_addr.ko
{root@embedded VK.resume)# rmmod kernel_addr [rootlembedded VK_suspend}# insmod /root/kerne.
[rootéembedded VK_resumel# LF;dmesgigrep usa;LF; check_module/kernel_addr.ko
dmesgltail -n2;LF;cat /proc/meminfoigrep Mem;LF |: [rootOelbedded VK_suspendl# rmmod kernel_addr
M (roo dded VK_: dl# LF:dmesgigrep usa:LF
{ BIOS-e820: - 00 \ill ;dmesg{tail -n2;LF;cat /proc/meminfo|grep Mem;LF
(usable) g )
: BIOS-e820: 100000 ~ EOH BIOS-e820: -
\(usable) 1
: BI0S-e820: 514000 - £bea000 00000 ~
((usable)
’ 7£b14000 ~
Kernel PML4 addr : fEFEEF€£80201000
init_task addr : £fEEPFFL80435880
) |l Kernel PML4 addr : PF££££££c0101000
MemTotal: 490220 kB init_task addr : £EEffE££c0335880
HemFree: 301680 kB
490200 kB
[root@embedded VK_resumel# ./vk_resume 302376 kB
** YK resume in progress ** [rootdembedded VK_suspendl# l
I i
(a) Lower kernel (b) Upper kernel
¥ 14 Memory Isolation
WEzE H2EZ AP deide vry Aajdo) 3 @#HEY FEE B 2GBF 490220KBA= F
BAolol gt 19 14 oHd vixe AzAel o) 490MBAESF WY Alx"e] 9dtd #Hm YL

g AFE AFe 4927 ot OF @ BIOSHA
Azste 29 vz Frojth addlN & 5 URo
Alzdld) gaAlE &2 vz Ad =27)E 2GBot}h 2

g & itk AAZ SIAAAAN AHEEe vzes
512MBolAgt 490MBAER #AEHE olfe 49
a7l BE Al AdelA AMEHE 299 3718 A9
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d3# . /vk_s

di# /root

[CPUID: 4, Memory: 0xS£d62e00~0x67cbbg80]-> [ PASSED

{CPUID:7 ,Memory: 0x77bBd080~0x7fac5c00]->{ PASSED] |
[CPUID: 6, Hemory : 0x6£c14500~0x77664080) -> [PASSED] /]

{root@embedded VK_resume)# ./vk_resume

** VK resume in progress **

i

1

[CPUID: 1, Nemory:0x47f58bBO~0x4£eb1700] > { PASSED) Y
{CPUID: 0, Nemory : 0x40000000~0x47£58b80) -> [ PASSED) {4
[CPUID:S,Memory:0x67cbb980~0x6£c14500)->{ PASSED] B
[CPUID: 3, Memory: 0x57e0a280~0x5£d62e00)-> [ PASSED]
{CPUID:2,Memory:0x4£eb1700~0x57¢0a280)->[ PASSED] ]

E {rootdembedded VK_suspendjs |

(a) Lower kernel I

- Ten algorithme.
H 00000‘}0

[CPUID: 6, Memoxy :0x30000000~0x38000000] -> [ PASSED]1 |

[CPUID: 7, Wemory: ‘
[CPUID:0, Memory: )->[PASSED]ff
[CPUID:1,Memory: 1->(PASSED] L
[CPUID: 5, Memory: )->(PASSED] I

[CPUID: 4, Memory: 0x20000000~0x28000000) -> [PASSED] &y

CPUID:2, Memory : 0x10000000~0x18000000) > [PASSED] ]
CPUID: 3, Memory : 0x18000000~0x20000000] -> [PASSED] | ]

}~>{PASSED]

(b) Upper kemel

a9 16 Kemel Resumea—} Memory test

[root@embedded VK_suspend]# ./vk_suspend

** VK suspend in progress **

VK_start_addr:0x40000000, VK_end_addr:0x60000000
suspend_size:0x20000000 , VK_dump_area:0x100000

[root@embedded VK_suspend]#
1% 15 Kernel Suspend
Sm e FEe Wo A2do) Belsy) dRold. 2

H 7& RYE Ade sPFEAE OxSfff ffff 8000 0005
H Azske Ae ¥ § Ut o FiAE EFL
OMBel APg=e] Utk @b Lower Kerneld) A
PML42¢} init_task39) F2& Oxffff ffff 8020 10003}
Oxffff ffff 8043 58802 Ztzt & F2 2MBS} 4.2MB
o A=Y 394, Upper KernelolX PML4$} init_
task®] FA= Oxffff ffff c010 10003} Oxffff ffff c033
5880¢]th. olE E#F4 1025MBS}F 1027.2MBo) AR}
vt A= Zhzte] Age oF 0~512MB 133 1GB~
15GBAtolo] EAista ler <o)z sty wxa Ay
o] BRI 1S AU & ok

2 156 7P AdolM g vira HiE R HA
GAR 7PdEt Ade) o XE FA = ||t} o)
A vzE H2E 8#7 44 dAZAM et =9
st "ok @A ¥ 15904 FAE s Ade
Upper KemelZ 0x40000000(1GB) ~0x60000000(1.5GB)
Atolell EAjgt}. ojmx] A4 Are W 302F =5}

2) PML4E % 3
el gioh,
3) init_task+e

U ALE A2 slo)A] e el AlF Faoln 23y

o] Agshe A WA ZA|2o)n a7t 2R H ek

42850 ojAL Ade =r)o we spAF ot}

2 162 FHHelA FREs 7M3E Ade Thike
2 A9gdde U s "HAES F33 T 49
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H2EE Fyste adoltt oW OF G2 ZZ4e] A
dojlA 2 HAE 998 vehlln ot O Bd
0x400000001GB)§-E A1&8}  0x3fachc00(=1GB)=
719t H2ZE3 @olAe 0x0(0GB)oIA A)ztsted
0x40000000(1GB)Z7|9+e H£E Ft} B2EE 9
Fo] ZRAMY AFS Hulg 837 8 gy
2¥8Eg Adstd HEHoz APt Qv
wo] He AFEE vepdth sPEer Zo] (a)dllA
(DHE EAN8H 1% Age (bh)Fgdax FZsA 2
k. (bl FEE7T JlEgle A o)dd &8E 2
AFE FAAHANN EHHUE Ao] FH Rolo)

a9 158 2% 168 vz B 29 15904 FX)
HA" Aol 21 169 (a)o sl AN (b)) 2
o] A AdHog FHLS NG 4 Utk = 11
g 169 Oz @9 #WzEy H2E 49& Hd
1GBAE o] s9)elA sl 7 Add 49
M FFAsle 713E Adel 98 HAES FPHYL
€ o Yk F, 2AAAY B ol AA B o
27t ARFoz HAEFHUSS AT & ok
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Wize PP, A=e A=, oF AdeiniA, A
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User Interface)E A)Zstm 1 A|Agolv) WEYZ,
USB A% A 55 AME & Slth

A sgst Adel AE Y o} §as)
ofdt EAAe] ol Utk A WixE AU 2¥ B9
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filesystem)& ¢17] A& (read only)o.8 MASAY %
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I BES BARAY S-S VA fEME A=
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3 Ay Edd 3T IY Azde] e A4 g
29 #d Alxdle) st 2E-S 2As7] YA,
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A9 BAREL e o] FFd 9% M)A
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