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ABSTRACT

In this paper, we propose a GOSST(Grade Of Services Steiner minimum Tree) heuristic mechanism for the
design of a physical multiple security grade network with minimum construction cost. On the network, each
node can communicate with other nodes by its desiring security grade. Added to the existing network security
methods, the preventing method from illegal physical access is necessary for more safe communication. To
construct such network with minimum cost, the GOSST problem is applied. As the GOSST problem is a
NP-Hard problem, a heuristic with reasonable complexity is necessary for a practical solution. In this research, to
design the physical multiple security grade network with the minimum construction cost, the reformed our
previous Distance Direct GOSST heuristic mechanism is proposed. The mechanism brings average 29.5%

reduction in network construction cost in comparison with the experimental control G-MST.
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Algorithm:  MSGN(Multiple Secure Grade Network)Building
Algorithm.

Input: A set P of n terminal nodes with their own re-
quest grade of security

Output: A feasible multiple-security grade network with
minimum construction cost

Step | Make a complete connection network (or graph)
with P.
Step 2 Construct  Distance  Preferring  Minimum
Spanning Tree T with N
Step 3 Construct secure GOSST network Tpusy with T

or former Tag using Steiner point locating
strategy and Minimum Spanning Tree building
strategy of our heuristic for GOSST problem.

Step 4 If there is no any G-Condition violation on
Tooss. of Step 3, output the final ngm
else repeat Step 3.

T3 5. o ¥t 5 GOSST A4 Luels

o 5
¥ i
ol -~
o o
o ; .
H # 5
‘ 3
5 e
] [
[ g

T8 6. Yl wmsh 7w 94 uak 57

a8 7. 9 AF 8= (Stepl)

4 daelgel Z1esle] glek 19 6ol A
s qiHel 24 nek 73 s1A Aug
e 2909 BP1L o) siek % ese] 8
4 Be} SHE AR =)z A"t 27 7

131



T EAIE =T °07-12 Vol. 32 No. 12

T2 9. HE v} Bk 55 GOSST (Step 4)

ol dwe|E] Step 19 A8 Axkz A= 25
e} eleld ol oigh s A aezs) glch
o] ghxl A4 IHZE H o2 3slo] Step 25 A
g 19 87 2 A7 A FHa A Efy)
AAEE o] AR Efe oA ZHolE $A%9]e]
7EAE AR Prime] daE|EE o]8slA A4
"k #Ha A E2le] Afelles 999 F s
LA Bk 53] B4l A wk=A] vEEER] ofer)
Ha AF B2l gl 9] Hud k=g 4
27 AXEe BE AR d3l, Step 34 ¢
2]9] GOSST F~gl'%e o]&#)4 G-Condition
S BARIE Al 8ATHY) B2 AR foR
Algaled], ol FEZALE WY ¢ glomg A
A7k A=t daElEe] 35 BAR) o
ZArEEelA ffule] AIEtH AAE AElely] £
QEZ AAslw 7t Al Er)Ee WA
Step 4°llA] 13 99} 7+ t}E- ¥el Z5F GOSST
£ WA Hed, 7 oA FAE F xT A}
o9 BAl rFs3t Hulnet 72 uigich o] ¢}
Z Heol 53 GOSST+ 13 89 H2A AR Ex)
o= gl B A vEYIAkY] RE xTEe] @

A Bt FHE WSA

132

V. &8 U A3}

B o7 A digk d¥e Hud xso
A 7Fsd H net 55, 7t ==9 $x9}
£33 dHaol Sgolch G-MSTE & Aelr] AL&3t

k=]
AEEE, ozl A A9 Az A HA: AR

Ez)e] BE H=Ze| s G-Conditiono] TEFH=
2 2 guld k=e] 8F ¥l 5F& o

= =
HAsle] 1. Eg]olr) o] Ew]E G-Conditions)

25, 50, 75, 100 o]x 7} Ev]d x=f| A= F
Fo| HA| =E FAE AAsck 2 Erd
reo Hd 84 sl xHel 55 47 3, 5, 7,
9 olm, WEH= W] 7 Hrld k=2 83 1
&t SH 2 o] A 8A s H3l TF WHellA F
92 Fslgicl ol#dt sl¥os HAE oF
Heb 55 GOSSTES ¢ A¥e] 7AEES G-MST
9} ulalgin) B E=FoA AlKE HAUZoE
T35 163](4x4 Z3H2 AL F& 7 VEY
A 72814, G-MSTo| gk F4 v& A7k s,
ARE A 2Elolu] ¥QIES] S A AlRAZE
£ 7t} Atk 2 A¥E-2 Intel core duo 1.83
GHz, 1 Gigabyte RAM LaptopellAl =351 o}
% 23t 55 GOSST "AUEE Microsoft Visual
C++2 =k

£ =il AjRE wAYES G-MST wB] 3
T 29.5%2] vlEHEZE Btk ¥4 VEH =AY
Zk oz Aole} FAl rFsgt 2 oA Bel 559
FE5Y Folch 1d 107} 11604 HEHz 53]
42 "Huld k=9 gt SR A Bt 5
ol Folddl wel Zvisladch 1 1004, 2
Bl k= fofl tigh G-MST thu] 3 w8 A

Bl =2 ¢gol OE HENI 7% HIS

H| & Hzo g
R 4| ¢ F2| AS ESERIY S £(G-MST) =—le=G-MSTo| o 5t M2 §
5000 100%

4000

3000

40%

2000

1000 20%

0%
EHold =&

a8 10, HEld x=e] Wsle] o o Bal 55
GOSST T-58|4-



=i/ A oF 1t 59 UENZ AAE HT GOSST Frelad dAUSE

HO 22S39 M U2 WERI P HIS

P EEEIES
ot F2lAS IR S (GMST) =e=G.MSTO) 8 M| 8
6000 — S S 100%

5000 -

4000 -

3000 -

2000

1000 -

T8 11, Ho HokegEe Wl wE oE ugk 53
GOSST &84

ZU 2 ES W HOE =9 B30 GR 4YAZ
so0p"

AzF 20008

100}

#Hd B 5F

38 12, v Bk 5F GOSST AU Ze] Alga)z}k

U 2 SSNEHOE =5 49 a180 G E
ABO0IH ZOE

40
el E=
3

EEE

3% 13, o5 ¥t 5F GOSSTY ~elolu] ZolE &4

ZF uEe Bed =9 47} 25, 50, 75, 1009
el 22k 34.2%, 32.7%, 32.5%, 343%2 o)
7F AY glgdck 28 11904, G-MST oiy] 7
v A7t B$2 FHo Bl SF0) F713 wlet
vl#sle] Folded), 2 3 22 16.7%, 26.1%,
29.6%, 43.0%°Itk 19 12+ R om=o] o)
Ho HH5go W o Bt 57 UEYaE
7537 S8l 283 APAZRE Vel A7
2] ©kSE clock tick olth APA7Re Eeld »
=98] 7t ol mlEste] Zlelgick vl 3

o ek S AL Aol 5 BA)
PSR dsteh ¥ 13404, 87HE Ay

=

9] 4= EHud ke o} waRAL 9
et Ho) uet SFahe foI3 WAT nolx)

ke WA} 2THE 2uond TAE St
Rl k= sk Aol nal S o R
Btk ol 8FgE sueld ZAEd
Fwow Aol Aot st eige] 9l
Aes FAgck

o at L

7]
A

7

S

v.d B

E m=iolde 7t =9 Eeld oF Bt 5+5F
48 A3k vEYAE Ha vlgeg 7
gt WAVES AT W EY A )49
ek dolele] B3E Hsie 7R ookt
Hot 7)&e] Fg3} A AolEY rIe} e 7}
g EelA ubEE H|Eojof & Flolrk 7 kx
E2d o Bl 5§ 8-S Eshe vEY
325 HAY uElE I e A4 k=
2] 8 wol 55, 4 odEe] ZHeol, 4 el 5F
< A7) $1% Sl @ Aen)E ol A
A Al aed=]efof gt

E =FoA A wAUES GOSST Al
gk $ele) Az A4 Flaglfe Wy Ao
2, o] |8l A obF Hel §F GOSST+=
G-MST ] 7 29.5%9] v]$A7-& Byt
Ea 750142 Brld x= o) A B 5
o] Eoldel ukel Zvisleleh MES = 75014
A7k wlgd 7 kel 84 rhest Ad Bl §
w3 feldt IAE Bala, A7k sElely
FRE S B k= S vjHaAE B

F 5 e B =EelA Ak OF Bt 5
F GOSST "lAYZL] A% HdS Y3t chksl
A =7t = Aolrk w3k waol el ozl FAA
24 2 Aed digt drt £ oo ggEch
GOSST #8283} i ¥l ZF GOSST #A
YEe] A4 7hsdt Fopoll Wiyt g &0
2 3" Aol

do, e to

lo 8

|

il
Mo
ek

(1] S. Arora, “Polynomial-Time Approximation
Schemes for Euclidean TSP and other
Geometric Problems,” Proceeding of 37th IEEE

733



FEEA T3 =5 °07-12 Vol 32 No. 12

Symposium on Foundations of Computer
Science, pp.2-12, 1996.

(2} A. Balakrishnan, T.L. Nagnanti and P.
Mirchandani, “Modeling and Heuristic Worst
Case Performance Analysis of the two grade
Network Design Problem,” Management
Science ,Vol.40, pp.846-867, 1994

(3] T.H. Cormen, C.E Leiserson, R.L. Rivest and
C.Stein, Introduction to Algorithms, 2nd Ed.,
MIT press, 2001

(4] C. Duin and A. Volgenant, “The Multi-weight-
ed Steiner Tree problem,” Annals of Operations
Research, Vol.33, pp.451-469, 1991

(5) D.Z. Du and FX. Hwang, “An approach for
providing lower bounds; solution of
Gilbert-Pollak conjecture on Steiner ratio,”
Proceedings of IEEE 31sy FOCS, pp.76-85, 1990

(6] E.J. Cockayne and D.E. Hewgrill, “Improved
computation of plane Steiner minimal tree,”
Algorithmica, Vol.7, pp.219-229, 1992

(7] FXK. Hwang, D.S. Richards and P. Winter, The
Steiner Tree Problem, Annals of Discrete
Mathematics, Vol.53, North-Holland, 1992

(8) G.H. Lin and G.L. Xue , “Steiner tree problem
with minimum number of Steiner points and
bounded edge-length,” Information Processing
Letters, pp.53-57, 1999

(9] I Kim, C. Kim and S.H. Hosseini, “A Heuristic
using GOSST with 2 Connecting Strategies for
Minimum Construction Cost of Network,”
International Journal of Computer Science and
Network Security, Vol.6, No.12, pp.60-72, 2006

(10] 1. Kim and C. Kim, “An Enhanced Heuristic
Using Direct Steiner Point Locating and
Distance Preferring MST Building Strategy for
GOSST Problem,” International Journal of
Computer Science and Network Security, Vol.7,
No.2, pp.164-175, 2007

(11] J. Kim and I Kim, “Approximation ratio 2 for
the Minimum Number of Steiner Points,”
Journal of KISS, pp.387-396, 2003

(12] J. Kim, M. Cardei, I. Cardei and X. Jia, “A poly-
nomial Time Approximation Scheme for the
Grade of Service Steiner Minimum Tree
Problem,” Journal of Global Optimization,

734

pp.437-448, 2002
(13) G. Xue, GH. Lin and D.Z. Du, “Grade of
Service Steiner Minimum Trees in Euclidean
Plane,” Algorithmica, Vol.31, pp.479-500, 2001
(14]) C.J. Colbourn and G. Zue, “Grade of Service
Steiner Trees in Serial-Parallel Networks,”
Advances in Steiner Trees, pp.1-10, 1998

2 ol ¥ (Inbum Kim) 34
: i = 1980y 249 A-2uistn FHHFE

Feht &4

19919 29 Mgzt #5E
8= AL

19913 ~1995d h$-E4l, &
Lo 7

199613 ~3A] ZAExq s}t HFE

<FAlEok el E, U EAS, vlo[eHlo]lx~

o

X 2t (Chae-kak Kim) A3

19814 29 Sl v gk HAFA 4
gy} 24

1985 24 QA H 3tz k] &
A AxAE A F (3 AD

20024 24 s gha AFelE
g} (FEah

» 19851~1994'3 LGAAL, AFB.#
e 5

19963~ @A) 21 Eoh 3t HFE AD Fae

<BA Rl GFolE, AlaEBal e g4



