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ABSTRACT

The proposed ANIDS(Advanced Network Intrusion Detection System) which is network-based IDS using Association Rule Mining,
collects the packets on the network, analyze the associations of the packets, generates the pattern graph by using the highly associated packets
using Association Rule Mining, and detects the intrusion by using the generated pattern graph. ANIDS consists of PMM(Packet Management
Module) collecting and managing packets, PGGM(Pattern Graph Generate Module) generating pattern graphs, and IDM(Intrusion Detection
Module) detecting intrusions. Specially, PGGM finds the candidate packets of Association Rule large than Sup,., using Apriori algorithm,
measures the Confidence of Association Rule, and generates pattern graph of association rules large than Conf,,. ANIDS reduces the false
positive by using pattern graph even before finalizing the new pattern graph, the pattern graph which is being generated is compared with the
existing one stored in DB. If they are the same, we can estimate it is an intrusion. Therefore, this paper can reduce the speed of intrusion
detection and the false positive and increase the detection ratio of intrusion.
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PiiMPacket Management Module)

Packst Capture

Packstanalvi

Packet Infarmation
(TCP, UDP, ICMP)

Datbacs

+ Packetinformatiar
L3P UDP, fOMR

# Assaciafion Piifey

» Pattern Grap:

* Pattern Gragh Pattam

Pattern Graph,
Patiern Graph Pattem

TCP. UDP, ICMP

IDM{Intrusion Detection Motuie)

-

PGGM{Pattem Graph Generate Moduke)

el "~ Patem Grh ©
ol Pd&em Gkanh Pattem L

Paftern Graph

§ a!i

Agsociaton Hule
Calgglats Confidence
Paligin Greph Gerieration

% 1. ANIDS AJAH
Fig. 1 ANIDS System

3.1 PMM(Packet Management Module)

FRE AAEL oyl LY AA R ¥7] g &
FHE HAES AU EFE sloF I PMMS
AR & FEEE EF3e REEAN #3149 HA&
TCP,1P,UDP 5 0 2 u}7 B 8353, ANIDSo| A AL& &
HAE 55 F, s§7-& ANIDS A| 2o g%s}b
FAoz WA o]FA EFH1 H3HE AR
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Fig. 2 Collected Packet data by PMM
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packet_analysis(packet){
packet_h: packet header
h_length : length of header
tep_h : TCP header

udp_h : UDP header
icmp_h : ICMP header

if (packet_h == TCP){ //TCP ZZEZY o}
tep_h = packet_h;
tep_data = extract(packet, tcp);

}
else if (packet_h ==UDP)} //UDP =2 EZY o
udp_h = packet_h;
udp_data = extract(packet, udp);

]
else (packet_h == ICMP){ //ICMP X2 & Z Y uf
icmp_h = packet_h;
icmp_data = extract(packet, icmp);

9 45 PMMol A A4 2l AR ES o] &3] 3
Azrel dA@BAS FEAM3l= PAA(packet association
analysis) &) & 02 AR} IP, A2 IPY XEW
&, AN BRANES BAs ARy ok AAE
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HAGZ v 3te] ARG L Fol AT/ FH HolE
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Packet_association_analysis(p_type{
sip : source IP;
dip : destination IP;
dport : destination PORT number;
timestamp : packet capture time;
p_type : TCP, UDP, ICMP;
cnt : total packet count;

while(1){
n_packet = read(p_type);
if (n_packet == NULL) break;

for(i=1; i<cnt ; i++){
o_packet = read(p_type);
gen_group(sip);
gen_group(dip);
gen_group(dport);

22 4 PAA €12|E
Fig. 4 PAA algorithm

3.2 PGGM(Pattern Graph Generate Module)
PGGM & s}7] §-F(TCP, UDP, ICMP), XA IP, &
+2] 1P, timestamp & E-7-5t] A4 Q= AN @
74 Hgohod Aol we AAES FolA o
B I8 YA sE BT

PGGMel 9131 449 WY 1zt Hze Heo
2 vlo|e w0} o] 717350 ANIDS A 2ol o3} 3
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SRR

Apriari Algorithm

MRS AL

Confy > Conf,

o

Agsoriation Rules

e Dz gy

a8 5 PGGM EE=
Fig. 5 The flowchart of PGGM

S APste dnYFE

PGGM Z.£9] X8 9AE 19 59 2oy, z 44
2 19 62 Aprioni 4318 FE o]
438 e 2= AN 3R A7 A daEFo

THe].

Frequent_item() {
L, frequent 1-itemnsets;
k = 2k represents the pass number;
S, :minimum of support;
C,.:New candidate of size k generated from Ly _1;
L,=All candidate in C}, with minimum support;
while(Zy, 1 = )
G=Lp XLy
For all transactions t € D do begin
C, = subset (G, t),
For all candidate ¢ € C; do begin
c.count = c.count + 1;
end
end
k=k+1;
}
return( L)Ly, = {c € G, | support(c) = Sun};
)

0z 6 HE M=s MAE Y o3l 4y
anz|E
Fig. 6 Candidate packet generation Algorithm to
create pattern graph

2 7t A B W AHEE Adsts €3

Cal_Confidence(){
L;:All candidate in (}, with minimum support;
S :support of Iy;
R, Rules of K-th, XUY =X,
Conf:confidence of R ;
while (£, #NULL)
Conf, = 5(XU Y)/5(X);

I

a8 7. ddany MEE g2|E
Fig. 7 Association Rule Confidence Algorithm
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Pattern_graph() |
Ly, : All candidate in C, with minimum support;
S : support of Ly;
Ry :Rules of K-th, XUY = X;
Confy, : confidence of R;
Confy;, : minimum of confidence;
k=0,
while(1) {
read(ka
if (Confy, < Confiny) break;
gen_graph(f,);
k=k+1;
}
return(p_graph);
}

O8 8 oiE Ji= 4o el
Fig. 8 Pattern graph create Algorithm
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Table. 2 Transaction and item
EAYA FE(HH)

bc,g

a,b,d, e f

a,b,cg

b,c e, f

(0 e N VST S 0

b,c,ef, g

}

Al S AN

1 =,

w A, kgkol] Wl T u vEkE Qsho uhE 71 10
=

Ci=lfal,{bh{c),{d) e}, if), (ghe) T §le ko)
A 2z AAE 042 ohE3e WY 32 U BE
ot

Ly=[fal, b, {c}, e}, {f1,{gH
+ k=29 W,

G
=[{a,b}{a,c}.{ae},{af},{a,g},{bcl,{bel.{bf},{bg},
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=[{a,b},{b,cl,{be},{bf}{bg}.{ce}.lc,f}{cg}.{ef}]

. k=30‘__xl EH»

Ci=[{a,b,c},{a,be},{a,b,f},{b,c,e},{b,c,I},{b,c,gl,
{befl.icef]o] FH dig Ao HLAA L 045
nEeheE W 85 HAud e

Ly=[{bc.e},{bc.f},{bc.gl {befl.{cef}]

+ k=44 o,
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+ k=5 o,
G=¢.L;=4¢

AT E R XYl A X={35 b} o7} Ao},
Y={Z5 g7t 24T HE A i, d#wd
R:X={bc}=>Y={g}7} €}

Yol 3135 g&&ol tig 212 = (support)y Z A4k
3,  support(Y)=4/5=0.87} ¥ 3,  support(X)=
support({b,c})=4/5=0.8, support(R)=support({b,c,g})= 3/5
=060°] €}

wzhA], confidence(R)= support(XUY)/support(X) =
support({b,c,g}) / support({b,c}) = 0.6/0.8 = 0.757} ft}.
Ho AR Confo,-05%1 o, AT
RX={bc}=Y={g} 2 A o2 71Fe = o] Jrg
2 450l b, gE AVREA R TR B 2o
£ B5he 2y 9%k 22 Welo) el e 20} W

. sipi211.39.135.75
@ dipi121.187.71.24
timestamp: 16:25
sip:211.233,.27,147 HardwareQuery
dipi121.1872.71.24
timestamp: 16:24
Port=80, portscan
dipi121.187.71.24
HTTPGetRequest

32 9 oH Of= o
Fig. 9 Pattern graph example

3.3 IDM(Intrusion Detection Module)

IDM-& PGGMe] o3 538 | 77ke] AuA
Mate] EA AL E AEd 2= HHL H A
m) Rolslof gl AAfa e HEl 7w ] @
AYAA S FA etz mEolth

x
EOy

(°l
o

rT oo

o

DM A 34 55L& 29 109 2om wAEE &
Huw 0e3 2

Start

0 Hatlern Granh

B -
¥ Patern Graph Paltern

%5 Pattern Graph ¢ =
Pattern Graph Patiarn

*

Mibs
Database

At intrusion

28 10. IDM 2E&
Fig. 10 The flowchart of IDM
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ANIDS d o] g o] 2= PMMO 9] 3] &F& HA A
B, PAAMY] 9]3] £ 4 |71 71 A8, PGGM ¢
3 AAE e 2Rz A FH o2 AAE Y o
I el S A gt

% 11 4729 Hlo| &1te] BAE A9
ANIDSO|A] AME-E& BE P
captured_packet_info. H|o] &, A {3
2 48 TCP_t, UDP_t, ICMP_t H| 0] &, A A4 9l =
E9t 2o}x AAE TCP_at, UDP_at, ICMP_at o] &
e 22 27} A5 o] 9l packet_graph H o] &, 7| &
o] AYY e 22 =7 47 o] U pattern_graph_
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= Assciation_rules ¥]0]2o] g, 2}ze] gloj2e
packet_id 2 315 ] glt}. wp2}A, pattern_graph €] o] 2
oA Aol et F o AT HRE LYW
captured_packet _info €| 0] &2 d A&t A AR E 7

5} 2~
4% 5 9o,

PMM - 5
(Packet information)
2 packet inforviations.

| ]Captured Paskas nf. [ 2 Packet intormation : 1Pt []Packet information : uP_1
packst i pricket_id patketiid

packet_type packet-type packet_type

sip sip sip

dip dip dip

4 |Packe Infrmation ; ICMP_t &] Patiem.graphn [&]Patiem._grapn Pattem

packetid patermn_id pattern_id

packet_type packelid packet id

sip node node

dip s-part s_port

L

¥ | Association rules
Ruleid
X
y D Pattern graph join?|

D Packet information join3|

3% 11. ANIDS Hole{do]A
Fig. 11 ANIDS database

E 32 TCP_t, UDP_t, ICMP_t Ejo] &9 §
PMM¢] 2] 3] TCP, UDP 5-9] 82 59 5
o] Elo] & Agdr.

E 3 TCP_t Ho|8 &4
Table. 3 TCP_t table format

Field Field Type |File size A
packet_id int 11 A 14 id
packet_type varchar 15 | HA R
sip varchar 15 | 2R P
s_port varchar 10 |2 TENS
d_ip varchar 15 =2A P
d_port varchar 10 |EFA TENT
timestamp varchar 20 A=A 7H
data text 16 | Jl§

2294

AR HAR HRE L PGGMoj Al A7 ARA
& 2N ARZ o] LHY, AR JEHAAES =
*x

o}4] TCP_at, UDP_at, ICMP_at & o] &9l A #}stt}, n}a}
4], TCP_t,UDP_t, ICMP_t ©]°]22 TCP_at, UDP_at,

ICMP_at Hlo] &3} 548 A& Z2e=th

PGGM 2 TCP_at, UDP_at, ICMP_at2] ¥|3) A X £ 1
A #9, TAA 1P, £2A] [P, timestamp 2. 7 3}
Apriori 12 FE o] &3 AAE Supni Bt  HZ
ghE Hol A 3 9 NI EE Alitete Gonfi BTH
& A A HATS FojA dd 2Rz E AT
o} # e 2ef 27t R Y Y 7 $-of pattern_graph_pattern |
o] 8o 473322, pattern_graph®} pattern_graph_pattern
Hlol &9 A2 FYsit.

F 4= ANE AY 2 2E AGsHe do) B 4

ol
E 4. pattemn_graph EfojE 4
Table. 4 pattern_graph table format
Field ?‘ey;g S‘i: A

pattern_id int 11 (8 2= 18- HE
packet_id int 11 (AR 2/FHE
node int 11 (3= w5
s_port varchar | 10 |2AX) FEHT
d_ip varchar | 15 (=2 IP
d_port varchar | 10 |E3A] ZEWHT
timestamp varchar | 20 [FEAA|ZF
data text 16 | W&
1_point int 11 (9238 = 9% C 3t
r_point int 11 [JZ2HEE8& 23

Fe=wo A AR AL RXSYHHE 285
o, & 5 X Yol thet 73 BHA S A3 gold
olt} AR @ L vl 4e)Y FH oz 4Yel

X

E 5. Association Rules HO[S &4l
Table. 5 Association Rules table format

Field Field Type | File size Ao
rule_id int 11 A#TFE nH NI
X varchar 20 |7EAXH®
Y varchar 20 T2Y 3
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V. ANIDS A|23j0|M

A|%HEl ANIDS 232 48E s Eulg o 29
= AR S dojgjuo] 2o vjg] A F A2 AN

e 2z} v wdted AQIRIAE ReetEAE A3
3IH. 2.1, ANIDS A B0} A £ 317 g% 2 Professional

%94 A, 2.39GHz Pentium IV, 512MB RAM 27 o) 4
AU

Ag o o] 49 = YT = o)) o} ANIDSH}
Y FAEl T2 A Yehkon, djg 2t go)rt
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TCP 199,611 0]
UDP 54,450 (6]
ICMP 622 e}
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