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ABSTRACT

This paper describes an Securily Manager that integrally manages the Information
Service related to RFID middleware, Object Name Service, and Web Service for upper
level applications. In order to provide the access contro] of distributed RFID objects,
Single-Sign-On has been implemented by extending existing UCON (Usage Control)
model and SAML (Security Assertion Markup Language) assertions. The security tech-
nology of distributed RFID systems can be included in middleware and protect RFID
information. In the future, it can be also applied lo ubiquitous sensor networks.
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S,O\R, ATT(S). ATT(OY;

onA : ongoing - authorization predicate;

onB : ongoing - obligation predicate;

onC : ongoing - condition predicate;

onlD : ongoing - delegation predicate;

alfowed (8,0,r) = true;

stopped (5.0,r) < ~—ond(s,0.7) | —onB(s,0.r)
N —onC{s,0.7) N —onbD{s.0,r):;

< ond{(ATT {8}, ATT (0).7)

(1 —onB(ATT (s5), ATT {0),7)
NaonC{4TT(s), ATT {0), )
M —oaD {ATT (), ATT (0),7)}

712 3t A},
AW A ~elo] A pEHolok dl= v)AY

My 48] 2HConsumer), &3 AH{Provider),
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(Object)2 AZAFI1E= 332 AAl(Provider
Subject : PS)e]l2 A X A B2 (Information
Service)= ©} ARE 7| &) Mzt A
A(Consumer Subject : CS)7} €t} AR =
o) AlFe VEH] FRE & F =
587 #¥HProvider Right : PR)& 2=t
B FRE AR Mul2d Hah= 7,ﬂ°
AE Auj27E Qartel Al o] AL §E-dte
Zo)7)o HE AulAe &b digh dnlz}
HA3HConsumer Right: CR}S 2H&=th 3 4
B ooppl2e gae) fgse AEF JARE
WA, A4, A4, 715 & + A= A¥HCon-
sumer Right : CR)}E& 7FA4, o]e}+= k=2

B4 AR ZA B 2(Object)dl s)Fste A
F AEE AITE APRIE 2} oA
& lAM Hejd d ZA(Pre-Decision)ol
&8 thEd go] @A}

e
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ol
rl id

l

fl

S = {producer, IS} ;

O = {taginfo, consent};

R = {write, read, register, agree)

AT producer) = {producerid,
producergroup, company,
securitvievel }

ATTUS) = {serviceid servicegroup,
securitylevel} ;

ATTtaginfo) = {tagid, tagtype, owner};

AR YA AF A B2 BRE

&5 AUtHpreA).
allowed{producer, taginfo, write) =
preAlproducer, taginfo, write)
= preA(AT T producer), ATTtagirfo),
write)
Aakzte] Fo)slol ISE Hl2 ARE 5F
& 4 AcHpreA + preB)

OBS = {producer) . OBO = {consent} .

OB = {agree};

getPreOBL(IS, taginfo, register) = {(s

consent, agree)
where’ € OBS, producerid = owner} ;
allowed(IS, taginfo, register) => preA(IS,
taginfo, register)
N preFulfilled(get PreOBL(IS,
taginfo, register)

TEAE AR ThdE o] 3t ofdf
Hah= A, A, A 2 gty 27
LAEE 43 gt A4 2dg UE
dck d714 7t S8k Ao &
AL UCON REe spae Agks Ay
HAssociation)o| et Helth,

GFog: 99 o] FFzke Anjxte]

ko

r& >}~ —1>



A UCON Aelel 71uste AH -
AA9) dFE 952 olel el Ad A
o) W ofo) el Yiialo] B

SEEEE! wae] 2ah 49

RFID: 45422 A1g5el & szes}
£ AY nEe, wad AR A8 ks
Yo 94 o g& Aok AxAnE AL
ol he) wpgth Y 2o} $9%0] A
$7hE9 2L AR Fael As 2

of HE W A FEH 2 Foixre} A
© dojE o] &3o] 7hsd] Ao o] 9
< A ZoluiAst obF Farl gojek
Pk L] Zzpolw|A) ofbF FaAl HE
RFID 827} 8235 4§ & 918 4
Aol 2d e <7 6>3%

A4S 2oy RFID @6 ol &3l
27t FEso] s AF JRE
T stk AFLE ARstr) §la
A 28z AACS)ZA AZF o]
o17} Bl o] el ol &2 o} 79
siok 3t A&h= HRE AFaor @
(Obligation : OB) ZxtU g o] &3 24 ¥

1_

2o

tnj

o

of 12
o 2

)

AES dupo] Taghds 21 9 ABWR
g BIHo} HIHOB). o NEHR 2 22
ANE FRE AAol, o4 TojA: 57

439 ALg Aol ¥LE o] §4

RFID A Ao 139

2 NRPS) ¥ Y A Identifiee Subject:
IS17} 50 211 AEAA] 2419 IDE A&
T Ay AFE Zidg, 203 ANCS)I A
Hofah= 22 ARE FE AJS 2m 9
oh PRt 2o ARE gl mA st
gREgon], Adas AF B3 A(Credit)
£ vhald o F(OB)7F glov FufaRCS)+=
ol A& o[ &E AFo| AUtk FIHHLZ el2
7} Gen2 EjLo]H Bejats WIS Aofd/]
A% AT 2 H AHAYEE 43 ¢ Uch
Hofafz Bt A we) Haug o
gtefoF FTHOB).

4.3 RFID A|AHIS 25t AIARRIZ
{Single-Sign On}

SAML(Secunty Assertion Markup Lan
guage)[13[> OASISOIA i d XML M3t
zyelglar SAWZe] AY FEYSo
48, A Fol *w 272 2z

E oFA o]-/i
AHgALe) ThE
BRSPS
Al 5ol A F2A] 52 ;
iz go XML Bk /&9 3

r(}

oX,

A

& T

(33 6> HE Tois

e ®

HoHo] 2 rojoja



140 FIZHAANEGS ] 4128 #H4E

S = {user, IS,ONS, SM, SM'};

O = lassertioninf o, user inf o,service _object};

R = {access, sign},

ATT (user) = {userid, password, SMmembership);

ATT(IS) = {serviceid, servicegroup);

ATT(ONS) = {serviceid, servicegroup);

ATT(SM) = {managerid,url inf o},

ATT (assertioninf o) = {issuer, subjectinf o, authnstatement},

ATT (userinf 0) = {userid, password, group, membership},

ATT (service _ object) = {objectid, objecttype, ownership};
- SM'oll & £ 5] QL & users SMell Al A2] & 9 Y ¥-& 5= U Th(preA + preD)
DS = {SM}, DO = {assertioninf o}; DR = {authenticate},

get PreDRL(user, service _object, access)

= {(SM", user inf o, authenticate), where ATT(user) € ATT(SM"),

assertioninf o = ATT (usery,

allowed(user, service _object, access) = preA(SM, assertioninf o, sign)
N preDelegated{get Pr eDRL(user, service _object, access)

Q1 SAMLY} A3AF¢12(Single-Sign On) 7)
Folth, ZF RFID wSsfoio) = Mok #g
71¢] dloleiwot L o= AlgAte] ojdt A
Hol Hel Ty e &4 HEvE AHE
of AUtk § Ap|zst 2 49 Ee ol
A3 @A) AE HuAE o] gdte] AL
AE AF3T SAML 7|8te] AEAie R

-user= SMoll Q5 ook 1S9} objectS H
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& Aujzol 23 F xS )
ALE247F RFID vl S0l s AL8-317] 43
Bt #elr)el H&Eetn efze tig HE
ANG Qa) AFAIL S o] &3l AR A
H] ~(Information Service) T A 7248 A
H] ~(Object Name Service)ol F&ah= 4¢

% 31U} (preA + preB)

OBS = {SM}; OBO = {user inf 0}, OB = {authenticate},

get Pr eOBL(user, service _object, access)

= {(s', user inf o, authenticate), where s’ € OBS ,userinf o = ATT (user),

allowed(user, service _ object, access) = preA(SM ,user inf o, authenticate)

N preFulFilled(get Pr eOBL(user, service _object, access)
-SM+2 user7} ONS9] service objectol] F2 7 3HhH  assertioninfos A4 & F 32
ONSel] ©]% 2 & "o} gt (preA + preB + preC)

allowed(user, service _object,access) = preA(user,service _ ohject, access)

N preA(SM, assertioninf o, create)

N preB(SM , assertion inf o, sent)

N preCluser, service _object, signon)
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