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Abstract

In this paper we propose a method that identifies users at H264 streaming using watermarking with fingerprints. The
watermark can efficiently reduce the potential danger of forgery or alteration. Especially a biometric watermark has
various advantages. Among entire biometric characteristics, the fingerprint is the most convemient and economical. In this
paper we propose a novel fingerprint-based watermarking technique that can survive under very low bit-rate compression.
The proposed algorithm consists of enhancement of a fingerprint image, the watermark generation using the extracted
feature coordinates, watermark insertion using discrete wavelet transform, and authentication. The proposed algorithm can
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achieve robust watermark extraction against H264 compressed videos.

Keywords : watermarking, fingerprint, wavelet
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Table 1. Bitrates of original video and watermark
embedded video at H.264/AVC compression.

H.264 mobile paris

QP original WM original WM

16 7084.68 711863 2607.10 2677.03

20 4767.03 4794.15 1634.85 1670.92

24 3037.61 3057.51 1075.36 1090.75

28 1812.67 1823.25 699.94 704.76

32 987.55 991.56 42959 431.29

H.264 tempete coastguard

QP original WM original WM

16 5896.36 5928.56 5244.81 5261.44

20 382345 3847.14 333151 334841

24 2352.58 2369.32 2043.82 2056.48

28 1359.06 1366.44 1184.21 1190.33

32 71358 71650 604.49 607.28
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Table 2. PSNR and NCs of watermark embedded video
at H.264/AVC compression and at filtering
attacks.

Attack mobile paris
S T PsNR | NC PSNR NC
QP16 44.26864 0.98 44.42202 097
QP20 40.79864 093 4151346 092
QP24 37.3447 0.87 3859166 0.86
QP28 34.07692 0.81 35.74524 0.78
QP32 30.7691 0.69 32.77346 0.79
Gaussian | 24.29796 0.73 25.15684 0.76.
Sharpen 965337 0.62 10.72965 0.62
Median 21.3628 0.64 21.36227 0.7

tempete Coastguard

Attacks pe £
PSNR NC PSNR NC
QP16 4459132 098 44.33051 0.98
QP20 41.34306 093 40.91739 093
QP24 38.05471 0.87 3765684 0.87
QP28 34.9293 0.30 3467701 0.80
QP32 31.8106 0.69 31.78409 0.69
Gaussian { 2852079 0.79 29.43292 0.85
Sharpen 14.04262 0.62 11.66476 064
Median 24.80897 071 2445714 075

a)

b) M Fat
a) The watermark embedded sequence,
b) The sharpen sequence.

(
(
(
(

ol Ae & 5 9

Aole 29 8b)ellA B
o HHuAE HE0|

offt
s

24 of
X

el AA A& H

L2 0o

= .
i@z«eﬁrﬁ
o 2

o

o] &3] MAE HAHvw=zY A
of Wl shte] HEE vHE 4] 3e

AR



2007 118 HX&883 =2 H 44 A CIEH H 6 %

VeriFinger 50 DemoS AtZ%t ¢l

o Y= zizt ol= MzT} Ay

#3p. 0"

Verifications using VeriFinger Algorithm Demo.
“0” and “X” are denoted the success and the
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QP16 O 0 0 0
QP20 O 0 0 0
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