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Abstract Memory access errors are frequently occurred in computer programs written in C
programming language [1,2]. Accordingly, a number of research works have suggested a wide variety
of methods to detect such errors automatically. However, they have one or more of the following
problems: inability to detect all memory errors, changing the memory allocation mechanism, and
excessive performance overhead. To cope with these problems, in this paper we suggest a new and
automated tool to detect dynamic memory access errors in C programs.
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foo (int *arr, int idx) (

int *o_arr = arr;

if (idx > 0)

{
_check_memory(o_arr, arr);
foo(arr,idx-1);

}

_check_memory(o_arr, arr+idx);

arr[idx] = idx;

foo (int *arr, int idx) {
if (idx > 0)
foo(arr,idx-1);
arr{idx] = idx;
}
. }
goo(void) {

int *buf = malloc(...); goo(void) {

int *buf = malloc(...);
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}
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int i;

int i; int *p =

int*p = (int*)malloc(sizeof (int)*5);
(int*)malloc(sizeof(int)*5); |int *o_p =p;

for (i=0; i<5; i++); for (i=0; i<5; i++);

plil=1; _check_memory(o_p, p+i);
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typedef struct _complex_t { int arr[8]; } complex_t;

int *p, *q;

{
= (int*)malloc(sizeof(int)*3);

q = (int*)malloc(sizeof (int)*5);

complex_t *r = {complex_t*)p;
r->arr[7] = 1;

(a) |Ex=

typedef struct _complex_t { int arr[8]; } complex_t;

int *p, *g;
int *o_p, *o_gq;

{
p = (int*)malloc(sizeof (int)*3);
op=p
q = (int*)malloc(sizeof(int)*3);
0oq=q

complex_t *r = {complex_t*)p;
complex_t *o_r = (complex_t*)o_p;

_check_memory(o_r, &(r->ard7h);
r->arr[7] =

(b) H%d ==

opor ogq

WIRIRIRIGIGIG]G]G|W..

r->arr[7}

=
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i

int *bufl = malloc(...); buft

i g

bufl

free(buf1); -y
bufl

buf2 = malloc(...); i

strepy (bufl, “hello”); buf2
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int *bufl = malloc(...);

int *o_bufl = bufl; o_bluf]

int *buf2; WI R lR IW

int *o_buf2 = null;

bufl

free(bufl); |

o_bufl = null; W
o_bufl = null

" buf2 = malloc(...);
o_buf2 = buf2;

_check_memory(o_bufl,
bufl);
_check_memory(o_buf1,
bufl+strlen(“hello”));
strepy (bufl, “hello”);

bufl

bufl
+ strlen(...)

|
wlGlGlG.. w

o_buf2
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int *p;
int *p; int *o_p = null;
free(p); _check_free(o_p, p);
free(p);
(a) 48=2= (b) &4d 2E

a9 19 ZEE sAGA A%

int *p = malloc(...); int *p = malloc(...);
int*o_p=p;
free(p);
_check_free(o_p, p);
free(p); free(p);

o_p=null;

_check_free(o_p, p);

free(p);
o_p=null;
(a) SEF= (b) &3¢ 3=
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int *p = malloc(...);
int *p = malloc(...); mtTop=pi

oo P
_check_free(o_p, p);
free(p);

o_p=null

(a) 42 Z= (b) B399 ==
P

free(p);

|
_WIR[R[RIR[R|W...

(c) MED 8%

% 21 W ZAE A 9F A

% 219} _check free() T HAY £F2
2o UI¢HE HEW B9 gR)o] d&dE WE
g gdo] Aol ofr] WEe] WiF ZAH 2
Heg 23 HALFE gt

3.4 HAE ¥

2 Age HAF v HaE A5s =7 H
2E o Zaagel 43 HAeN LAske 54
RE B2 LFE AR gEbA HEE W =20
el FYAZ B4 % HHI H2E dolete] Hdo]
o5 Fastth

3y 22014 k(pH) = 11 dAxte] FH wEe A2
LFE doe AS, ZEade) FRB W 2
77 2ARA &g & Atk B A7l A WE
7 g2E 253 =7 HEE o e £7)

oy



ce

if {condition)
{
*pH) =
}
return 0;
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# 9 JKRMaA9) 28349 27)Hn

T JKRM E a7
grep-2.5.1 374.2K 211.5K
enscript-1.6.1 580.2K 295K
tar-1.16 1.0M 623.1K
gnupg-1.4.7 2.7M 25M
Qe w Fakel AsAZr eWFHEE 2R3 9

A ¢ AzddE E 79 7 HAE B4 ZEaus
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T AP7E A
grep-2.5.1 dmesg | grep mode |#XEafiE @A
enscript-1.6.1 |enscript -p testps | oF=71HYEE

test Postscript¥d = ¥HE

tar-1.16 tar xvf glibc-25tar | HARFHHA
gnupg-1.47 |gpg - -gen-key a7 WA
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WacE 2487 98 9B ascmcERy 449
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grep-2.5.1 A7) 24,734L grep-2.5.1 260K 264K 101.5%
enscript-1.6.1 Postscript¥ §71 23,778L enscript-1.6.1 | 400K 556K 139%

tar-1.16 Archiving €& E 73,446L tar-1.16 132K 264K 200%
gnupg-1.47 BEy) AT 117,781L gnupg-1.4.7 256K 264K 103.1%
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¥ 8 fEI=9pe) Ay IvHw

T YEH= BT Z718(%)
grep-25.1 732K 2115K 289%
enscript-1.6.1 184.5K 205K 160%
tar-1.16 259.7K 623.1K 211%
gnupg-1.4.7 817.8K 2.5M 310%

T, JKRM# 2399 Arus s34 2dge

* 99 2t
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F 12 JKRM#e} 53 W=z AL W

T JKRM 2 d
grep-2.5.1 342.7K 264K
enscript-1.6.1 T72.9K 556K
tar-1.16 405.1K 264K
gnupg-1.4.7 706.6K 264K
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grep—2.5.1 0.03s 0.12s 400%
enscript-1.6.1 0.02s 0.06s 300%
tar-1.16 6.92s 793s 1146%
gnupg-1.4.7 2461s 29.33s 119.29%

H 14 JKRM%] FAj3F vl

T JKRM 2 A7
grep-2.5.1 0.19s 0.12s
enscript-1.6.1 0.18s Q06s
tar-1.16 12.19s 7.93s
gnupg-14.7 74.64s 29.33s
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grep-2.5.1 0.66s 0.12s
enscript-1.6.1 1.46s 0.06s
tar-1.16 15.18s 7.93s
gnupg-1.4.7 299.8s 29.33s
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