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Abstract

When current cyber attacks to information and communication facilities are examined,
technologies such as chase evasion technology and defense deviation technology have been
rapidly advanced and many weak systems worldwide are often used as passages. And when
newly-developed cyber attack instruments are examined, technologies for prefect crimes
such as weakness attack, chase evasion and evidence destruction have been developed and
distributed in packages. Therefore, there is a limit to simple prevention technology and
according to cases, special procedures such as real-time chase are required to overcome
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cyber crimes. Further, cyber crimes beyond national boundaries require to be treated in

international cooperation and relevant procedural arrangements through which the world

can fight against them together. However, in current laws, there are only regulations such

as substantial laws including simple regulations on punishment against violation. In

procedure, they are treated based on the same procedure as that of general criminal cases

which are offline crimes. In respect to international cooperation system, international

criminal private law cooperation is applied based on general criminals, which brings many

problems. Therefore, this study speculates the procedural law on cyber crimes and presents

actual problems of our country and its countermeasures.

» Keyword * #FEIHZ|(Computer  Crime),

X|s3HIntelligent

techniques), &=Bi(Advanced

techniques) TAEXHInvestigation Procedure), UIESA #H(Network Environment)
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D39 AP W3 SRS Y3 AxMERRE 1986
o] 2ae A7 Zele WA (Electronic Communications
Privacy Act of 1986, 18 U.S.C. §2701-2712 :
ECPA)S MRSl BdE A% #AH(Wiretap
Statute, 18 U.S.C. §§2510~2522), UEHA RolE] T
2 222 9% MEPY (Pen/Trap Statute, 18 U.S.C.
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2.4 AtO|HH oHM EFAHH

= 2002 39 AlelHtH B (Cyber Security
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AREE FEY F JeAE T vk e B
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3.2.1 AR} 71RE

ECPAS] M8l 71242 (Basic Subscriber Information)
oie A, ARl Ags BAE R, B, AR A
B2 AlFAReRe] Bl A FE, AR, 71EAQ] 37
Zo] A7EA7E ot Eot FAFRLRZE o)E(name), T4
(address), HsFE71E, Ee FERAAIM22), AMHElA
AMEZ1ZH (A 2 FRAIGA] EED T AlFEE A2 #F, A
3B, S, Jle ARRRE T 2, dAHezs R
odd HEY FA4 F, Apls o8 AR (AE7E HE
T 2qAF S T3] FFIt F ol r|Ee AR}
7183 Hel 20013 Patriot Actell 23 HE&RAAZE 75
[PFa(MH] 2o H&dle b2olEd A Ee Aadsized
b 33 ) (23), Mul2ulg Al8REe] 718 Ao
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3.2.2 ALERol| B 715 £= J|E Y2

Ahgalol B3l 712 = 71eF A E(Records or Other
Information Pertaining to a Customer or
Subscriber)& AH&A} 712 Ee B FRx O AAE
AF Mulx AMgalel BHEE HRE oulsin(24] | §
A EE dolH M43 #¥d FREIA AFAENYG =2
auid, ARERPL oldd S Faike Ao oY Fa&
5o| 1 dojt}, o) AHEAS] 2Rl Mol Hale] Hnk
Zo|z Hr} A UlE-E B= ' FEE 9 M
A 712 BEek wRa] e WE 7 Aol

3.2.3. BHx

Z€=(Contents) & AHAF AF A= Sle =Y
e 2SI AAE 9w F (25) ol 9 HHE
ECSel AxH A4 33l AF=el Y= A, RCS o A
2 AR A= de A, ECSH RCS EFd| #%s
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ESPACIA TrAeta e 7AAFAL Haks ol o
o FA|Ho| ARERL Zelo|HAle] HAald sk ARE
875 Bt 977 1A axdol aTdnh

3.3.1 A3

A& (subpoena)< 718 B3 f7do] okt AR}
7} 2k ZAAFAL Axlolt). ECPAIA A HE AIEHH
e AR7|FER A2EHH (administrative subpoena),
ashF 4l B2 2% (administrative subpoena),
auk-F el B2 A& (federal or state grand jury
subpoena), 'HYAZ43 (trial subpoena)°] $itt.(26)

3.3.2 AHA 1A & AEEH

ARg2L 2] ¥ A& ® (subpoena with prior notice
to the subscriber or customer)& AH|2 AZRlA Al
2982 AN Ad #A HH FARKL ARERA
1 ARdE vl mAsledok(prior notice) It U9 A&
Heog ASF 4 gE AE, RCSI HF 3 ARgale]
2 ECSY MAE A% e BE FA AR
dz £ 180Y0] 238 AL 87 ¢ ot oI Axn
A o5 B A4 AE/HY FH| U' AF F
E52 giised 33 rhesith (27]

3.3.3 Hud

e HE (court

order)ol& kx|t HAHfederal

magistrate), A (district court), FHU(state
court) FAP}F FA FE 5L 3 Lske HHolrh (28)
olZ wRly] 95 FAlEE B4l EHzu B9 7§ A
B 5ol Ay 5 ¥ae] Al BAAoR M| ¢

Cthe 533 - wAR AE AASleol . AlEHEE

e 1 W% el ZigEt

YaAgRozE AFYYoz 978 & 3k RE A
2, U222 AP A8R] B /1S EE Ve U
27% 4 3o
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ARt 34 & wedE®(court order with prior
notice to the subscriber or customer)Z AH|x A|F
AlA HLAHHE AAE] Aol R PR AR A
SAA 2 AR mle] mAsle]of gt} (29)

o|2ME AMgAle o3 dFHR] ¥, F AR A
37t} olvd F EF 944 180Y oo ERIZE AY
P 2E AHE 978 4 gled, FAHAHCE WAHHO
2 878 & JE EE AR, RCSI B#H 511 AHA]
£z ECSY A A B A AR 2
Az % 180¢e] 238 o] gitk. o] =3t A ZHH I 1}
W2 IR I shesith

3.3.6 AR

S92 search warrant)-2 HY9] XA Kmagistrate)
d eosf wRED FA|EE Wl £AYAS AR
m A& (affidavit) o EE B2 ke FA9E
A8 (warrant itself) & AZFc) AREMAE FAP]
Hol FMo] FFETIm 233 o}f-(probable
cause) S HAIGTE Edle FH| Ah, ko diide]
st 378 A5k AAs 3 71 WA adel ¢
Aot} £994E 58 FAPIRE ECSY AAA AT
7o) ez £ 5d d5 1804 olle] EdlzE TF A}
g21ol #Ed 2E A9 ARE ST + Uk

L
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3.3.6 Yo FH

Uutoll FAEA] 22(not available to the public)
M| ~9] AFAE ARG Je BA2E HRsq BE
ARE AR AFTE F Urh. ECPAE dFxez
Quto]l F71¥ (available to the public) AHl2 AF2e]
ole]d HEAF(voluntary disclosure) & AR
ol ohest 28 97t Iehs0) .

A, Edzr} Az Y S Auzd AT, T
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W27t Aula 3ol o) 9Ag sl FREHUe
o, Hz]e] A3 #Rio] U A Hof AT A
ZHE A%, Az AT EeEoR ddidg, FHe
FA7E AR AW, A9 Al gt fEE 2Yst
o ZIgdol a7sEe o, olFREst AEYd Y HE
(Child Protection and Sexual Predator Punishment
Ace)ollX FAshe A4(23) |, =8 A B Ext
o] Bz} IAY, W WA MR oF o=d
B9 eAReA Ik AE, ARz AlFAe] delF
FINE Fedch

EA, 227} obd AREAL FEIE 2 oAl - AH]
29| AF, EHe A2 AlFAe dzjg Aite] B
A A5 Als AT gRlH e wadd, F8
o] A7t Al AR, AlAe sl Fukgt AEE 2
3t Aol S7HE 9, o=d £ EE izl
7t Sle A, e gduEely WAEA Y oJske
73l A2 AFA] Aol AL & E4dt

34 H
=2
Q) &R, B4lo] ¢Ed T AAEY e WEAR
He] ARstn YAl B oA BAY FFeBd - FTo
GFolgtugt wHdtn e Ade dzA Bl g4y
o] B} ALSA ololr|siH, ECSY AHAA A4Fzt
Bso] SlE Afe Bilo] g8Ee] ECS dAdez
Baso] gAY = RCSA A=l e A$E ECPA
7b AR 3, B4l Fo AAIRE BYE (real-time
electronic surveillance)oll #sixe HEJHG Y
(Title M2 FAIRTH24) .

HeFP L A715de HEPE 5 Fd= o9 B
£ AN R H5ske 2AE #Ask e v, Title
e 2d2 1 A& 55k 28 38tz 3l
Ak FAlo] ol &HE B9 7|THE wEs) LR A
Ao 9= AEAHE Fo| VIEHA e A T oM
g9 FAYTE PAFEE GAH e ¥, FA= o
A4 (entire packet)t} ol AAE 2UBE + x
Z 5o Ut (31)

3.4.1 HE-H

o] ol 9Ja) HAHgovernment attorney)tt FA7 18
< gl FHAY(pen register and/or trap and
trace device)?] AX|E 3{7}sle H¥(pen/trap order)

o WHE ART & ATH(32) . of Ao o) HSY A

Y o UMYy AL
wFe selel BB Yo] 24 ol B F
E
il

<&

E7b A A8 3 e A Bo) vke Aol
WA Hojok it} WEe] ARA e HYA o] AH|7E A
AE Mulz AR BF E4E d8E gt

A HEA e YEYE B3 Filo] o|FoiA
e o] BEolmg SAF Mulx ARAE ez
d HEe B8l A B BE Mu|x AFAENA
1 ZHo] vjtk. FA &S 7Ie] A el
WYL 60Uzt FES, BoA 60Ut o 5YL 4
e 3ok
3.

4.2 2

A% (Title IlE ‘intercept’eFs Fdo] S4sh=
g o BN £U uWEe HAT #S(acquired
contemporaneously) T jvlsid, ¢A AwE AR
o B¥ 39 Exlze] A5 d9EHA v FAe 7
= A7 A Z o A (ECPA)9 w2A Eri(33).

AR (Title M 72 s, f3dez 4
o] Al 2 BAle| #oddtn giA @& A3 Adlske
A& FAIY. a2z o) IR} AEEA FE A9
g 7R BHe oot dnEE o glen &3
FAMY Bo] A4He doEe thga 2ok @ Title M
B o3t el ZA+-Title M H&(Title M order)
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