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Abstract

VoIP technology is Eight New Services among Ubiquitous-IT839 strategies. This paper tested
wiretapping of VoIP service in connected a soft phone and LAN and WAN sections, Internet
telephones and a device, IP PBX, a banner operator network to have been connected to VoIP Internet
network. As a result of having experimented on wiretapping of VolP networks, Vulnerability was
found, and a wiretapping by attacks of a hacker was succeeded in a terminal and Proxy and
attachment points of a VoIP network like a hub to follow a CVE list. Currently applied a security
plan of an each wiretapping section in viewpoints of 6 security function of Access Control,
Confidentiality, Authentication, Availability, Integrity, Non-repudiation in VoIP networks named to
070. Prevented wiretapping of contents by the results, the AES encryption that executed wiretapping
experiment about a packet after application of a security plan. Prevented wiretapping, and kept
security and audit log, and were able to accomplish VoIP information protection to network monitoring
and audit log by an access interception and qualification and message hash functions and use of an

incoming refusal.
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Fig. 1 Ubiquitous Sensor Network
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Fig. 2 The VoIP system that used SIP
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Fig. 3 VolP Protocols
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Fig. 5 MRTG traffic measurement graph
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Fig. 7 Wiretapping through remote controls at LAN
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Table. 1 Vulnerability point & contents of VolP
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CVE-2006 Clipcormm CPW~100E VolP Wireless ai{=Al
~0305 =TCP 60023 ZE 0[2, 0IF glo| T2Js &5
CVE-2006 | ZyXel P2000W VolIP 802.11b Wireless &-UDP
-0302 IE 9090 0IBslo] EaH T A%
CVE-2005 | Cisco IP Phone (VolP) 7920 1.0(8)’5_15!-UDPT
~3804 FE17185 EQ¢t e 35
CVE-2005 | Cisco P Phone 7920 1.0(B)-SNMP SAFSZ4Xp}
~-3803 0% HEEE
CVE-2005 | Zyxel P2000W & 1 VOIP WIFI & W}.00.-UDP
-3724 EE 9090F OIS0 B2 R HS
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CVE-2005 Senao SI-680H Wireless VolP-UDP ZE
-3715 171865 QIE 8lo| AR
CVE-2002 |  Cisco IP Fej7|(2% : 7910, 7940, 7960)2]
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