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Abstract The popularization of high-speed networks and the innovation of high-performance
hardware/servers have enlarged the role of large-scale, highly distributed IT infrastructure. Though
many criteria on the assessment of IT infrastructure can be considered, the survivability assessment
is treated as the most important one due to the essential role as an infrastructure. While assessing
the survivability of some given IT infrastructures, we can not only choose the best one among them
but also improve their survivability by modifying their structure and security policies. In this paper,
we propose a DMKB-based assessment system on the survivability of IT infrastructures, where
DMKB is a kind of database which provides the known vulnerabilities and defense mechanism for

many system components.
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ARz HAsrtmer 7, oo did AAQ Fokd,

Al2g gl olE A 33 F Al 9 3(20069)

g gl dig e AAYSE AFsin A4l
B AYEL FsiAbae) =79 5“‘""3} A|&F A}
& 2 FF, 499 AZse HIA, 015 B3 o|F
e 34 48E F40.8 3= Condition DBS} oo
e AeS 3l HIHS AASIAG AxE Bnte
A% AlaE Y4EE FEEiy 4F B 3 @ 4

AL HE3= AR Action DBE FAHO Yok
DMKBE w9 2@ 37 zro] Al2¥l Aok ok,
T3 ARE FHo=Z 3l Condition DBS Y A)
A, Al2" AR e, 2R A4 5o disFe A
A= Action DB #AE F3 T4 Utk

R ————
Condition DB Action DB

1) System Specification 1) Vutnerabiity Removing
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3) Attack 3) install Security Policy

2% 3 DMKB Schema
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Aim Install Security S/W
Condition OS(Version) : Windows(None)
Platform : Al
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MisinterpretationOfHeader_OutiookExpress

BypassingFiltering . CutiookExpress
Action Instali FireWall

Brnowedge 2 -
Vulnerability Removal

OS(Version) : Windows(None)
Piatform : Alt

Service(Version) : Outiook Express(5.5)

Am
Condition

MisinterpretationOfHeader_QutiookExpress
BypassingFiltering_OutlookExpress

Action Upgrade Intemet Explorer version 6.0
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4.1 28t A|A"(Complicated system)

E AlEle Ady s 2dstn Qe U5 AlaH
9 HESza Jdxgonk AlAFe T AREE
Windows 2000, Windows NT, Solaris 70|t} & {E
A=A Azl Ztzte] Mule AEAHo 2 FREAT
Windows 2000 A®¥>} F A¥ o] Windows NT A
He F A7t Adz 25 & + ¢ dE gy
nEy AWz 4= Qlok Solaris 7 AWE o) 82
SHA T BEE P MulAE AFsa AT gk &+
At A= i QlzeEle) Heulas ISE S8 Al
Fshe YAjHlzolth
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Bt didel He A e A" dis] &3]
A8l FYF L9AAE AMEsle 5 /i Windows
2000 MW E Hrigch 4o Al2"e AT YA
AE AMEEAR Al2"e) Bt Adele oA griH
I Yok E o2 §9l Solaris 7 Al2"e Aee ¢
EZY LS 98 29 FA Az"loltt 4y A
Ho] a3 ] Muj2EZ= Apache, SSHE F4loz2
B7FE ATk

A AR A9 Fee PYAavizet 1R IS, ISAP
[E9] H&4 oiEg AP o)F 7dtez 279 A
Hj2 o] AEAGY uid Foghs A& Aok

T WA Al ASE 959 2000 A2 Yaus
o} #AR IS, ISAP], [EY AENS A3l Hagk
< AE§.

Al
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Windows 2000 (Web service)

‘(’Qt:;(i‘:vnza?g? Condition Action Y/N l:;tf
NoCheckParameterCondition EnabledGainFileInfo_IIS Patch MS_q269862 Y
s CGIFilenamelsDecodedTwice ExecuteArbitraryCode_IIS Patch MS_29787 N 333
CGIFilenamelsDecodedTwice ExecuteArbitraryCode_IIS Patch MS_29764 N
StackOverflow RootShellCreated_idq.dll Install MS_30833 Y
StackOverflow RootShellCreated_idq.dll Upgrade Windows XP N
ISAPT StackOverflow RootShellCreated_idq.dll Install based on OEM Y 500
StackOverflow RootShellCreated_idq.dll Patch MS01-033 Y
StackOverflow RootShellCreated_idq.dll Restore OS (patch set) N
StackOverflow RootShellCreated_idq.dll Install MS_30800 N
UnauthorizedCodelnjectionInCache_JE
E Gainlnfo-Path_IE ExecjuteArbitraryC(;de_]E Patch MS_q286045 Y| 1000
Result 5/10 Average (%) 61.1
® 5 Wyl MEY2 A - 2
Windows 2000 (Mirroring of Web Service)
(%sz‘:_":i?_(:gg) Condition Action Y/N }z(f/:f
NoCheckParameterCondition EnabledGainFileInfo_IIS Patch MS_qg269862 Y
s CGIFilenamelsDecodedTwice ExecuteArbitraryCode_IIS Patch MS_29787 Y 66.6
CGIFilenamelsDecodedTwice ExecuteArbitraryCode_IIS Patch MS_29764 N
StackOverflow RootShellCreated_idq.dll Install MS_30833 Y
StackOverflow RootSheliCreated_idq.dil Upgrade Windows XP N
SAPL StackOverflow RootShellCreated_idq.dll Install based on OEM N 133
StackOverflow RootShellCreated_idq.dll Patch MS01-033 Y
StackOverflow RootShellCreated_idq.dil Restore OS (patch set) N
StackOverflow  RootShellCreated_idq.dll Install MS_30800 N
UnauthorizedCodelnjectionInCache_IE
I Gainlnfo-Path_IE ExeiuteArbitraryC:)de_IE Paich MS_q286045 N 00
Result 4/10 Average (%) 333
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Solaris 7 (Intranet)

(Is:tlrz::ie’i) Condition Action Y/N }:;)t;:
Gainlnfo_HTTPDVersion Set http‘;fg;‘[fu&girl;]eﬁ(’ke“s Y
Apache RootShellCreated_snmpXdmid StackOverflow patch sun patch N 50.0
StackOverflow RootShellCreated_Ipd Patch Sun_107115-08 Y
StackOverflow RootShellCreated_lpd Patch Sun_109321-04 N
StackOverflow RootShellCreated_lpd Patch Sun_109320-04 Y
Apache EncryptedPasswdComparisonError_ssh 100
SSH ExecuteArbitraryCode_wu-ftpd Upgrade SSH Secure Shell 3.0.1 Y
StackOverflow RootShellCreated_lpd
Result 4/6 Average (%) 70
® 7 B¢ ffEYX 2
. . WinZK WinZK . Decision Essential
Service list (Main) Rel (Mirror) Rel. Solaris? Rel of Rate(%) | Services
s 333 AND 66.6 AND N/A 66.6 0
ISAPI 50.0 OR 33.3 OR N/A 33.3
1IE 100.0 OR 0.0 oPT N/A 100.0
Apache N/A N/A 50.0 OR 50.0
Apache/SSH N/A N/A 100.0 OR 100.0
Result Survivable Decision (%) 66.6
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