7-3-9

dAT Butd ARFANE AF B4 47
(A Study on Analysis for Secure M—-Commerce

Transaction)
o] X1 (Lee Ji Yeon) U
0_]:
XN FAA e Be muld ARYAY Z2EISS NAYstd 44 2 AS BEe B8 ALE
o 7 A% $.54 YEYS BopdA Hed GAsdn dASY we z2 %~4 Bl o

FEo] BHEY THFH I St A, 27E jt=9) §443 tjEo] CEPS dA4AH &S
o] &8 Rutd AANAY FFo] E AFE& I3 Yt B =FJMT FFF 7d’2‘ WS o83
AAYAY ZRES B EAS 948 dyd il 71+, CEPSAIA A3 7nj ZZE
g9 B HYHPe BAY nixger Fuj Z2EE B HFHE AHAS]) AT At
& AF s

Abstract

M-~commerce protocols have usually been developed using informal design and verification
techniques. However, many security protocols thought to be secure was found to be vulnerable
later. With the rise of smart card’s usage, mobile e~commerce services with CEPS which is
one of e-commerce transaction standards has been increased. In this paper, we describe a
methodology to analyze the security of e-commece protocols and identify the security
vulnerability of the CEPS based good purchase and e-money load protocols using formal
verification technique. Finally, we discuss a countermeasure against the vulnerability in the
purchase transaction protocol.
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3.1 Casper(A Compiler for the Analysis of
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4. CEPS(Common Electronic Purse
Specifications)

CEPSE AzAIZY] 43 ¢844 2% AR
To2 1999dd AMAHA[1]. CEPS] &3
< FARo2AE J5T ARG TN
1 €71 A% 24 7% 2 27AES A5t
Zolt}. CEPSY) FddE A9 F2 7)
< EEL FUSHAY ARFEESASTE
Aoz FEAY 4E Eo|, CEPS EZFo
2} A8 715 S AUt &vE SI=E
AA & AH|AE POS(Point-Of-Sale) ©%7)
B3 AAZAG AMul2E o]&3A "k
PSAM2 A3} HE ol4% B Fol& 3
374 |t E =FAx PSAM 7159 #9Y
9 Bt HYHo] dsT AdFstnA gt

[

a8 o

i
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1. Card -> PSAM : Ceert(IDc, PK(O),
{IDc, PK(O)}SK(CA)
2. PSAM > Card : Pcert(IDp, PK(P),
{IDp, PK(P)}SK(CAY)
3. PSAM - Card : Debit(NT, {M, Kcp, {M,
Kcp, Dp, IDc, NT}SK(P)}PK(C)
4.Card -> PSAM : Purchase({IDc, IDp, M, NT}Kcp,

{M, {IDc, IDp, M, NT}Kcp}SK(O))
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[Fig. 2] Purchase
sequences of CEPS

protocol message
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1.Card —> I_PSAM : Ccert(IDC, PK(C), {IDC, PK(C)}SK(C
A))

2. I_PSAM -> PSAM' : Ccert(IDC, PK(C), {IDC, PK(C)}SK
(CA))

3 PSAM'-> I_PSAM : Pcert(IDP, PK(P), {IDP, PK(P)}SK(C
A)

4. I_PSAM -> Card : Pcert(IDP, PK(P}, {IDP, PK(P)}SK(C
A))

5. PSAM —> |_PSAM : Debit(NT, {M, KCP, {M, KCP, IDP,
IDC, NTISK(P)IPK(C))

B. |_PSAM -> Card : Debit(NT, {M, KCP, {M, KCP, IDP, |
DC, NTISK(P)}PK(C))

7. Card -> I_PSAM : Purchase({IDC, IDP, M, NT}KCP,
{M, {IDC, IDP, M, NT}IKCP}SK(C)))

8. I_PSAM —> PSAM" Purchase({IDC, IDP, M, NT}KCP,
{M, {IDC, IDP, M, NTHKCP}SK(C)))
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