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ABSTRACT

To utilize actively the agent which is one of the elements of revitalization of Agro-Foods Mobile E-commerce, an essential prerequisite is
agent security. If using partial PKI(Public Key Infrastructure)-based confirmation mechanism providing security for the agent, the size of
agent is becoming larger, the result of the transmission speed is slow, and the confirmation speed is tardy as well because of performing
calculation of public keys such as RSA and needing linkage with the CA for the valid examination of certificates. This paper suggests a
mechanism that can cross certification and data encryption of each host in the side of improving the problems of key distribution on agent by
shaping key chain relationship. This mechanism can guarantee the problem of key distribution by using agent cipher key(ACK) module and
generating random number to fit mobile surroundings and to keep the secret of the agent. Suggested mechanism is a thing that takes into
consideration security and efficiency to secure agent for the revitalization of M-Commerce, and is a code skill to make the agent solid and is a
safe mechanism minimizing the problems of memory overflow.
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public void startAgent(){
if (shoplist == null){
shoplist = getTrader().getProvidersOf("BuyFlowers");
go(shoplist[1]);
break;
}
if (shoplist[shoplistindex).askprice(owers) < bestprice){
bestprice = shoplist[shoplistindex].askprice(owers);
bestshop = shoplist[shoplistindex];
}
if (shoplistindex (shoplist.length - 1)){
buy(bestshop,owers,wallet);
go(home);
if (location.getAddress() == home){
location.put(wallet);
}
1
go(shoplist[++shoplistindex];

a8 2. sAE(EOR) Fof oojHE
Fig. 2 Purchase agent of an Agro-Foods
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[Step 2] m,: D — H {ENCJ#(RN,

Home?

[Step 4} m, : D — H{ Identp, H(m,), M{Accept)}

[Step 1] m,: H — D {ENCP*(RNy,..), Ident 4, Time— stamp, Acc}
RNDC,), Ident y, Ident p, Time — stamp, Acc}

[Step 3] m,: H - D{ENC?”(RNDet), Ident y, Ident p, Time — stamp, Acc}

Ident; : Identifer of Home Host, Ident g : Identifer of Destination Host, H(z) : hash Function
RNy, .. Random vmber of Home Host, RN ,,: Random vmber of Detination Host,
ENCP#: Publickey of Home Host, ENCH: Public[(ey of Desination Host

m;: Message, M(Ace): Acceptor Reject Contents, Time — stamp: Time stamp

08 4 & SAEQ XX SAEQ AT AT HA
Fig. 4 A cross certification process of home and destination host

ol ole} £k 7= (obfuscated code) S
Ao Aol A& P A e FHAEYANEE B
7V kA sHEo] o o] HEE X G 3t} & DoS(Denial of
Service) 9} 22 342 A AN T B} A A TS A
AeAY B arE BiRst A A8 ATEY I
AN TR AYEA S T g A5 FeE oG oA
A 32Eo] o] o] FolA] =), o] B9, EHY 2 L
g o] 43}o] A3 AZ+g A 23} DoS9| FHORRH
Wojgith 2 i o)A ETL M2 A= E B <t
A AP ey YslM 45 JE AL FPet

Aol

1= 4429 Ao tjg Zufd AAHNM T 52E
7t ol o] ME S BA 2] 2E Bty 714 314
=2 EXA] S do]AEE W47 A
2EZF AR e TAEQVE AAE
Aolth £ BAH2] TAEEASH ool HES AT
ghe gl (E2E)o A BuUlgtErteh 48 oojdE

XA 32BN 2 A& A E BAE7] 98] A}
e 43 AT Aotk & S2EAM BAA] Z2E
2 A49e Uyegd = H-D2 T8 FTh
[Step 112 & 3.2E7t m & $AE of 4T I+
(AN )8 B A 3 2E9] Z717]15 o) &34 ¢33t
o F FE33 g F 2B FANMent )T T
So] HAA A 01] d&ste Aot Time~ stamp
€ R8s gUste AU 2 e TFF RE
HAIA g2 A4 Y *Zj.(replay attack) © 2 5.8 B 5 gt}
[Step2]= SH A 2B G353 9 F ELES P
TF(RNpe) T A1) MBI 2 FF 351 & $2E9

TS ol 83X 43T FHA S2EQ GF

(RN,) R & 32E9} A% 32E9 8lxtel 3t &

BXAEZ AL3E AAo & ZAEE e YRS &

Aol HjE7| & Eig} gk o &, Aol AT W
-]

_1

[Step 3] & S2E
2 B335l 543 ii_‘ii A& GT(RN o) Sk A
Ao} A 1 QA FF (AN, ) B LT
T(RNDee)T?T =
$ e A BAC2RE BE Ui, S
2 533 sAE0 s} B Bof BHA) ZAER
Agete Aot E Z2EE B33H3A A& 544
T2EY] GF(RNp)E F Ao e dgor B &
2Eo] Bt BEXz] T AEE L 48 2] v

712 BEA GF(ANL)E LI, A0 AR
F(RNp )t & TLEM EE HF(RN,)E W@

(Step 4] 547 32E7 § S2ERFE L G
F(BN e}t AHA 0] 7EA 2 G R (RN,,) S H] S}
o F &) 2T F ILEEAFET F ZLENA

Accept A1 A} & A43He FHolt. o] B o) N Z3 )
F2EE o8 7t AR (FAA), FF, Time — stamp)
of 71x8td 2FE& FH(Ace=Accept)d ALt AH
(Acc=reject) S AA 7] $HE 3)joF 3} A7)|A 2&
A5 2E7M AR ARES X A E BT
ol e wg o] $@Th wet 2AA BAES} 2 2%
S AESAY FEE AT I v& AFDE AT
= o2 AR E £t

1577



S FA R EA T3 =7 A A10H A9Z

320 0lAE F A 1A dolg BRI VAYF
oﬂolzdza *‘636}“ Z2ET dolAENAYG 5
BHE ATHEE oo o2 o o]HE Ho
P 2 AT g Ak olH} A HI &
A2ER Qd FAE g 2utd AA Y} o] FojAE
T ool NES FAA BT 428 Avbo] gt vo]E]
B3 7} o] Fo| Ao} gt o o] HE o] 7} utd A
oA ALEE o ALgRle] Q= FRI g H R
9 - AZHAY AR AT L F - FARE A E B
3= Ao Ui AFE B do|AES FAY BAF
<3 A3} go]gdl 3 BE 7T o] FOJAEE 3t} o]
o ol o} M E 45 5} 7)(ACK)E T8 43 718 AT
ok ARE 71 7] UL A ofojHES A4
o] o)A = JUEEF G} do|HEE & T2EA
2939 dY AREAH A FIAEZ HE }gb
&3 H3 & AR a2 RA A oo HEE U
Ao xEHo FANS B v 01% 1011&&«1
8743 do|g =3 B3 #y) o $
#7} o) FolX = Butd FAH A= ol ai g %OM
B to] Mg ojo}k Fhr}.

a3 d 2t A A diol8) REg FALE R

]

I
r\r Nlo
Mo
I o

L 32

237 93 7129 B47) 7)6ke] 7] T2 E FojL} PKI
71uke) g Mot G5st GaelEE o] &8 B¢
Al2dlo] gk oW B =7t o] HAT Bk ol FA
Ezjgo] go] A3 A Hrt.

——{ o ot pesiion Host |}—

T
{ Bash F
function %

»»\m\ww,[. =]

=

\-RN“/) Bash g
® \

tunctxon

Itinerary Tinerary

a8 5 oo|dES 2ZEN BET HOIEHES
HAHIE
Fig. 5 The integrity guarantee and date protection of
agents

1578

/g o) glofof g
Zéi‘ﬂl i3k o o]
A& Aot @t} o] F
5]9} 2ot ol 3N G
1%3}74 9%“’ &LJ—J Y34 AY 355 A
23teta o] 59 24 S 98 Y% one-way)
£ AH8st AQ #AE FA T o] e A
= E*EQ} dje)AES] o]F AR 9T =
to o] F-o 0t} o o| M E w0l ¥] &5 5}e}
A 2L AR dAUESS F o A

i
rhu
off
e 4
sl
0%
X
s
o
ol
o
r >

X o
Z =
% o
B o
My S
L_\'_
L)
r10°>~
_ti
n&‘i-{n

M % m

mlo

_%
£ oy

(‘3:?‘&0?:;]:112(?:‘..1‘10

oX oo

o o

o =

o E8& W5 ENC, & AN F5d A%
B4 57] A8 )5 ¢tk @ o] HE b
G5 3tE o] o o] AE o] F A Fol siA 5
EZ O|F3. O WY B2 A 453t 7]
52 o] g3kd #A] A2 g ANCEY o A
&t ® AR " A 7] ANCEY = EHR 32ES A

AE oA A A E FAste BASE UER O F
S2E9 A BATL BAY ANCEY o} AR T

EqA AR E B dF RN, E ©]88H4(@), ool A
EdHE %iﬁ}%‘-’? 1= 1%*3”3“4

®@ A" ¢33} 718 o] §3to do|dE HolHE
LR gisd @ FE 3 ool ES HojE = dlo]HE
o] o]F Agol 3} thF EHA ZLEE o FHTE D
L5 715 ohAl A el AsiA A A FA el o]
Fold = JAEF Hdlth @ ENG,, & 34 Foll 93
A #A AAS B sl L A A e R
A3t ol o] AE 9] o] 5 Al F o o3 & F XA 2 Hff
A Al Al S G o] FA dlo|AEE AP
453 @ 7] AYE o] &3}, o] HET} o] FH7] 4
2ol o]F AN FEHE B3 ¥, G 3 d
34 710l o3l ) A diolEd HF 71U E BE

@
o
_\;.Lu

?ﬂ-E}- O]]O]Z-}E‘—/\ o] Jl‘f]'tﬂj.@‘b}a ‘ ]Z—]Eoﬂ
LAAA AP F F ELER Foper) do]AET}
FEAEZEOHESAEERANAY YA S

Avste] B4E ek o A58 ool B 2

WA W A2 BRI A AL BYsted EA



FAE Botd AANE A EAAR

E R dAUF

NE B2ES A0 dolHE BA @
W3t 2435 glo|g BRI} o)RoRE
2EFL

2 (=29 6], (2% 712 2}

ojA 7 o]
AAY

ﬂlN 29 ﬂ\'J‘

2|

ru,.—-r]r

Ed
9 2

f198 vaE 44
RNHome

[* Home 2] W b
Ag/\é*/

RNHome - ENCKéy
/] sle} " E "lolg ¢ 53}
ENCKG?J (Agentvatal )
11 59 HA $ 44
RNKEZI{ = HaSh(RNHome )
{1 BRE 7 &, FARA AW A i
Agent Migration (RNKeyi)
// Hash Chain Relation.
RNKey'_——’ Destination Host

£ ol g8t} 23 7]

E°| oo|ME Ho|E &Z3let 7|
el &gl
Fig. 6 Data encryption and key chain algorithm of
Agents in the home host

a2 6 & &2

oSl &l F o] FAH oz HY
Eo AR ILEZ TR 71%
2ol B oA o] g5 dojHE %
A=) 98-L gk Y oﬂo]z—]E7}.n7}]
K qLﬂﬂﬂmriz*Ehwan
PE ZEEEY Fhaplicisn) B

7_} 2EN X 7] Ad %TRN-—RNU
shrl, :9‘_ ZAET} xgzﬁ-s]- AY B A

=

24

Ulo -ﬁ =
o o L
_84 U 3’4 U =
o 3}0; (—)?L‘ }g‘l ok
rir m o

=2

IS
,]

|m
2okl Moo o= ocfr (>

J.L
o i g

N e = 7}‘
DL_-»;,: 71E A s, xg/ﬂg otF 718 o] &3l ol

Hlo| B & §E 3} ENC,, (Agentpu,) T I % 3]

£ o] &35te] U Wk S{AIHF Hash(RNy,, ) & A
L AEE 7 e FRA MYz Ao AsE
? —’F &3 lﬂrﬂ«lfﬂﬁﬂ*} A AV, & BA
ZEZ HFo] o] Foj A
A o]HEE F

==
ET}C.

I eleldE #4
I8 E #A A
Key;
A G A
RN,
f* Aol 2 gt 8lslr] 91§ 433 7]
)%Mé*/
ENC),, = RNy, ®RNy,

1 AV E Blol8] ¢t 5 8
ENCy,, [Agent data)
/1 g A A g A4
RN, = Hash(ENCy,,)
JAR A B BHA AN RS

Agent Migration (RNKW)
1A A BA WAL

RN}( " "—) Next Host

€Yi+

% 7. X TAEQ OO[ME HolH 2Fsiet
7| Mol gnelE
Fig. 7 Data encryption and key chain algorithm of

Agents in the destination host

HEE dzslsts] s 4% 7](ENC'A29)
& 32 E gAlghSo] o3 A A 3t RN, S
HA g2E7t 3"&&5_ A U 2NV, F o] &5t A
K HE HolH g ¢5stdin. &
o] W E 9] o} F A H o 93]
@t} §9 93 7] Ene,, =
33k s A) W) Q) gt Hash ENC’KW) [}
o L3 He
o 4?* A Rﬂ"‘ BN, &

ot >
>,
]
=2,
2,
Y,

AT, A4 E 7]
A § B o
HAgsted o ol3

V. 0| E 8 Znte} XY BY

HAR Al HET} o 58 dol = o] W E Ho|8) T
3] mEskE g el o8 o T 54 3

Ae AY B P sted o HE HlojElE YB3
£ 349 R AYE 2Aer) A9 (29 819 20| 94
A2l FaelFol ] o Ko Ak F BLENA o o)
Edolts dE B4 4N Y FololHES HolHE

Q1A o RolAth. ¢3E & Fol WA nE 7%

1579



SR GA R BT =52 410 A9E

£ 4P 292 Aol HES Aol Bl e

F52EY Fas ARG AR AT Y o) FaFH

Az e ot sjolHEE BYHOZ JTS 54
&3 0|55

————Reda mn e IRandom Number
ENC 4 (eomryted Agidora ) : pros n“

and ENC home host key|
p H
" RTN: re n,wmu g mnlz R

—_
Agt data running

J% 8 ofo|ME o3 ZIYRZA D Holy B3)
Fig. 8 A execution result of agents(integrity guarantee
and data protection)

do|AETL FARA FAHULS B3] AshA
}ﬂiﬂﬂﬂﬁﬁﬁﬁﬂﬂwhﬁfﬂlﬂ“ﬂ
Ao Aol w1, 2 S} =oo|HESE -
A HEAFS BN dolEl e 3 }
2 0] thaf A7} o] Fo A of Fr). By

17t A2 e o 9257 gee welE
A A FFE o] 43 A Aol Tk %

xr}'-\ﬁ\l

EW
rsL'r
+

lo 2 ol i = £ rif

opr 8o g 3R gy

2 x

:>¥J

AxtZo] HA] ML B AP o HA]
tol sjA) AQ e AEA T

bele 3 A 02 R E hs}t) o
oA WHE A WAAE = olojHol g 250 F
.0173%%%5—& o A A ta AV S &
o] Yy}t s A} FG4& o] L3}
Fo] o] FoAH & uf FA

LAZE AUE A

[o}

ol

do o
=S
02: oN

ol

o
i
-9,

oz W
>y
L go
-
)

o
o
o,
}Oll
o, =
R

o ¥ o K N M 2 o
o
o

o
2
2
o
|
)
sk
)
Ho
oH
h)
ﬂN_{
l
g
>,
)
fu
lid
Al
2
B

—
Lh
(o]
<

s} & RNCEY 3g Folof gtk 187 QA=
7——”1 AE F4AA% FEE A YA AT AU

RNy )3} RN, & Solol 3ot ey o] 59 342
”asiﬂﬁvﬂ“ﬂﬁﬂ*4W2ﬂwiﬂﬂ@
o dist FAM L HAE 4 g}

A, A5 % - FA AR Az A4Sol.
ol FAAT o= st AAL ZR AN Aoz
ALsA dZdste dndES AAstE A
FA4 94 ADE g2 4esher] 4 EAAE ot
7 sl A o] £olA & FZo|t} o] 2 8 #3
ool HE HlolEl & S Z3tod oo H o2 o] 45 & o)
dRste FHoz 4R o2 A AL B2, FHR
9 FIA] A¢1L FAshd AAHQ A AP E 91733
3o\t ok o] HETL F EAEA St
At} sl 522 2EZ 0)5H7) Hol FF0| o
FolAL f 7hgsith 2 uiA g B F Z2ER
HEgote ] ol del o] Al Aoz HE Fojok
Ak A o, o A A& o] 84 0 2 Tt AR o) 2
o} 4 4 gith. ke, BAES} BAE Thol 435 2%
S BN AZEANHSHUE W oo]HET} o] 5T AT,
Aol HEZ} o] FHH A #2l Yo7 oo]AEY H|
olElE BEE F NS %57 E YAste] Fistst
7l g Eolth & 4 3AEE $AE A AUARN,, & S
Uk St et RV, off &3} AN = & ol o] M E b]ojE)
9 @3 I)(ENC,)E Fotok dth 4E 7)1 A A
A F)ol| oJA AYP o o)A 0] AYH R o]Fo]
AR oW of et tifo] FF AR AL sk o ol
O} & RN, = Hash(ENCy,) A ¥/ 0] Hoof gt}

82 o)H e R FAL =T A3 o
AUFAA = o] Fo| A 4 Qith 2181 F T2E o9
AE7} 48 232 /A1 HE0 oA § SAE o))
A SA] g o] B3t A R AAGS HF 8] fE
ol kg o] A E| gt FHAAEY t2 AV, =,
A% 37 Fol HalM = rHsHA BB 7} o) Fo et

ol

fmoeel B

o

=z
=]
z
=3
%

V.&2 B

woked AA % o) B39} 2 BEA YOI F2A
932 Qe ool AES E&A WA A4 o] B
AsIA A G o] WE B 7} B % Holth. oo & =



X3

A8 2ok A9 98 B ool BE naiAUF

FAAE SRS 2uld FAYI} RE&H O 2 o} F o
A7) A8 2ot @70 g3t ol o] HE A 2wle] 2l
B3 QoolHES] 8 A3 B E A% B wFAY
& AXEAAT 53], 49 T2EY do]dEY]
FHOZHE Jo|AEEZ BF317] Y3 do]HE dlo]
B B3 FAN B dAUE] QuE S AA
AGe WAYZ S o] HE to]E] nE o} T A4 B
S A8 434 dFE At olo]HE Ho|HE ¢ &
385 JALE 43 712 AASA) g do|HE
T8 AR dlo]H & A ¢x sty AN £33
B 4 ok el a Ak H e Bupd #FA
BAT S U= vEN A BT L ndto AN
op2 R eMEZ LI HAEE EAYE AL
3} st Tk B9 op] 2} AR A Bl 9] o o} B E B ko)A
Bol 2o|a gle PKI S o] FA7] 719ke] ¢33l ¢
2| &) vl& 27t W2, £ 585 123 MAC 7]yt
A4 WAUF] Ze 7] Bl EA40 g AFE A
2 AAGAT. 22U AAB AAUZ L FAE R
vt AN E 3 e FAA o] HAE ek g of

OJME &3 728 AYx Ju.

1]
rot

Ik

(11319, “s& ZEs F A AA B3 47", hEF
28k |, A1 A|3E, pp.75-93, 2004

2] 1t “F e o wUE dE]]e] a4,
DDATH-& & A 43t} ofwlU ¥ 214 st A
¥ A&, pp.5-24, 2003.

[3] G. Karjoth, N. Asokan, and C. Gulcu, “Protecting the
Computation Results of Free-Roaming Agents”, K.
Rothermel and F. Hohl(Eds.) in Proceeding of MA'98
Mobile Agents, LNCS 1477, pp.195-207, Springer-
verlag, 1998.

{4] N. M. Karnik, “Security in Mobile Agent Systems”, The
Graduate School, University of Minnesota, Ph. D. thesis,
October, 1998.

[5] T. Taka, T. Mizuno, T. Watanabe, “A Model of Mobile
Agent Services“ in Enhanced for the International
Conference on Parallel and Distributed Systems,
Pp.274-281, 1998.

[6] J. Y. Park, D. 1. Lee, et al. "One-Time Generation System

for Agent Data Protection in Mobile Agent Systems,”, in
Journal of The Korea Information Science Society, Vol.
28, No. 3, pp.309-320, 2001.

{71 N. Karnik and A. Tripathi, “Security in the Ajanta Mobile
Agent System”, Software- Practice and Experience, 2000.

[8] F. Hohl, “A Model of Attacks of Malicious Hosts Against
Mobile Agents,” in Proceeding of the ECCOP Workshop
on Distributed Object Security and 4th Workshop on
Mobile Object System : Secure Internet Mobile
Computations, pp.105-120, 1998.

NPNEY |

A & =(Chang-Ryul Jung)

A

AT gsiel B
2% (44h
cAMEA gty e
Beta} (4]
20033 6 : University of Alberta, Canada, Visiting Researcher.

# 24 & oF : Information Security, Mobile Agent, Image
processing, E-Commerce

19994

20053

& A Z(Jin-Kook Song)

§ 1990 Z-fdfjsta thard AR

. 2t} (A
1998 o HSR ek A
Aot} (2

1998
AT

A~ @A AF VA AFEFRE B
2, 97358

of: Z2 e gdof

2 A FJinl-Gwang Koh)

198213 F- st BAAA &

(&b
19843 Z- i st o &) Ax}A
ket (A

o
19973 Z o 3t o sk A A} A ket (A}
1997\ ~1998'd Oregon state University. 7} ¥&] 3-8
=g g
20013 39 ~2002d 89 =i st A B AL
2005 39 ~ @A Moyt Faoet &b
¥ JAEoL: dolEHo) 2, AR AY S} 1 gt

4%

1581



