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Identification of Auto Programs by Using Decision
Tree Learning for MMORPG

Sungwoo Hong*, Hyungil Kimﬁ, Juntae Kim'™

ABSTRACT

Auto-playing programs are often used in behalf of human players in MMORPG(Massively Multi-player
Online Role Playing Game). By playing automatically and continuously, it helps to speed up the game
character’s level-up process. However, the auto-playing programs, either software or hardware, do harm
to games servers in various ways including abuse of resources. In this paper, we propose a way of detect—
ing the auto programs by analyzing the window event sequences produced by the game players. In our
proposed method, the event sequences are transformed into a set of attributes, and the Decision Tree
learning is applied to classify the data represented by the set of attribute values into human or auto
player. The results from experiments with several MMORPG show that the Decision Tree learning with
proposed method can identify the auto-playing programs with high accuracy.
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WM_KEYDOWN 57 14624 1540664
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Software type auto
program

Hardware type auto
program

Mu Maple Story| Archlord GoonZu

Attr. | Gain | Attr. | Gain | Attr. { Gain | Attr. | Gain
a07 10926 | a23 [0.745| a22 {0.778 | a06 |0.711

al7 10.820| al3 [0.732| a08 |0.740 | al0 |0.684

a0l 10.789| a09 10.684| all |0.687| a0l |0.640
all [0.670] a05 |0.656| a06 | 0.599 | a04 | 0.570
a04 10659 a03 | 0.651] a04 | 0.417| al4 | 0.506
al4 [0.628| al9 |0.606| a03 |0.416| a20 |0.485

HolAE 2 4 AE 7150 T} Al A &
=7k 744 e wEely] WEelth lEHez AY
ZgololE AE T2 ARG AN AYL 53
33, A& vl9x WEY Alzhe) g BZ U}
AY Edolojrt A5 Tzadun Ao

%4 01& AA) o|WES £52 ojaZSE A
93 RE AYoN ARESTo] B 49 T &
Aol xgETh FolM a0lo] 173K & A$ AHE
Z2I9e o17% AFE B & et o9
2o olfrE A Edolole dAoZ A% =2
agel wis) WA AYL AW GEojn G
AY Eedlolole) Walx LA & A7) HRolgt.
T3 AT TP A AN RAZ I
P9s 2 WANZD F Yok

B 58 Z AQelA A £ o] 4d 25 A

=5 Ued Aotk ZE B¢, £ =EAAA AN
AE Taad BF ol 93% o4 AEHES
Uehdch 23 528 28 87xE & AN
C45 AR ER LaZel o) Y BHES
Uebi,

B 5. A S48 ol FE

Hardware type auto Software type auto
program program

Mu Maple Story| Archlord GoonZu

Attr. | Acc. | Attr. | Acc. | Attr. | Acc. | Attr. | Acc.

al3 0648 | a0l | 0.555| a02 | 0.412| a24 | 0.356

all |99.4%]| all |95.1%| all |93.9%| all [95.9%

<=12763.25

sp_cont_ave

<= 318.03

sp_kind_ave

total_event -

> 12763.25

> 318.03

a2l 5. 7 AlRloliAel ZEERI(HEL = 99.4%)
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<= 0,99

<=117.22

> 134

<=117,83

J% 7. ol3zE AHYolMe HEER|(HAT = 93.9%)

Aoz A4F ZzaYL A B ololny

o B oHES BAAAY A HA olfe AF
]

{=23.45

autokey_ratio

> nree

935

autokey_kind _ave

> 2345

> 0.99

k_stroke_ave

m_stroke_dev

k_strake_ave

a2 8. oF HUdMe HHER(H&T = 95.9%)

7 A% Mz 4YSA. E 6 o2 s
W5 2 S HehhAS F AYS o

Z2ade AQ Bdololng 7% Ago] HFH  oF 287 ALANE dYEet 2 IGEF
oz w27l BEod, ¥ WA olfE Be At
QoM AF TEade AY 4B ANSA e E 6. OE TS Jluse £F YuE
7] W&o 53 AFE 43438)7] Y3 vHEZ<Q oyl Hardware type| Software type
EE PN fRolch 3 A4F ZEaPL A Classifier [ Ty UL Pro@TaM | verage
¢ Edololrtt o B2 oWES LA A 7 Mu Sti)li; |Archlord GoonZu
AR MIE Yo A% AY Faolonrt 9 [p——
0, 0, 0, 0, Q,

53 5 oJWE B4 Azl g AR Ak 2 Troe | 4% | 95156 | 939% | 9% | %1%
HEE oJWE AHL S0 wet £H5e =7 Multilayer | o5 10: | 91 904 | 98.09 | 975% | 95.7%
2 e 2AED GGe AT oYL pe  |Loceehon
g Ea B 2 gk Eggﬁrbisrt 97.2% | 90.2% | 95.9% | 97.5% | 95.2%

F713 o2 ARFED o9 NAggEF 7|YE o

TrhHes AR o g 71E e ol Nave | og 0o | 93.19 | 96.69 | 91.9% | 94.2%
$3] 59T UY PPO 2 NANE Jgs | Bayesian
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HEM L, olZ 2= AY gt 4Pl o3
HAEE 7o) 714 53 2945 Jehiled,
T3 Ao M e k-NN(k-Nearest Neighbor)o] 7}
2 e A S Jeuddd H7 AgcE e
Ao sl Bl S YA, 2HED
o) ThE 7IAGGE vld) A T2 aPS B
feted /Mg ¢4 £F =g Y

A% 2P AGHE AR A 255}
Zzadolr AF T2aPe o

APe APk
¥ 715 g 7D Qov, shEde] WA ez
e

3ok AF T2 AL vy
A

o $AHE ALY
£ 223515, oWE Ads
oJg3tel AREY H5e
e AE.

WA Felolo) A

HYE 9] d=

5o A% T2y ¥x

oHIE AB2 YL
ot A5 ZTRaPo g %
% olMES 339

Azbolu} A\zbe) EE A, oJME

£

ol £ dlolHE o4 H) S
guizoz AF 2P L AY ZHFolojnt
B2 oHEE BT FYF FF7Y oWE A}
olg] Bt AlZtelut REHA Fo] AY Ed ool
o} otk 4719 M2 g8 LAY B =&
ol A Wylol AT ZRIABFL TS AFYT T
H2E = Aok AE A¥e 5T FAsA
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