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Modeling and Implementation of Firewall and IPS for Security
Simulation on Large-scale Network Using SSFNet

Yong-Tak Kim', Tai-Suk Kim"™, Oh-Jun Kwon'"

ABSTRACT

It’'s difficult to check cyber attacks and the performance of a security system in a real large-scale
network. Generally, a new security system or the effect of a new security attack are checked by simulation.
We use SSFNet to simulate our security system and cyber attack. SSFNet is an event-driven simulation
tools based on process, which has a strength to be capable of expressing a large-scale network. But
it doesn’t offer any API's which can manipulate not only the related function of security but also the
packet. In this paper, we developed a firewall and IPS class, used for a security system, and added
to them components of SSFNet. The firewall is modelled a security system based on packet filtering.
We checked the function of the firewall and the IPS with network modelled as using our SSFNet. The
firewall blocks packets through rules of an address and port of packets. The result of this simulation
shows that we can check a status of packets through a log screen of IPS installed in a router and confirm
abnormal packet to be dropped.
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RuleHeader
Name Description
no T WE
proto_no ZZEZ HUF
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action o] HA g BT AH
srcAddr FA2 IPFA
RuleHeader
srcPort FA2 TEWS
destAddr EHZ IP F4
destPort 2Xx] TE¥ND
flag 73 F4 ePA8 2H
Rule Option
Type name Description
tcp_falgs SYN, FIN, ACK
TCP tep_seq AlEE W3
tep_ack ACKe ¥E
icmp_type W A1 A ey
icmp_code | WlAlA] Z=
ICMP
icmp_id Wl A]A] ID
icmp_seq AR ¥
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router] id 2
interface [ id 0 _extends .dictionary.100BaseT]
interface [idrange [from 1 to 2] buffersize 16000]
# SSF.OS.IP dl4ld]
# SSF.OS.SIP 222 Aot
ProtocolSession [name ip use FIREwall
Firewall [
Rule[ id 0

srcAddr 0.0.0.6

destPort *

destAddr 0.0.0.10

destPort TCP

graph[

]
Rule[ id 1
srcAddr 0.0.0.6
destPort *
destAddr *
destPort ICMP
]
Rule[ id 2
srcAddr 0.0.0.10
destPort *
destAddr *
destPort TCP
1
1 # end of firewall
1 # end of ProtocolSession
ProtocolSession [name icmp use SSF.0S.OSPF]
] # end of Graph
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** Running for 1234000000000 clock ticks (== 1234.0 seconds sim time)
1616458204 TCP host 11 src={0.0.0.14:10001} dest={0.0.0.10:1600}
Active Open

1.618720721 TCP host 21 src={0.0.0.10:1600} dest={0.0.0.14:10001} SYN
recvd

182214099 TCP host 12 src={0.0.06:10001} dest={0.0.0.10:1600} Active
Open

Drop!!

Drop!!

9958811162 [ sid 1 start 1616458204 ] client 11 srv 21(0) revd 10000000B
at 9589.62kbps - read() SUCCESS

9.958811162 TCP host 11 sre={0.0.0.14:10001} dest={0.0.0.10:1600}
Active Close

9.961073679 TCP host 21 src={0.0.0.10:1600} dest={0.0.0.14:10001}
Active Close

9961073679 TCP host 21 src={0.0.0.10:1600} dest={0.0.0.14:10001}
Passive Close

Drop!!

129.839234331 TCP host 11 src={0.0.0.14:10001} dest={0.0.0.10:1600}

2MSL timeout, connection closed
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AlertDbc

conn:Connection
stmt:Statement
rs:ResultSet
+rulecntiint
+ruleoptentiint
seobj:SelectObject[
seoptobj:SelectOpt(]
prot_no:int
dest_addrint
dest_port:int
src_addriint
src_port:int
—alertindex:int

SelectObject F& 2= &4 o] 4 Hzlo]
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+AlertDbc
+Selectindex:int
+IndexReturn:void

+GetQuery:SelectObject
+GetOptQuery:SelectOp!
+SelectOptlcmpQuery:vq
+SelectOptTcpQuery:voi
+SelectHdrQuery:void

L]

SelectOptOb
RuleDbc L

+proto_cnt:in
conn:Connection +tep_flag:byt
stmt:Statement +ep_seq:lon
rs:ResultSet +tcp_ack:long 1P|
+rulecntiint +gcmp_type:xr S|P
+ruleoptentiint +!Cmp__cq'deA| —
seobj:SelectObject]] *+icmp_id-int DEST_port:
seoptobj:SelectOptObje +icmp_seq:in DEST_IP:int

rot_no:int

GesLaddrint 0. +Selectoptoy +configivoid
dest_port:int 0 +SelectOptoy +push:bool
src_addriint 2 -
src_port:int 0. +myanessﬂe
+RuleDbc

0.y

SelectObid

0..4 tkey_no:in

+InsertAlertQuery:vo
8|

+proto_noi| 5 .
+name: Strife—

1P
1PSystem

ipHeader:IpHeader
{CMP_Rule:SelectObje:
TCP_Rule:SelectObjec|
OPT_Rule:SelectOptO|
—rulecntiint
—ruleoptcntiint

+DEST _portiint
+SOURCE_portiint
startTime:long

+action:Str|
+srcaddrir|
+srcportiin
+destaddr:| 0. .«

+|PSystem
+RuleOptSetinit:void
+RuleSetinit:void

+destport:i
+flagrint

+SelectObj
a

Ig 8.

+RuleView:void
+IPSEngine_header:bd
+|PSEngine_opt:boole
+Preprocess:boolean
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ProtocolSession2 GHHA 0.2 Al8-8t= [P7} o}
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th Z} interface) A= M H ] A7 8 HAsA AR
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ZQ TH3lo] L HEE S FL;

13 99 AlEHold MEYZ 874 Fd 10, 11,
12 9B IPS ZES 4AsAT £ =EdA4
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N

router [
idrange [from 1 to 2]
graph [
ProtocolSession [
name ip use SIP
]

interface [
id 0
buffer 8000 _extends .dictionary.100BaseT

interface [
idrange [from 1 to 2]
buffersize 16000

1

route [dest default interface 0]

a2 10. IPS HEE QI8 2t2H DML 7|5

1 1861813663 tcp 10:1600 ~> 610001
2 1867016863 tcp 10:1600 -> 610001
32 1867016863 tcp 13:1600 ~> 410001
33 1861913663 tcp 13:1600 -> 410001
34 1867016863 tcp 12:1600 -> 510001
35 1861913663 tcp 12:1600 -> 510001
36 1867016663 tcp 17:1600 -> 1010001
37 1861913663 tcp 17:1600 -> 10:10001
38 1867016863 tcp 27:1600 -> 14:10009
39 1861913663 tcp 27:1600 -> 14:10001
40 1867016863 tcp 24:1600 -> 16:10001
41 1861913663 tcp 24:1600 ~> 16:10001
42 1857016863 tcp 18:1600 -> & 1000t
43 1861913663 tcp 18:1600 -> 810001
44 1867016863 tcp 11:1600 -> 210001
45 186191 3663 tcp 11:1600 -> 210001

ag 11, 29E 1018 2333

2% 112 AAZE gA V)5S 7HA 1L E9-E 9
HEHNA By gig 21 39S el Rojok

B =EAE AoE IPSE ol AF 7A &
AR g 4= e 715 7HAT . B =&
e ARER7E BAIS Euts A i EE
gog orjxm f3f HZAA ohdAE Besn Q)
th ol E A8 AR 22AVE ALEEe AR HHul
o] T2EZF e}9] 2 i2l9] Alo]2E 2Hs {3
A& AAF 7t o2 ddsigo 2Y 12=
Z4E 1244 2 3 el goltt TCP Z2E
ZERYe AR 00014 F428 7HA ==
00010 F4E 71 == A wARS By A9,
AgA4 e TCPE SYN WA A o] ths] ACK oAl
g HU 43 dAo] o]RojArte= AL 31
£ B3 #AEE & Uk AY, $41A F427)
0.0.06914 00.0102.2 ¥ TCP WAIAE $417)
Fhot 22 EZ E1S)ol] g FH 3} YukHQ R
o] Atojzof wigh A AR PR A7 BHu
A4 ddete Adg Weg g8 & 4 ok

- Pin%(:lient received {RESPONSE 48 bytes (0/0) from 0.9.0, 10} after 0,014849726
seconds
1.616458204 TCP host 11 src={0,0,0,14:10001} dest={0,0,0,10:1600} Active Open
1.618720721 TCP host 21 sre={0,0,0, 10:1600} dest={0,0,0,14: 10001} SYN recvd
1.62720324 [ sid 1 start 1,616458204 ] client 11 srv 21(0) rcvd 10008 at 744, 52%bps -
read() SUCCESS
1,62720324 TCP host 11 src={0.0.0, 14:10001} dest={0,0.0,10:1600} Active Close
1,629465757 TCP host 21 src={0,0,0, 10: 1600} dest={0,0,0,14:10001} Active Close
1,82214098 TCP host 12 src={0.0,0,6:10001} dest={0.0.0.10:1600} Active Open
Packet Drop by IPS: 6
Packet Drop by IPS: 6
Packet Drop by IPS: §
121.338234331 TCP hast 11 src={0.0,0, 14:10001} dest={0,0.0,10:1600} 2MSL timeout,
connection closed
121,561760631 TCP host 2t src={0.0.0,10:1600} dest={0,0,0,14:10001} 2MSL timeout,
connection closed
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