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ABSTRACT

The IPSec is a basic security mechanism of the IPv6 protocol, which can guarantee an integrity and confidentiality
of data that transmit between two corresponding hosts. Also, both data and commmunication subjects can be
authenticated using the IPSec mechanism. However, it is difficult that the IPSec mechanism protects major important
network from attacks which transmit mass abnormal [PSec traffic in session-configuration or communication phases.
In this paper, we present a design of the security system that can effectively detect and defeat abnormal IPSec traffic,
which is encrypted by the ESP extension header, using the IPSec Session and Configuration table without any
decryption. This security system is closely based on a multi-tier attack mitigation mechanism which is based on
network bandwidth management and aims to counteract DDoS attacks and DoS effects of worm activity.
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- duk B3} PSec EFYE M3t F2izpl AT dAZS J1Ee2 34
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CFARA RERYE AW JRE ol8sl =G #4 me =Y
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TAHANRE ZE*
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t}. IPSec AR Elo]BolA AAH o7 HA dAS
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B8 @ Alo] B2 (Traffic Filtering and Control

block), E#j=&A4 ¥-2(Traffic Analyzing block),
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28]z 3498 =E(Intrusion Prevention
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2. HOF AJAH] M|

£ =2 Akele viA 1PSec EFe of

When packet comes from Link Layer:
Begin

[Extension Header Handling module]

IF Packet is IPSec Packet THEN

[IPSec Session Checking module]

IF Packet information exists in IPSec Session table THEN

GOTO SUBROUTINE

ELSE

IF IPSec sequence number is one THEN /* IPSec New Session Check */
IF Packet information exists in IPSec Configuration Table THEN
Update IPSec Session Table

GOTO SUBROUTINE

ELSE /* Packet did not process the IPSec configuration step */
DROP packet

END IF

ELSE /* Packet is not IPSec session */

DROP packet

END IF

END IF

[END IPSec Session Checking module]

ELSE /* IPv6 Packet Handling Routine */

[Traffic Filtering module]

IF Packet information exists in Traffic Filtering Rule Table THEN
DROP packet

ELSE
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GOTO FORWARD and Send packet info. to IPSec Configuration Mode Checking module
[IPSec Configuration Mode Checking module]
IF Packet is IPSec configuration packet THEN
Update IPSec Configuration Table

END IF

[END IPSec Configuration Mode Checking module]
END IF

[END Traffic Filtering module]

[Intrusion Detection module]

IF Traffic is detected as intrusion THEN
[Intrusion Prevention module]

IF Traffic is detected First THEN

Update Output Queue Assignment Table

ELSE

Update Traffic Filtering Rule Table

END IF

[END Intrusion Prevention module]

END IF

[END Intrusion Detection module]

END IF

[END Extension Header Handling module]
END

SUBROUTINE:

Begin

IF Packet information exists in Traffic Filtering Rule Table THEN
Alarm to Manager

Update Queue Assign Table

END IF

GOTO FORWARD and Send packet info. to Intrusion Detection module
END

FORWARD :
Begin

[Traffic Control module]

IF traffic information exists in Output Queue Assignment Table THEN
Forward the traffic to a lower Layer through limited network bandwidth;
ELSE

Forward to a lower Layer;

END IF

[END Traffic Control module]
END

% 3. 2EY 2of Mkl A 2t

Hzd 9XF 73 | AT EE A4 [PSec

E 5ellA Holxm FAAQ A WAL 1Y 39 & 4 A
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T2 FI A e, .

A" Bk A2dL v} [PSec EdYE &
Az g3ty HaM F oA 71 AR
R AAE g A= IPSec AA dHlolEst AA
go]&-& o]43 #A] ¥ dlgrdeln F WA
[PSec dAZE Fo wA 9 dgsh= 7|He|r}
A WA 7|8 A3 IPSec AH L 528ty B2
HA 92 IPSec EHFe) dia ©@xlsty of-g3te
wolw F WA 71y 427} IPSec W WE

oluf AA elo]d WoRE FAEL RAE] o7y
Qi FAHA 2El [PSec EdfH JARE
Fol o] YARE 9& AF, FASL H$dhe
elet.

a3 3elx Helw W Mot AxEe AT
A& 7o 2 [PSec AlAA DA} [PSec §4
DA B = Qe A T A A A
glee E 63 2 X 69 @, ©. © Ave| 2
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23 | ooy | FEARISC Jaugna 9 A 250 pse A4 S5 Psec A
se | dmda |V I W goes a3 meee A4 o 24 2 s

sk 34 oS 71 2¥ 40l Heln, ®

A3 [PSec AAAA EHYL tadt=x] ¢

$,
6 ® Avjelee] AFehe 34 B¢ /WEe 39 7] BhEel 4% 4ug A8k [PSec 44 Hol

5ell 4] xal},

1A FAAZE IPSec AR 2Ale A3k
EHHE ot A 2YE dRes A5d

< o] g3l d-ge] siEEitt. AF £, HxH
2)2] 1PSec AAA EHo] ZF Phase 19
33515k AA| [PSec A3 Hlo] &L Phase 29

o
Bl

Y | Ox09086FC2 | 2 X Y 32 2
Y | X | OxOODFEDF1 4 Y X 32 2
Z | X | 0x020CA801 1 z X 1 1
CASE Packets tigant | IPSec Session Table IPSec Configuration Table
Source IP: Y | SPI: OXO0DFEDF1 IPSec Bl B3 W20I22
#1 Destination IP : X | Sequence #: 5 g Elol&E Bl SFHOIEI BIWSIK AR
Source IP: B | SPi: Ox0100CF11 IPSec Bél €3 IR0|22
#2 || pestination IP: X | Sequence #: 10 ne EIOIm0] EXBN S SBEOIET HIDSHX BE
; - B0l 0l EXSHK Y
#3 ff“:.ce Ao byl °x°9(f,61’: c2 ne Seq. #1007) TR0l BIOIEOI EXHOHN RIS
estination IP : Sequence #: a3 E01E Hx
#1 Source IP:  Z [ Mode : 32 Py IPSec &3 £ II0I22 SE0! I AASUS BR8ID
Destination IP : X HIEEI0HED HIABHK Y Ci8 &3 I [0l Be8
Source IP : C | Mode: 1 IPSec &3 Tl 20122
#5 || Cestination 1P X a HEEIOIET BN S Hoi= 21

38 4. A Eolgnt MY Hol2E 0|88 HiS 7IY (Mg A2l @, ©. ®)
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Y | X | OxOODFEDF1 4

Packets IPSec A&t | HS Al {PSec Session Table
Source IP : Y | SPI: OxOODFEDF1 o8 =g A IPSec AlM
Destination IP : X | Sequence #: 5
Source [P : Y | SPI: OxO0DFEDF1
Destination IP: X | Sequence #: 6 orgt o B4 IPSec Kid
Source IP: Y | SPI: OXOODFEDF1
Destination IP : X | Sequence #: 924 orat ag B4 IPSec A8
Source P : Y | SPI: Ox00DFEDF1
Destination IP : X | Sequence #: 925 ort ad 34 [PSec A&
Source IP : Y | SPI: OxO0DFEDF1 20NN F32
Destination IP : X | Sequence #: 926 ola (=¥ E R R EIOIE &R

3% 5. IPSec &4 tiF ZAX ol o8t A == IPSec FHHE T MUcR x5 Ok
v IPSec E2fE OiS 7IY (TS AH2I=2 ®)

HYL Jckichd olefdt ¥4 =L [PSec A
A dlolEd} vyt F Aol rhesich wy T4
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IPSec wAA EHHE dgez AT A$
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Edgy A4 Al 2AEA dedd "=
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2o sidew e 4 glow FIR wat
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3 dAA ds-S flsle BEa AdedA xdae
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Fol 7 Fol EfHE 2% CBQ wWAUSS
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< pAPGI
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