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Software Attack Detection Method by Validation of Flow Control
Instruction’s Target Address
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ABSTRACT

Successful software attacks require both injecting malicious code into a program’s address space and altering the program’s flow
control to the injected code. Code section can not be changed at program’s runtime, so malicious code must be injected into data section.
Detoured flow control into data section is a signal of software attack.

We propose a new software attack detection method which verify the target address of CALL, JMP, RET instructions, which alter
program’s flow control, and detect a software attack when the address is not in code section. Proposed method can detect all change of
flow control related data, not only program’s return address but also function pointer, buffer of longimp() function and old base pointer, so
it can detect the more attacks.

Key Words : Software Attack Detection, Flow Control Instruction, Target Address Validation
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