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A Resource Access Control Mechanism Considering Grid Accounting
Ho-Joen Hwang' - Dong-Un An" - Seung-Jong Chung™

ABSTRACT

Currently, many people have been researching diverse mechansmims related to a resource access control in Grid environment. Mostly
Grid user’s resource access control was designed to authorize according to their attributes and roles. But, to provide Grid with resources
continuously, a resource access based on utility computing must be controlled. So, in this paper we propose and implement mechanism
that intergrates Grid accounting concept with resource access control. This mechanism calcuates costs of Grid service on the basis of
accounting, and determines based on user’s fund availibility whether they continue to make use of site resources or not. Grid jobs will be
controlled according to a site resource access control policy only if the amount of available fund is less than its costs. If Grid job
completed, resource consumer pays for the costs generated by using provider’s idle resources. Therefore, this paper provides mechansim to
be able to control user’s resource access by Grid accounting, so that it is evaluated as the research to realize utility computing
environment corresponding to economic principle.

Key Words : Resource Access Control, Grid Accounting, Utility Model, Resource Usage
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CAS(Community Authorization Service)[9], VOMS(Virtual
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(32! 1) Resource Access Control Manager Considering Grid
Accounting in Resource Layer
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(232! 3) Resource Access Control Manager Structure
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{E 1> Grid Job Accounting Structure

char userDN[128]; // User's DN

char userID[16]; // Local user ID

char jobName[32]; // Job or application name

char localJobID[32]; // Local job identifier

long jobState; // Completion status of the job

long startTime; // The time at which the job started
long endTime; // The time at which the job completed
long usedNodes; // Number of nodes used

long usedCPUTime; // CPU time used

long usedWallTime; // Wall clock time elapsed

long usedPMem; // The amount of pysical memory used
long usedVMem; // The amount of virtual memory used

char unused[16]; // padding bytes
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34 J2|E AEXIE 28t 22 AI2AL AI™ 2l

GRAM Zo|AEERE A4 3 83L& ¥A 4,
G AJEqME 2= YL AT 2F AAHo =
Al FQ315] weEt B =8dAE  Identity-based
Gridmap ¢ WAooz vg AHolw Account PoolWe &
Z AAR zael= AHERe DNS delugstA die o
HHEE ANYIcHE 3). IHoEHN 2 Alo]EdA £
gt 2= ALY AYE giE 7 4EE o)k
Y AEE $HY F A F0h A g2 Foe AsA
o] DN} wlolgdsl 24 AARL #A o)

# User's DN Local Account
/0=Grid/O=Globus/OU=chonbuk.ac kr/CN=hjhwang ~ gridusr02
/0=Grid/O=Globus/OU=chonbuk.ac.kr/CN=jeongjin2  gridusr0l
/0=Grid/O=Globus/OU=chonbuk.ac.kr/CN=kyongsu ~ gridusr04
/0=Grid/O=Globus/OU=chonbuk.ac. kr/CN=test gridusr(5

(22! 6) Identity-based Gridmap File
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&("environment” = ("HOME” “/home/gridusr02” ) ("LOGNAME"
“gridusr02” ) ("GLOBUS_DUROC_SUBJOB_SERIALNO” “1” )
("GLOBUS

_DUROC_CHECKIN_CONTACT”
“LSP300000000000000001010004000000000000002400000000000005EC6
861606A756B2E63686F6E62756

B2E61632E6B720000010006000000040300” )
("GLOBUS_DUROC_JOB_SERIALNO” “1” )
("GLOBUS_DUROC_DUCT_CONTACT” “LSP3000

00000100000001010004000000010000002400000000000005ec6861656a756b2
e63686{6e62756b2e61632e6h720000010006000000040

300" ) ("GLOBUS_DUROC_DUCT_ID” “1” ) )"rslsubstitution” =
("GLOBUSRUN_GASS_URL" “https://iat.chonbuk.ac.kr:

1028 ) )("stderr” = $("GLOBUSRUN_GASS_URL”) # “/dev/stderr”
)("stdout” = $("GLOBUSRUN_GASS_URL") # “/dev/stdou

t” )("resourcemanagercontact” = “grid.chonbuk.ac.kr/jobmanager-pbs”
)("jobtype” = “mpi” )"count” = “3" )("executable” =
“gsiftp://iat.chonbuk.ac.kr/home/hjhwang/jobmanager—-pbs/mpi/Test
MPI” )

(37! 7) A Sample of Job RSL

[int geLPBSFreeNade( char *freeNodeName(MAZNODES] ) {

struct attrl *attributeList.
struct batch_status *pbsNode, *nodePtr:

pbsNode = pbs_statnode( pbsConnector, NULL, NULL, NULL )

for{ nodePtr = pbsNode: nodePtr != NULL: nodePtr = nodePtr->next ) {
for( attributeList = nodePtr—>attribs: attributeList = NULL; atiributeList = attributeList->next ) {
if{ strempl attributeList->name, “state’ ) == 0 && stremp( atiributeList->value, free” ) == 0 )
N freeNodeNamef{i++] = strdup( nodePtr->name );

}
pbs_statfree( pbsNode );

return i

(Z12) 8) Search dle Nodes

void createQueue{ struct QueueAttribute * queue ) {
struct attropl *attribute = NULL:

pbs_manager{ pbsConnector, MGR_CMD_CREATE, MGR_OBI_QUEUE, queue->name, NULL, NULL );
attribute = addAttributes{ attribuie, "queue.type’, NULL, EQ, queue->type )
attribute = addAttributes( attribute, ‘resources_max’, “walltime’, EQ, queue->walltime ):
pbs_marager{ pbsConnector, MGR_CMD_SET, MGR_OBJ_QUEUE, queue~>name, attribute, NULL ):
, // The rest is omitted.

(32 9) Temporary Queue Creation

void setNodeAttribute{ char *freeNodeNamel), struct QueueAttribute *queue ) {
int i
struct attropl *nodeAttribute = NULL;
nodeAttribute = addAttributes{ nodeAttribute, *properties’, NULL, INCR, queue->name );
for( i = 0: i € quene->count; i++) {
pbs_manager{ pbsConnector, MGR_CMD_SET, MGR_OBJ_NODE, freeNodeNameli], nodeAttribute, NULL );

, // The rest is omitted.

(222! 10) Set Node Attribute Associated with Queue

el o2 Aol & el
(I8 103 2] 7Y =9 SAHES A

o9} &2 dHY HAHFELE AAH L Yol BAH A&
eo A F85oj At RACME A}&3te] 748 Agd] wet
A4 FZ dAYEES #9347 H8, Fr1Hez age
Ade o7l2d HRE £A(Y 1) & Y =& )
F 2 CPU AH$-AIZEE $%39 Grid Accounting Manger
o A A=3te}. Grid Accounting Managers= 97148 AR
g EdZ A v&& HEsa, A4 71 A w
g doze 29 Ay gEE RACMAA <#HFd.
RACML #4 H<2 Ao g} a2z 2L AAA
A, 7T AUXE ZASA du). B =FoAE PBS 2
A 2AZH A5 FEE FASIETI b AgA

339.grid.chonbuk.ac. kr
Job_Name = STDIN
Job_Owner = gridusr02@grid.chonbuk.ac kr
resources_used.cput = 00:00:00
resources_used.mem = 3728kb
resources_used.vmem = 8092kb
resources_used.walltime = 00:13:17
job_state = R
queue = gridusr02
server = grid.chonbuk.ackr
Checkpoint = u
ctime = 1138685249
exec_host = gc07/0+gc06/0+gc05/0
Hold_Types = n
Join_Path = n
Keep_Files = n
Main_Points = n
mtime = 1138685249
Priority = 0
gtime = 1138685249
Rerunable = True
Resource_List.cput = 00:32:00
Resource_List.ncpus = 3
Resource_List.nodect = 3
Resource_List.nodes = 3
Resource_List. walltime = 00:32:00

session_id = 3658

(3% 11) Monitoring Grid Job Accounting by calling Local
Scheduler-specific APl

01/31/2006 14:47:45;E;339.grid.chonbuk.ac kriuser=gridusr(2
group=users jobname=STDIN queue=gridusr02 ctime=1138685249
qtime=1138685249

etime=1138685249 start=1138685249 exec_host=gc07/0+gc06/0+gc05/0
Resource_List.cput=00:32:00 Resource_List.ncpus=3 Resource_List

.neednodes=3 Resource_List.nodect=3 Resource_List.nodes=3
Resource_List. walltime=00:32:00 session=3658 end=1133686465
Exit_status

=0 resources_used.cput=00:20:15 resources_used. mem=3728kb
resources_used.vimem=8092kb resources_used. walltime=00:20:16

(32! 12) Grid Job Accounting in PBS Accounting Log File

2 4 e 71%0l 9o, “DISCARD” A A Alo] A
& A5t webA RACME AL&Ate] 7HgAtgol A
2l B gHY 25 A9 2 ags AYe dAEEES
e st ot
ag=E 4

o
gul

o] ¢hHY, HFHoR PBS 24 2AEH
7h BRE 7hER 23 FA(TY 12904 <& 1>9 19
= Ad ogew FRAE s 29z o=
9 ol7}2¥ AHRE Grid Accounting Managerdl Al A& s}
o AHEAY Al M A HEo] AEFEHEF Tt vt
Agor adgd= AL Y3 AP F&5 A, A4
EEY £HES A2 A
2831, Grid Accounting Managero] Al 18] =0 o
e 7 "POIEEﬂ’«] A g ARE wisls] 9’13]4
55 X999 Usage Record[16][17]12 A&t (2
13)¢] Usage Record® 2, "/O=Gnd/O:Globus/OU:chonbuk.
ackr/CN=hjhwang”2h= DNg 7} J8]l= AR2ME iat.chonbuk.
ackr F&lo]AdEd A grid.chonbuk.ac.kr Alo]Eo| 28=

i

J



| <ol version="1.0" snooding=UTF 8 >

- <Jobidentity>
<lLocallobld>339.grid.chonbuk.ac.kr</L ocalJobld>
</Jobldentity>
- <Userldentity>

</Userldentity>

<JobName>8TDIN</JobName>
<Charge>20</Charge>
<Status>completed</Status>
<WaliDuration>00:20:16</WaliDuration>
<CpuDuration>00:00:00</CpuDuration:
<EndTime>2006-1-31 14:47:45</EndTime>
«StartTime>2006-1-31 14:27:29</Start Time>»
<MachineName>IATLab Linux Cluster</MachineMName>
<Host>grid.chonbuk.ac.kr</Host>
<SubmitHost>iat.chonbuk.ac.kr</SubmitHost>
<Queue>aTemporaryQueue</Queue>

L </JobUsageRecord>

AL AESAS. J2ln G Al EAA AEALY] AP
AGsted dadv A 208 16%019 &9 AElE com-
pletedo]t}, 3 Alo]Eo] 71A A A utel Grd Accounting
Manager® 2% H &g A 682 20G(Virtual Currency
Unit)e] o}

AFAA 2 =ReA AgEe 2HE o7eHE 17
g A A2 Aol WAUEE AHEY A VOMSE
el AR AT AMEAY AR 2 HE AT
VUS(Virtual Users Server)oll 28] Alojge= &9 A58
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~ <JobUsageRecord xmins="http://www.gridforum.org/2003/ur-wg" smins;urwg="http://www.gridforum.org/2003/ur-wg"
xmins:xsi="http:/ /www.w3.0rg/2001/XMLSchema-instance” xsi: schematocation="http://www.gridforum.org/2003/ur-wg
file:/Users/bekah/Documents/GGF/URWG/urwg-schema.09.xsd">
<Recardldentity urwg:recardld="339.grid.chonbuk.ac.kr' urwg: createTime="2006-01-31 15:00:00" />

<GlobalUsername> /0=Grid/0=Globus /0U=chonbuk.ac.kr/CN=hjhwang<«/Globalusername>

<ProjectName>Site Resource Access Control Mechanism</ProjectName>

(22! 13) GGF-UR Formatted XML
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