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Abstract

It is not a practical solution that the DDoS attacks or worm propagations are protected and responded within a domain
itself because it clogs access of legitimate users to share communication lines beyond the boundary a domain. Especially, the
DDoS attacks with spoofed source address or with bogus packets that the destination addresses are changed randomly but
has the valid source address does not allow us to identify access of legitimate users. We propose a scheme of distributed
network security management to protect access of legitimate users from the DDoS attacks exploiting randomly spoofed source
IP addresses and sending the bogus packets. We assume that Internet is divided into multiple domains and there exists one
or more domain security manager in each domain, which is responsible for identifying hosts within the domain. The domain
security manager forwards information regarding identified suspicious attack flows to neighboring managers and then verifies
the attack upon receiving return messages from the neighboring managers. Through the experiment on a test-bed, the
proposed scheme was verified to be able to maintain high detection accuracy and to enhance the normal packet survival rate.
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void DetectbbosAttack(float Kk, float T, float *Entropy_Avg,
TREE* tree ) {
float t, cusum_value = 0;
float Abnormity = 0;
float C_Entropy = 0; /* Current Entropy value */
float E_Entropy = C_Entropy + 1.0;
/* Estimated Entropy value */

for(T=0; T < K; T++)
{ // T dEZH &4 F7], K :
for(t=0; t <T; t+) // t:
{
7l e B 3,
Update(tree); // Ed ¢dolE
walA 1P T4 29 A
// MAC-IP F4 Hjo|& ol §,
H7l &= Aezts dat 14,

}

C_Entropy = Get_Entropy_value(tree);
// E8®]E #Z, current entropy value A4t
E_Entropy = EWMA(C_Entropy, E_Entropy);
// estimated entropy value A4t
Abnormity = C_Entropy - E_Entropy;
CUSUM_Value += Abnormity;

Ed root xE=o %4

*Entropy_Avg = Get_Entropy_Average(C_Entropy);
// AEZT FFA AT '

for(i=0; i < domain_host_num; i++)
// domain_host_num : wj322 4%, TH¢l 32E §
UpdateLogFile(tree->root[i].LogFile);
// LogFile : st ¥QE )
// E&} #Z, root ¥ Entropy value 27
// root ¥ entropy H# 27
// root ‘ﬁ foreign IP =5 AKX 27
// (AP F4&, R, A5gs HE #3 + 27)

)

if(Current_Entropy > *Entropy_Avg && CuSUM_value > 0)

ReponseAgainstDDoSAttack(tree);
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void ResponseAgainstDDoSAttack (TREE *tree)
{

int bin_number;

BINTABLE *BinTable;

VIOLATOR *ViolatorTBL;

SUSPECT *SuspectTable;

BOGUS *BogusPktSenderTBL;

for(i=0; i < domain_host_num; i++) {
BinTable = MakeBinTable(tree->root[i].LogFile);
// 7 32E ¥ 23 09e 3z,
// & 194 AAE Hol&& A4
violatorTBL = Findviolator(tree->root{i].violation);
// E# root xx¢| violation 4= Iz,
// TP Spoofing A|E& ZAE F4 44
BogusPktSenderTBL =
FindBogusPktSender(tree->root{i].OutEntropy);
// E& root ¢ outbound Entorpy 4= 3z,
// bogus 71wzt Ay

}

bin_number = chiSquare(BinTable);
SuspectTable = SetSuspect(BinTable,bin_number);
LogIntoDB(violatorTBL, SuspectTable,BogusPktSenderTBL);
// ©& HBE DB o A%
/* EntryID, =H?l 1D, FAXE £FE Hzle 1pF4,
A2 HomeIp F4, HIT AMAYE, BIYLE */

Isolateviolator(violatorTBL); // &€l (¥t 2
Degrade_Packet_Priority(SuspectTable); // ti9Z A%
SendpPushbackMsg() ;
// & dolHE A
/* pushbackMsg ID, =4|¢l ID, 342 £79 #HJ9 IPFA,
HE HomeIP F4, HIE MHAZE, BIYAazE */

}

a3 7. Intra—domain Heotzta| ¢nalE
Fig. 7. An algorithm for security management within a
domain.
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FTAXNZ £5F9 Foreign IP F49 F
FHAL B P T4 F 22,143 / 22500 7\
Aol &7t Bl IP T4 158 / 2,597 7A
STl ZATF P F4a9 F 151 7

¥ 3 DDoS =Zol it DSMe} &4 =HIE
Table 3. Decision table of DSM against DDoS Attack.
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FPR =1 - (2597 / 2597) = 0 (0 %)
FNR =1 - (22496 / 22500) = 0.02 %
NSPR = 1 (100 %)
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