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Abstract

In this paper, we introduce a novel key management scheme that is based on the key pre-distribution but provides the
key re-distribution method, in order to manage keys for message encryption and authentication of lower-layer sensor
nodes on hierarchical mobile sensor networks. The characteristics of our key management are as follows: First, the role of
key management is distributed to aggregator nodes as well as a sink node, to overcome the weakness of centralized
management. Second, a sink node generates keys using regression model, thus it stores only the information for
calculating the keys using the key information received from nodes, but does not store the relationship between a node
and a key, and the keys themselves. As the disadvantage of existing key pre—distributions, they do not support the key
re-distribution after the deployment of nodes, and it is hard to extend the key information in the case that sensor nodes
in the network enlarge. Thirdly, our mechanism provides the resilience to node capture(A-security), also provided by the
existing key pre-distributions, and fourth offers the key freshness through key re-distribution, key distribution to mobile
nodes, and scalability to make up for the weak points in the existing key pre-distributions. Fifth, our mechanism does not
fix the relationship between a node and a key, thus supports the anonymity and untraceability of mobile nodes. Lastly, we
compare ours with existing mechanisms, and verify our performance through the overhead analysis of communication,
computation, and memory.
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