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A Design of false alarm analysis framework
of intrusion detection system by using incremental mining method

Eun Hee Kim' - Keun Ho Ryu™

ABSTRACT

An intrusion detection system writes a lot of alarms against attack behaviors in real time. These alarms contain not only actual attack
alarms, but also false alarms that are mistakes made by the intrusion detection system. False alarms are the main reason that reduces the
efficiency of the intrusion detection system, and we propose framework for false alarms analysis in the paper. Also, we apply an
incremental data mining method for pattern analysis of false alarms increasing continuously. The framework consists of GUI, DB Manager,
Alert Preprocessor, and False Alarm Analyzer. We analyze the false alarms increasingly through the experiment of the proposed
framework and show that false alarms are reduced by applying the analyzed false alarm rules in the intrusion detection system.

Key Words : Intrusion Detection, False Alarm Data, Incremental Data Mining
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[#x] [1:472:1] ICMP redirect host [#]

[Classification: Potentially Bad Traffic] [Priority: 2]
11/11-16:21:29.856720 210.125.146,126 -> 210.125.145.192
ICMP TTL:63 TOS:0x0 ID:55550 Iplen:20 DgmLen:56
Type:5 Code:l REDIRECT HOST NEW GW: 210.125.146.1
[Xref =) http:/Awww. whitehats. com/AinfoAADS135]

[Xref => http://cve.mitre.org/cgi- bin/cvename. cgi'name=CVE-1999-0265]
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$ ARE wE A A= 2 TR Z gpe 49¢ A9 A4 FAE dEDZ BH6IA 24E
& ] ?;;:}.5]01 ohjr =] )l: Hlxgg | 94 3} = - g =)
w5 2 (98 2% WA AR B A2 =yg oz AAY RS +9 Sk
no | =ig neme | cimestemp | srcip [ astip | prortocol |
233 ICHMPPINGNMAP 2004—-11-11 15:30: 210.115.161.89 210.125.145.192 ICHMP
234 ICHMPredirecthost 2004~11-11 15:33: 210.125.146.126 210.125.145.192 ICMP
235 ICMPredirecthost 2004-11-11 15:33: 210.125.146.12¢6 210.125.145.192 ICHMP
236 INFOMSNchataccess 2004-11-11 15:43: 210.125.145.192 207.46.108.16 TCP
237 ICMPredirecthost 2004-11-11 15:43: 210.125.146.126 210.125.145.192 ICHMP
z38 ICHMPredirecthost 2004-11-11 15:43; 210.125.146.126 210.125.145.192 ICHMP
239 ICHPEchoReply Z2004—11-11 15:43: 210.125.145.40 210.125.145.192 ICHP
z40 ICHMPredirecthost 2004-11-11 15:43: 210.125.146.126 210.125.145.192 ICHP
241 ICHPredirecthost 2004-11-11 15:45: 210.125.146.126 210.125.145.192 ICHMP
242 ICMPredirecthost 2004—-11-11 15:57: 210.125.146.126 210.125.145.192 ICHMP
243 INFOMSNcochataccess 2004-11-11 15:58; 210.125.145.192 207.46.108.85 TCP
24949 INFOMSNchataccess 2004-11-11 15:58: 210.125.145.192 207.46.108.85 TCP
z45 INFOMSNcochataccess 2004-11-11 15:59: 210.125.145.192 207.46.108.85 TCP
z46 INFOMSNchataccess 2004—-11-11 15:59: 210.125.145.192 z207.46.108.85 TCP
247 INFONMSNchataccess 2004-11-11 16:00: 210.125.145.192 207.46.108.85 TCP
z48 INFOMSNchataccess 2004-11-11 16:00: 210.125,145.192 207.46.108.85 TCP
249 INFOMSNochataccess 2004—-11-11 16:00: 210.125.145.192 207.46.108.85 TCP
250 INFOMSNohataccess 2004-11-11 16:01: 210.125.145.192 207.46.108.39 TCP
z2s1 INFOMSNchataccess 2004-11-11 16:02: 210.125.145.192 207.46.108.39 TCP
252 INFOMSNCchataccess 2DD4-11-11 16:02: 210.125.145.192 207.46.108.39 TCP
253 INFOMSNchataccess 2004—-11-11 16:03: 210.125.145.192 207.46.108.39 TCP
254 ICHMPredirecthost Z004-11-11 16:05: 210.125.146.126 210.125.145.192 ICHP
255 ICHMPredirecthost 2004-11—11 16:09: 210.125.146.126 210.125.145.192 ICHP
256 ICHMPEchoReply 2004-11-11 16:10: 210.125.,145.40 210.125.145.192 ICHP
257 ICMPredirecthost 2004-11-11 16:10: 210.125.146.126 210.125.145.192 ICHMP
258 ICMPredirecthost 2004-11-11 16:21: 210.125.146.126 210.125.145.192 ICHMP
259 ICHMPredirecthost 2004—-11-11 16:33: 210.125.146.126 210.125.145.192 ICMP
z60 ICMPredirecthost 2004-11-11 16:37: 210.125.146.126 210.125.145.192 ICHMP
261 ICMPPINGNMAP 2004—11-11 16:42: 210.115.161.89 210.125.145.192 ICHMP
262 - INFOPossibleIRC. .. 2004—-11-11 16:42: 210.125.145.192 211.115.11.95 TCP

(38 3) 2 42 EMg <8 dlole HEt
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