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Improving SUCV Protocol for the Secure Binding Update in MIPv6

YouSeuk Won" - Kyungsan Cho™

ABSTRACT

The process of binding update for the routing optimization in MIPv6 can make the involved MN (Mobile Node) and CN(Correspondent
Node) vulnerable to various attacks. Therefore, securing binding update process becomes an important research issue in the MIPv6, and
several secure binding update protocols have been proposed. In this paper, we compare several existing binding update protocols, and
analyze the vulnerability of MNs and CNs to the possible attacks and the management overhead of the SUCV(Statistic Uniqueness and
Cryptographic Verifiability) which is considered to be superior to other protocols. Then, we propose an advanced protocol to resolve above
drawbacks. Through the detailed analysis, we show that our protocol can reduce the computational overhead of MN, enable better
management, and achieve a higher level of security against the redirect attacks, DoS(Denial of Service) attacks and brute force attacks,
compared to SUCV.

Key Words : MIPv6, Secure Binding Update, Security, SUCV
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