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Implementation of An Embedded Communication Translator
for Remote Control

Byung kwon Lee" - Young Suk Chon™

- Joongnam Jeon™

ABSTRACT

Almost of industrial measuring instruments usually are equipped only with serial communication devices. In order to connect these
instruments to internet, we implement an embedded translator. This device has the hardware components composed of one WAN port, two
LAN ports, and two UARTS, and functions as a communication translator between serial and internet communication. it also provides
web-based monitoring function that is absent from existing serial-to-ethemet converter.

The hardware is implemented using the KS8695 network processor which has an ARM922T as processor core. We have installed the
boa web server and utilized the CGI function for internet-based remote control, added the IP sharing function which allows the network
with private IP addresses to access the internet, and developed a serial-to-ethemet translation program. Finally, we show an application
example of the developed franslator that remotely monitors the solar energy production systemn.

Key Words : Embedded System, iP Sharing, Serial-to-ethernet Translator, Remote Control
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MICRELAME  KS8695XeF &7  uld=  gix
BSP(Board Support Package)®& A&3trh o7]d0l& KS869%
o WAE AAE(WAN, LAN, UARTH#)e] ¥ 5o} glow
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#define KS869%5_RTC_BASE 0x01000000
#define KS8695_UART_BASE 0x03200000
static struct map_desc ks8695_io_desc[] __initdata = {
{IO_ADDRESS(KS8695_PCMCIA_IO_BASE),
KS8695_PCMCIA_IO_BASE, 0x30000 * 4, DOMAIN_IO, 0, 1},
{ IO_ADDRESS(KS8695_10_BASE), KS8695_10_BASE,
S57_64K, DOMAIN_IO, 0, 1, 0, 0 },
{ I0_ADDRESS(KS8695_RTC_BASE),
KS8695_RTC BASE, 0x10000, DOMAIN_ IO, 1,1, 0, 0 },
{ IO_ADDRESS( KS8695_UART_BASE),
KS8695_UART _BASE, 0x10000, DOMAIN_IO, 1, 1, 0, 0 },
LAST_DESC };
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interval) 43

M” : MAC Address 274

Src: 192.168.2.2:1257

NAT-Router

uC” . Eﬂ o] E1 O] a }l}'Xﬂ (Clear)
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Sre: 210.115.167.90:63451

Dst: 203.253.145.59:8

Src: 192.168.2.3:4182
Dst: 203,253. 145,59:80

Masquerade Table

Private IP: port | Local NAT pont

1'2'891°261

192.168,2.2: 1257 63451
192.188.2.3: 4182 63452

Private IP

—

— 06'291'G11°012

e
Dst: 203.253.145.59: 80

Src: 210.115.167.90:63452

Ost: 203.253.145.59: 80

Official IP

(32! 8) oiA730|= HlolE



(28 & F 79 AMA IP 192168229 192.168.2.3¢]
3¢l IP 21011516790 F&SI=F vtaAdols Heol&ES
TS doltk, dE o], 192168227} WANe| Ao
e 9%l 203253145598 H&FEE A wjE Hel&
S Fmato] 2101151679094 203.253.145.598 H&dh=
HH2 P 45 A3, (19 3 2L A= 5
2 Azde [P F75 T3] Aste staA o= Heol
BS ANHEE AdE ZAT iptables B3RS AHE-3H4
al227 # o] = Eﬂ°1% Who] IP 422 XER wFaE= 7
o] FAL2 &7 Pt}

3.5.1 72 27 (Kernel Configuration)

P Ff 715& 783= A HA dAe Ad 34 4A
olt}14]. #Ade WEHA A (Networking options)ol 4]
IP: Netfilter Configurationg& A Est & 7]2H o3 Mg

01 JE FE o] (27 99 FEFES YESE HHdTh

¥ 9)9hgo] WENA HAHol g8 HH nDlo A4
< E?ﬁf& A omAE A HEd XHE F UEYA
TH AYE P

+ Prompt for development and/or incomplete code/drivers - YES
* Enable loadable module support ~ YES

« Networking support - YES

¢ Packet socket - YES

» Kernel/User netlink socket - YES

* Routing messages - YES

» Network Packet filtering (replaces ipchains) - YES

« TCP/IP Networking - YES

« IP: advanced router - YES

¢ [P: verbose route monitoring - YES

» IP: GRE tunnels over IP - YES

« IP: TCP Explicit Congestion Notification support - YES
« Connection tracking (required for masq/NAT) -YES

« IP tables support (required for filtering/masq/NAT) -YES
» Full NAT - YES

» MASQUERADE target support - YES

» REDIRECT target support - YES

« [P TCP syncookie support - YES

* Network device support - YES

* Dummy net driver support - YES

* /proc filesystem support - YES

(28 9) IP SRE ?i

e 4%

3.5.2 VIEQA 3% &4 44

HEHST TF A4S A8 F A9 vl X (eth0%
eth)7} a3tk BH(D)H HHQ)E ARS8t ethOd] &
2l IP 210115167.902 T3t ethlel AHAH TP 19216821
& g7tk o] Al IPE WF HEAZAA AT Alo]
Edeo] 98¢ @3t )

#>ifconfig eth0 210.115.167.90 up (1)
#>ifconfig ethl 192.168.2.1 up 2
t}&-9) iptables

BEE At T4 IPE vkaAEol=

L

A HUE Izt dHICIE 8 B=] FH 449

go| 2o Z2a (3 (3), route FEL AHE3ld F9 P
of digt Ac|Eol(AelEHe] F2E 21011516712 714
he dAIHEE ).

#>iptables -t nat ~A POSTROUTING -o eth0

-} SNAT --to 210.115.167.90 3
#>route add default gw 210.115.167.1 ethO 4)
#>echo 1 > /proc/sys/net/ipvd/ip_forward 5

oA g2 BHGE A P 7l F YEYIZ
Aastzta AAjgch olF i JEHI AAE A

IP AH7h 97 dEYAz dZsten H58 o 7de
AP TPEC] tig w27 gols HolE9 wfd e T35

of IP 357} AFE,

36 8 Myl x|

dANA dut= A|2"L Aojdlr] ¢std e
Azdle @ MWE AXF3 CGl T2aPL i 97
AHolE dHt= Aladoz Adste{of gt dur=
J=elo] §] AW ZE ALE-8 boat PC 3% |52olA 7
SE AR olE ZPFE AR Jbsdtie S A
k. gHitie AJAEd] boa A¥E IHIE YL
o7 g

Lo

>

kow

«1 @A boa0Rtar gzE THERTWoL A4S S AT
«2 &4 config.c9t lexyy.cE Eo] A1&3E 74 9
o) AXE AR HZE FAHIT}

yyin=fopen("/etc/boa/boa.cont”,"r");

// in config.c (6)
yyin=fopen("/etc/boa/mime.types”,"r");
// in lexyy.c (7N

aA ) AW 274 4 7399 boacont FYES A
o g =2 (2 10)3 Zo] T

| : 873 34 A go] ¢uHY ¢ A¥ boa HE
duitie A2 Jfusr/binel EA}E L, boa.conf
Hd-L g9 Jetc/boa/dl BHASHR, YT E Al2~H

# Port: The port Boa runs on. The default port for http serv-
ers is 80.

# If it is less than 1024, the server must be started as root.

Port 80

# DocumentRoot: The root directory of the HTML documents.

DocumentRoot /etc/boa/web/docs

# Uncomment the next line if you want .cgi files to execute
from anywhere

AddType application/x-httpd-cgi cei

# ScriptAlias: Maps a virtual path to a directory for serving
scripts

# Example: ScriptAlias /bin/ /wweb/bin/

ScriptAlias /cgi-bhin/ /etc/boa/web/cgi/

(2! 10) boa & AMA
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o] FE AN 2dd fweb/cgidt /web/docsE AT

t}. /web/cgi BHEEZE 9 Aol 528 cgi T2
o] Axl"  Axoli, /web/docs THE"E
HTML #A4¢9 FE fdEsgolt}
o5 B iAo R uvE AlxgelA HE(@) 9
3o hoa § AHE WP ER FIAZ

#>boa & > /dev/null 2>&1 8

olst 2 4L AR gubs Axde) boa ¥ A
o A7} gaEd Be AHE § ANE Faod
U= A2 Aojshe wyd) st dma

AlAE H Of

H“‘L et = ] é—% LA A Aojstr] st @
MY 715g AHEET ABE 23 9EQ CGl Z2a¢S
Abgete] QIMiTiE Al2® Ao A MA, A9 #E
E A% gUs2a FHo 43, FA A Zzafe A
AR 2 AZ R 5 FY 75E 7EE & A6l

AolE % HE L dolHE dHiti= Aag A
Adslz] 98 wHor HTML FA4E o|4si, HTML
A dlel CGL 75 #2E et (a8 1S 9 34
qx DY PWE ¢lgwol CGI EEQ remotecgi® +53F
i Fa3 HTML #4119 do)t).

Zo|REZM AWE Zggdor dolgAg
SE GET# POST + 747t gtk GETHH2 AR E &
7 W9 Query StringS £3) A@sl=d wa) POST ¥

—}

He EF A2 E L 53 Addeh 874 W ard w
g 2717} AFEdE GET w3 29 P STﬂ AGg
A AH A7 AT wx gerl CGl 2y

remote.c(2¥ 12)¢] 9l 22, 2314 POST HH
# D% PWE FZE3) o] Z2 g 7537 H3t
ARM 22~ A9 arm-linux-gecd AHEEte] 9H
92 Ad4d g %, 438 o|nA< remotecgi FLUE UH
t= A 29 /web/cgi-bin DEEZ ] A 3gicl

#>arm-linux-gcc -0 remote.cgi remote.c utilc  (9)

3744 D

<html><head><title>CGI Test</title></head><body>
<form method=post_action="/cgi-bin/remote.cgi”>
<table><td>

<p align="center">CGI Web </p>

<p> ID : <input type="text’ name="ID"></p>

<p> PW: <input type="text” name="PW"></p>
<p><input type=submit value="4%3"></p>
</td></tr></table></form> </body></html>

(2% 11) HTML M2t Cal.

1 // Adx= g<ge] URL ¢RYH HolHyde AAshc},

2. if (stremp(getenv("CONTENT_TYPE"),
"application/x-www-form-urlencoded”)) {

3. printf("This script decode form results. \n");

4, exit(1); }

5 // delHE tazgstd WeHy wy g S8

6. cl = atoi(getenv("CONTENT_LENGTH"));

7. for (x=0; cl && (feof(stdin));x++) {

8. m = X;

9. entries[x].val = fmakeword(stdin, '&’, &cl);

10. plustospace(entriesix].val);

11. unescape_url(entries{x].val);

12. entries(x].name = makeword(entries{x].val, '=’);

13. 1}

14.  strepy( ginfoID | "default” );

15.  strepy( ginfo.PW , "default” );

16. ginfo. TYPE = 4,

17 /7 989 &5 MRAL gleA] AZs ¢ dold
& ginfo T-Z Ao A A3},

18, for (i=0; i<1; i++) {

19. if (stremp(entrieslil.name, "ID") == 0) {

20. ginfo.TYPE = 1,

21. sprintf(ginfo.ID, "%s”, entriesfil.val);

22. sprintf(ginfo.PW , "%s”, entries(i+1]l.val); } }

23 /) T olE& F EA 92 81E B9 DA 9ol
==

24.  sprintf(datadir, "/jffs2/view.in");
25.  fp = fopen(datadir, "w+");
26.  flock(fileno(fp), LOCK_EX);

(3%l 12) remote.c & =2
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