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Abstract Recently TCP/IP Offload Engine (TOE) technology, which processes TCP/IP on a
network adapter instead of the host CPU, has become an important approach to reduce TCP/IP
processing overhead in the host CPU. There have been two approaches to implementing TOE:
software TOE, in which TCP/IP is processed by an embedded processor on a network adapter; and
hardware TOE, in which all TCP/IP functions are implemented by hardware. This paper proposes a
hybrid TOE that combines software and hardware functions in the TOE. In the hybrid TOE, functions
that cannot have guaranteed performance on an embedded processor because of heavy load are
implemented by hardware. Other functions that do not impose as much load are implemented by
software on embedded processors. The hybrid TOE guarantees network performance near that of
hardware TOE and it has the advantage of flexibility, because it is easy to add new functions or
offload upper-level protocols of TCP/IP. In this paper, we developed a prototype board with an FPGA
and an ARM processor to implement a hybrid TOE prototype. We implemented the hardware modules
on the FPGA and the software modules on the ARM processor. We also developed a coprocessing
mechanism between the hardware and software modules. Experimental results prov‘ed that the hybrid
TOE prototype can greatly reduce the load on a host CPU and we analyzed the effects of the

257

co] BEE DEUAAALR APATFFARLEEHAG GHERITZIEE H 2 3 4 IFARABUGTY dAE AT

FARIE) L Aol 2ldte] ATEAS ponylife@etri.re.kr
t gAY - Radgw HRE T =844 ¢ 20059 10€ 119
hkjang@ @pusan.ac.kr AAlghs 20062 19 259
t A - BN Gw AFETEH oy

shchung@pusan.ac.kr
(Corresponding author¥)



258 FRAFI=EA)  Al2F F o2 A 3B A A 5 5(20066)

coprocessing mechanism. Finally, we analyzed important features that are required to implement a
complete hybrid TOE and we predict its performance.
Key words : TOE, TCPF/IP Offload Engine, TCP/IP, Linux, Embedded Linux
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