HE AFEEREE WG 2006-11-2-4-2

F114% #28%, 2006. 5.

o712l SHol| et ASH oA EHULKA|AH L] A+

=
=
o
. *
a
ofy
ry

A Study of the Intelligent Connection of Intrusion
prevention System against Hacker Attack

Dea-Woo Park™, Seung-in Lim**

O of

49
AEe) AYATA D AYA e THE MG 4+ 2l A5 A AYPAA2RS A A
Mo e T A%, 34 $UL 44 R BNY U B2 e 94 8 Asde] 32 40 TN, gy
IPSols) el 49, A BEIG) F2ig B

el]] Faa B4 A% AEE 2ot 733 A7 gelge AXzte s wdsin S A
HEHZ 45 AddA a7 '6“731?1 2.5 Gbs?] DDoS. SQL Slammer, Bug bear, Opeserv worm <l g
FEAZo] ANZILE oA o|F Alshe Hel A3 dmelde F2AQ A4l A A H2l 9d
79 oz A% AL AR, ERYL s, FFEQ UFe) R vlEY A Effge] T difEL
grsiger. -

Abstract

Proposed security system attacks it, and detect it, and a filter generation, a business to be prompt
of interception filtering dates at attack information public information. inner IPS to attack detour
setting and a traffic band security, different connection security system, and be attack packet
interceptions and service and port interception setting. Exchange new security rule and packet
filtering for switch type implementation through dynamic reset memory by real time, and deal with a
packet. The attack detection about DDoS, SQL Slammer, Bug bear, Opeserv worm etc. of the 2.5 Gbs
which was an attack of a hacker consisted in network performance experiment by real time. Packet by
attacks of a hacker was cut off, and ensured the normal inside and external network resources besides
the packets which were normal by the results of active renewal.
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