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Abstract

Zheng's signcryption scheme is a new encryptical scheme of which can save more expense than
those of the current signature encryption by using digital signature and symmetric key encryption
logically. The current signcryption schemes have a problem that is to be exposed the secret key of the
receiver in the case of checking repudiation of origin by the third party. To solve this problem, a
solution suggested in this paper is to use multi-purpose ID-based signcryption scheme with anonymity
and unlinkability. This solution is safe and more efficient than current signcryption schemes because
the suggested scheme keeps the security of the random oracle model as using Weil-pairing in
encryption, and follows a formal proof of semantic security of the decisional Diffie-Hellman problem.
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Figure 5 Proposed Scheme Security Property Analysis
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4.1.6 Exculpability
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Table 6 Proposed Scheme Performance Analysis

of A 2 Size: #el. G, Time: (#b, #m, #e)
3 Cipher G F ) ’
pairs (#p,#q) P Plain Sign Encrypt | Decrypt Verify
_ Zhengs] 3,1 3,0 1,1,0 2.1,0 1,0,0 2.1,0
Signcryptioni1)
D. Bonechg _ _ -
Signcryption. {9) 0.2 100 100
2)9 9
| PfHessel 2,0 2,0 1,30 - 4,01
Signcryption(19)
Malone-Leel . "
Signcryption(18] 1.1 I 2.2.2 4.0.2
Hjot7|e 1,1 1.1 - 222 - 4,02 -




A& 249 D719 signeryption 71¥ 249

triples {#b, #m, #e)Z HHET #bE o|FHYP9 4
tme G} A%9) 4, ez GyUFp9) A9 42 e}
ao Glo 943 18 2y F Gy g3 9¢
o] w=RoA AMREA AU} [E 6)9 Sizes Pairs
(#p.#) 9} #pe G) 829 $0l1 fgk Fpare] 4o
o (& 6)9A M8 SEE(cipher)# plaing Yu)=
ARHez dErd oy 2ot dE2(cipher)s =7
€ ¥&(encryption) & X|1Qal7] &) AH2E (lcl|-||ml|
o <4EE ewdlzeln. plaing Frle Bish)
H(m.s) -/ 1m]| %9 signature ¥#j=olc}

E&YE vwHrlEtn e (F 6)S (1, 9, 18, 19)
dM FHE A& 7oz &lm itk (E 6)oM RdF
AL 55 4o AMEA I8EAS 1ES
gl "R aEEde UEsm YR ge
Malone-lee9| Signcyption2th Z-g4olm, 7|2 s
o] AlFslA ek WA UnlinkabilityE Alast7]
HEel 71E JPiEn dEitn B 4 gk w3
DBDH(Decisional Bilinear Diffie-Hellman) &<} 4
32H83ke 71Wel HotdE Ael 13 Al whioz v
<38lH ) 29 7}

-

Y2l 2 WY 222 [HoM, to] fuAIzi G s

& 4 H, 2|, 9z Signerypt AHEl, v Unsignerypt

F2lSol 278 28 o o/d £ 2 Jixle Mol 19] A

B¢t SRS FES = U H A= INDIDSC-CCAS 7}

aw, ADBYHN > 2e—q, 127 gl ops ot

Ot +(84; +44,)T,)

ol

XA AlZloll  ZAEE WMy

Difie-Hellmen 288 Z # 2= 7wxt £ 7} =xsict oy

M Tp 2 wusio] ANAIZIS Lighict
4. (21) &=,

Aol 28 A7 1Y $Ud 43 282 /1 £ 3e
BT ope} Shw EE Aok A g

2) “(19)9 Signeryption 718 [18)MAE CCA-secure
o 2R}

V. E8

Zhengdll 93] #x2 Aletd Signeryption 719
A2 otge 718 2he2d A9 435 75 =2
@ 2gle g FAld HAg & glow A4 ug 24|
o= HBAN M F 43 iyl o spsHe
ARFET A8 22 4TI FgolA T AHe] A
Aol ofF] AFEHolzol sk A9lE o8 4 gl
e 7B m glck olg{g 712 Signeryption 1ol A
T Fohe 9 Held /e (3, 23)0] AtHY
o}, ol g ¥ F7bHQ He ik gaz gozy
AR ZoA vEgAelglct. 28x 200249 BD7Y
83 Hess® signature= Malone-Lee 7I"HEL} ©
b AF3s ZE&HQ ID719 Signeryption 71
AMgEHg L
I3y 7|2 Signeryption 7IENAE $41 oo
Aolo] A3AL 015 HAEdor & A $aZe] uigy)
2o] Erhjsld Bk $ 9wAIl UnlinkabilityE
A4ak] Raglct. AWAR Unlinkability® A23l7] 9
& o] =¥lME random oracle REe] HHXT FHA
%39 Diffie-Hellman®] Ju|24 Hobe wEsie e
FEEE o4 A D7) Signeryption SEAA
 2dg AP

H}E o|Zlo] AxA #MY BAl9 olalgrtt 7 7}
HolA Tt A zEle] Hels 9% Yt suke] @ Ao
2 Ho|x g ojFAoHo} 5849 /e wsk
H o]8E Aotk Eg Alz®] ARgAle] I15HEE o]g
3p7] Wiol Ak HARE S8 Pl o= o
ol 71& 7IMERY BgHo. Foz: AYrL) ¢
& HE&Ao|HA kA AEIME Aol & Rol},

¥ 2 rfo

4
N

L

to Ho wfo
o:

LA SO



250  mE AFEEREE HLE(2006. 5.)

it

o

g

(1) Y.Zheng, “Digital signcryption or how to achieve
cost(signature & encryption) {{ cost(signature)
+ cost{encryption),” Proc. CRYPTO'97, pp.
165-179, 1997

{2) Y.Zheng, "Signcryption and its applications in
efficient public key solutions,” In Proceedings of
1997 Information Security Workshop(ISW'97),
LNCS, 1997

(3] Y. Zheng. “Identification, Signature and Signcryption
using High Order Residues Modulo an RSA
Composite,” Proc. of PKC'01, LNCS 1992, Springer,
pp. 4863, 2001

(4) J. Camenisch and M. Stadler, "Efficient group
signature schemes for large groups,” In
Advances in Cryptology-CRYPTO'97, LNCS
1294, pp. 410~424, 1997

{5) G. Ateniese, J. Camenisch, M. Joye, and G.
Tsudik “A practical
coalition-resistant group signature scheme,” In
Advances in Cryptology-CRYPTO. 2000, LNCS
1880, pp.255~270, 2000

(6] E. Bresson and J. Stern, "Efficient revocation

and provably secure

in group signeryption,” In Proceeding of
PKC’2001, LNCS 1992, pp. 190~206, 2001

(7 Y. Lyuu and M. Wu,
undeniable signatures,” In proceeding of
ICISC’ 2002, LNCS., Vol 2587, pp. 46~61,
2002

(8] D. Bonech, B. Lynn and H. Shacham, “Short
signatures from the Weil pairing,” Advances

“Convertible group

in Cryptology-Proceeding of Asiacrypt 2001,
Springer-Verlag, preprint, 2001

{9) D. Bonech, M Franklin, “Identity Based Encryption
From the Weil Pairing” Advances in Cryptology -
Crypto'01, LNCS 2139, Springer, 2001

(10) T. Okamoto and D. Pointcheval, “The Gap-problem
: A new class of problems for the security of
cryptographic  schemes,”  4th  International
Workshop on Practice and Theory in Public Key
Cryptosystems, PKC 2001,
preprint, pp. 104-118., 2001

(11) N.P. Smart. "An Identity based authenticated

Key Agreement protocol based on the Weil

Pairing,” Cryptology ePrint Archive, Report

2001/111, http://eprint.iacr.org/, 2001

H.Sakazaki, E.Okamoto, M.Mambo,

“Constructing identiy-based key distribution

systems over elliptic curves,” IEICE TRANS.

Fundamentals, Vol. E81-A,pp 2138-2143, 1998

(13) D. Nalla, K. C. Reddy, "ID-based tripartite

Authenticated Key Agreement Protocols from

pairings,” Cryptology ePrint Archive, Report

2003. 04

K. G. Paterson, “ID-based signatures from

Springer  Verlag,

(14)
pairings on elliptic curves,” Cryptology ePrint
Archive, Report 2002. 04

(15) T. El-Gamal. “A public key cryptosystem and
a signature scheme based on discrete
logarithms,” IEEE Trans. Inform. Theory,vol
IT-31, pp.469-472,1985

(16) J. H. Silverman, "The Arithematic of elliptic
curves,” volume 106 of Graduate Texts in
Mathematics,” Springer-Verlag, 1986

(17) E. Okamoto, K. Tanaka, “Identity-based
Information Security Management System for
Personal Networks,” IEEE J.
Select. Areas Commun., vol. SAC-7, pp.
290-294, 1989

(18) J. Malone-Lee, “Identity based Signcryption,”
available at http://eprint.iacr.org/2002/098

F. Hess, “Efficient identity based signature

Computer

{19]
schemes based on pairings,” to appear in
proceedings of SAC 2002, Springer Verlag,
Lecture Notes in Computer Science series

(20) J-B. Shin, K. Lee, K.Shim, “New
DSA-verifiable signcryption schemes,” to

appear in proceedings of ICISC 2002.



< B3 ID71% signeryption 719

251

21

p—

(22]

(24]

(25)

(26]

27

(28]

Springer Verlag, Lecture Notes in Computer
Science series.

Benoit Libert, Jean-Jacques Quisquater, "New
identity based signcryption schemes from
pairings.” IEEE Information Theory Workshop
Available 2003, March 30 April, Paris,
France. Extended version available as IACR
eprint archive

D. Pointcheval, and J. Stern, “Security proofs
for signature schemes,” Proc. EUROCRYPT' 96,
pp. 190-1999, 1996

H. Y. Jung, D. H. Lee, J. I. Lim and K. S.
Chang, “Signcryption Schemes with Forward
Secrecy,” Procedding of Workshop on
Information Security Applications(WISA2001),
Vol.2, pp .463-475, 2001 .

E. Okamoto, and K. Tanaka, “Identity-based
information security management system for
personal computer networks,” IEEE Journal
on selected areas in communications, Vol. 7,
No. 2, pp. 290-294, 1989

F. Bao and R. H. Deng. "A Signcryption
Scheme with Signature Directly Verifiable by
Public Key,” Proc. of PKC'98, LNCS, Vol.
1431, Springer-Verlag, pp. 55-59, 1998

C. Gamage, J. Leiwo, and Y. Zheng,
"Encrypted Message  Authentication by
Firewalls,” Proc. of PKC'99, LNCS, Vol
1560, Springer-Verlag, pp. 69-81, 1999

E. Fyjisaki, T. Okamoto, “Secure integration of
symmetric encryption
schemes,” Advances in Cryptology - Crypto'99,
LNCS 1666, Springer, pp. 537-554, 1999
Xiaofeng Chen, Fangguo Zhang and Kwangjo
Kim, “"A New ID-Based Group Signature
Scheme from Bilinear Pairings”, In Proc. of
WISA2003, pp.585-592, Aug. 25-27, 2003,
Jeju Island, Korea.

asymmetric and

2y s
1998d 8%: %ﬁ‘z’r ﬁ_}jy_ 7‘(1;(],7;“/\‘_}
ok wpjs
2000~ A © BHRAABNATL
dearel

[ R
¥es

20004 29 FHajstm WA
8} ofeh}
2003~ &4 FEosiy
AFEAT 2HIGE

o435

19894 29 sk e
Eg|asls} FEEm)

1981~ &4 : SEuetn A7)

ARBFE B 35



