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Abstract

The service use management for keeping up stable and effective environment is hard little by little
by according to increase of internet user and being complicated network environment of the Internet
little by little, being various of the requirements of the service which is provided and the user
demand. And the beginning flag security was limited in IDS, But recently the integrated civil
management is coming to be considered seriously according to adventting IDS, Firewall, Security of
system. The development of integrated security civil management system to analyze widely through
observation and detection at Network or host base, the judgment of attack, and integrated analysis of
infiltration information is necessary because of detecting the various type attack.
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// FABLF-Message &2 DID

<IENTITY % attlist.fwslf "version CDATA #FIXED "1.1">
<IELEMENT FWSLF-Message ((Connect| Heartbeat)*)>
<IATTLIST FWSLF-Message %attlist fwslf>

// Connect 22 DID

<IENTITY % attvals.criticaltype "(unknown |normal |
suspicious | warning | critical )">

<IENTITY % attvals.actiontype "(unknown |
pass | block | protect) ">

<IELEMENT Connect (Sensor, CreateTime,
Source, Target, Classification, AdditionalData*)>
<tATTLIST Connect ident CDATA "0

criticality ~ %attvals.criticaltype “unknown’
action %attvals.actiontype “unknown’>

// Heartbeats Z2j2= DID

<IELEMENT Heartbeat (Sensor, CreateTime, AdditionalData*)>
<IATTLIST Heartbeat ident CDATA 0>
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// IDSLF-Message 32 DID

<IENTITY % attlistidslf "version CDATA #FIXED ‘1.1">
<{ELEMENT IDSLF-Message ((Alert | Heartbeat)*)>
<IATTLIST IDSLF-Message %attlist.idslf;>

// Alter &2 DID

<!IELEMENT Alert(Analyzer, CreateTime, DetectTime?,
AnalyzerTime?, Source*, Target*, Classificationt,
Assessmment?, (ToolAlert | OverflowAlert | CorrelationAlert)?,
AdditionalData* >

<IATTLIST Alert ident CDATA 0’ >

// Analyzer E82 DID

<!ELEMENT Analyzer (Node?, Process? }>
<!ATTLIST Analyzer analyzerid CDATA ‘0f
manufacturer CDATA #IMPLIED

model CDATA  #IMPLIED
version CDATA #IMPLIED
class CDATA  #IMPLIED
ostype CDATA #IMPLIED
osversion  CDATA  #IMPLIED>
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METHOD GET
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Fig. 13 IDS Log Interface of Web base
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