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Performance Evaluation of Group Key
Management Scheme Blocking Collusion
Attack

Jong-In Chung*

ABSTRACT

Multicast services are provided on the Internet in fast increasing. Therefore it is important to
keep security for multicast communication. If a member of the group is removed, new group
key has to be generated and distributed to all remaining members of group. Minimizing number
of messages and operation cost for generation of the composite keys to be used to encrypting
group key are important evaluating criteria of multicast key management scheme since
generation and distribution of new keys for rekeying require expensive operation. Periodic batch
rekeying can reduce these important parameters rather than rekeying sequentially in fashion
one after another. In this paper, Hamming distance is calculated between every members to be
removed. In batch rekeying the members with Hamming distance less than threshold are
selected for rekeying procedure. With running the round assignment algorithm in the case of
removing several members simultaneously, our scheme has advantages of reducing messages
and operation cost for generation of the composite keys and eliminating possibility of collusion
attack for rekeying. We evaluate performance of round assignment algorithm through simulation
and show that our scheme is excellent after performance comparison of existent schemes and
our scheme.

Keywords : Group Key Management, Collusion Attack, Multicast
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communication for multimedia applications
1. Introductions including video, audio, and data. These
applications are unicast service and multicast

Internet users are using a lot of parts of . . L . .
service, multicast service is increasing rapidly
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communication secure, it needs group key that
group members share. Group key offers group’s
security and authentication function of source.
Secure multicast groups are managed by key
server. This key server is known as group
controller. To join multicast group, clients must
request group controller access to group. If
controller is required, controller confirms
identification by clients’ login and password or
certificate. If clients are permitted join group,
controller offers them group address and
essential keys that messages deliver.

Through member must change key that have
whenever group membership changes, FS
(Forward Secrecy) and BS (Backward Secrecy)
are guaranteed. Thus, this change of key is
called rekeying. FS means that can not get
group information that is attained after if some
member leaves group. Also BS means that can
not get group information that is attained
before when a new member joins group [1].

Member’s join and leaving are closely
related to scalability problem of multicast key
management scheme. Let’s assume multicast
group that is consisted of N members and
share 1 group key. It should change an existent
group key to guarantee BS if members join
group, and deliver to group members of all
remaining N-1 a new group key to guarantee
FS if members leave. But, it is not simple
problem to send a new group key securely to
all remaining members.

To offer scalability, many studies have used
logical binary tree of KEKI[2-4]. Method that
use binary key tree of KEK is very efficient
because number of messages needed to change
a new group key are proportional in depth of
tree (logaN). In rekeying of LKH(Logical Key
Hierarchy) scheme, complexity of messages to
be delivered can reduce in O(logzN) but there
is possibility of group members’ collusion

attack. Wong proposed for rekeying a typical

LKH multicast scheme that is encrypted by his
children keys in some node of key management
tree and controller manages 1 group key, N-2
auxiliary keys, and N individual keys in case
group size is N. Chang proposed a LKH key
management scheme that each node of key tree
is allocated by binary ID and management is
easy. If group size is N, controller must
manage 1 group key and Z2logN auxiliary keys.
Chang suggested a scheme that generates new
keys when a number of leaving members reach
in any level or in periodic time but there is
collusion attack’s possibility that destroy key's
confidential.

Whenever group members leave from group
dynamically, it requires a lot of operations to
change and delivers a new group Kkeyl5-71.
When there are member leaving requests in
most  applications, controller gathers the
requests and removes leaving member at the
same time periodically without rekeying
immediately [8-10]. For example, in web TV,
leavings and joins group are achieved at
specified short time of program. In this case,
controller must change group key together in
periodic time because it is inefficient if group
key is changed whenever joins and leavings are
requested.

When we need rekeying scheme that group
controller has less keys that it should store,
controller does not send changed keys but
sends necessary information to change
keys[11-14]. It can reduce keys that controller
keeps by making keys of node from pseudo
random function that only controller knows.
Also, it is impossible for nongroup member to
produce node keys because a multiplication
result of random numbers created from pseudo
random function is sent as message. This is
used to attack

members. But this scheme is difficult to create

avoid collusion of group

random numbers in server actually.
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The most factor that should
consider when run rekeying is number of keys
should

number of messages that deliver whenever to

important

that controller and member store,
rekey, blocking possibility of collusion attack,
the operation cost of composite key to encrypt
group key and so on.

In this

management scheme, but propose a scheme that

paper, we use Chang’'s key
has less operation cost of composite keys that
use to encrypt group key, fewer messages than
Chang scheme by selecting members being
removed and reassigning round them, and
solves collusion attack problem. It is shown
that our scheme is more excellent than existent
schemes by performance evaluation through

simulation
2. Key Management Scheme

User ID (UID) is given n bit string to each

member of group. UID 1is expressed by
X,_1%,_9x, and each x; is 0 or 1. The length
of UID depends on group size. For example, 9
bits UID is used in case that group size is 300.

If a member, UID

controller to join group, controller sends the

X, 1X,_p X, Tegisters

member a group key GK. GK is shared by all
group members, and used to encrypt or decrypt
the messages when send ones with multicast
group key. Also, a member receives n auxiliary
keys, K, ,, K,_, -, K, set, where K, is

expressed by k; if x, is 1 and by & else.
Auxiliary keys are used to update group key
by secure method. k; and %, are complement
key each other, and have meaning that are not
numerical complementary relation and are not
related Controller

mutually. manages  all

s kn~l’ —knfl }
<Fig. 1> shows keys that each member

auxiliary keys { k,, k,,k,, &k, =

keeps in case that group size is 8. Square

terminal nodes in tree stand for group members
that have 3 bits UlIDs, and circle nodes stand
for keys. Each member keeps keys in path
from a terminal node to root node. For

example, member ¢;(UID 101) keeps group key
GK and auxiliary keys k,, %, k.

Group key and auxiliary keys are usually
changed when group member leaves. Leaved
member has to not be able to obtain group
keys to be used future. To do so, controller
changes group key and auxiliary keys that
other members except the leaving members
have if they leave. The leaving members can
not obtain future keys using their auxiliary
keys and group key. Such key changing is
called rekeying. Expensive cost is needed for

rekeying if controller changes group key and

auxiliary keys whenever a group member
leaves. Also, when 2 members leave
contiguously in short time, controller must

rekey for the second member without applying
new group key and auxiliary keys generated by
rekeying for the first member. This causes
resource waste. Problem that synchronization
between keys and data does not agree is called
out-of-synchronization. QOut-of-synchronization

can be occurred if rekeying accomplishes
whenever there is member's leaving [7]. When
there is member join or leaving request in most
to handle

immediately. For example, controller may not

applications, controller need not
remove member immediately as soon as service
time is over for group key management in
VOD and on-line game.

Group controller gathers leaving members in
specified period time and rekeys at once, which
is known as batch rekey. We use batch rekey
mode in this paper. When members to remove
gather and remove periodically, the periodic
time is called round. Controller can decide the
round random.

periodic  duration time of
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Because rekeying occurs every  period
noncontiguously, group key and auxiliary keys
are expressed by GK(») and k(7), k(7))

respectively, where r is current round.

GK

011 100 104

<Fig. 1> Key distribution tree of group size 8

2.1 Removal of One Member

New group key should be distributed all
members except the member that leaves group
whenever it leaves. To update current group
key GK(r), controller calculates new group key
GK(r+1). GK(@E+1) s

complementary key of the leaving member. For

encrypted using
example, the leaving member has auxiliary key
ko, Ry, ky if its UID is 101. Therefore, GK(r+1)
is distributed to all members of group after
making 3 messages {GK(r+1)} ¢ {GK(r+ 1)},
{GK(r+1)} 5, that is encrypted individually by
complementary key %, %, k of the leaving
member. Where, {L}, is meaning that encrypts
string L by key M and sends to whole group
mermmbers.

The member to be removed receives all
messages encrypted, but it can not decrypt the
messages because they were encrypted by keys
that the leaving member does not have. But,

group remaining members can decrypt more

messages than at least 1 because their UlDs
differ with leaving member's UID more bits
than at least 1.

<Fig. 2> represents group rekeying scheme
when member c¢; is removed. Dark circle nodes
leaving

represent auxiliary keys that the

member ¢; has. Diagonal line circle nodes
represent auxiliary keys that ¢; does not have,
the complementary key of c¢;. All nodes on
path from c¢; to root are dark circle nodes, but

all nodes on path from others to root exist
more diagonal line circle nodes than at least 1.
Therefore, all members except c¢; can decrypt
messages encrypted by auxiliary keys that c¢;

does not have.

GK

& 1 2
a0 0o 10 01t

110 114

<Fig. 2> Removal example of member c;

Analyzing key distribution algorithm, keys
managed by controller are Z2logN+1, keys to
update group key are logN after 1 member are
removed when group size is N. Removed
member can not obtain new group key. In case
of updating group key in next round, auxiliary
keys must be updated so that removed member
does not decrypt group key. Each member uses
hash function f of expression (1) to update
auxiliary key K,(r).
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K(r+1) =7f(K,(»), GK(r+1)) (1)
Only members that have new group key
GK(r+1) can update auxiliary key K, (r+1).
Removed member can not update new auxiliary
key because it does not have GK(r+l), and
security is kept because it can not update

group key to be changed in next round,
GK(r+2).

2.2 Removal of Several Members

Group key management can repeat k times

key update process in section 2.1 to remove k

members. But more effective method is
removing at once after gathering members to
remove. Usually member set is
S={c¢g, ¢y, ",cxy-1}  and  N=2".  Group

membership is decided by mem(), Boolean
function of UID in any time point. That is,
Xy 1Xpog Xy is group member if
mem(x, (%, 5 %)=1, otherwise is removed
in group.

Group rekeying is meaning that updates
group key and auxiliary keys of all members
except members, mem(UID)=0. Group Kkey is
encoded by keys that members to be removed
do not have and distributed to all members.
Considering scalability and efficiency, it is
desirable that rekeying has minimum operation
to encrypt and has minimum messages to be
distributed to group.

For example, let’s suppose that UID 001

(¢;) and 101 (¢;) are removed from group in
<Fig. 3>. Controller must distribute new group
key, GK(r+1) to set S=/{c¢,, ¢;, ¢3, ¢4, 4, ¢7} Of
group remaining members. Usually member that
group key must be distributed actually is
subset of S, because new group key is not
distributed to all UIDs. Unassigned UlIDs can
handle on "don't care” condition. "Don’t care”

condition does not influence in key distribution.

2 messages with
(GK(r+1)} 5, and
The first

members (¢, ¢, ¢4, ¢) and the second message

encrypted group key,
{GK(r+ 1D}, are distributed.
can be

message decrypted by

can be decrypted by members (¢;, ¢, ¢, ¢7). So
group rekeying is possible because 2 messages
cover all members except c¢;,¢; in group S.
Dark circle nodes in <Fig. 3> represent keys
that ¢;,c; have and can not use to encrypt
GK(r+1).

001

5 7
o1 100 110 111

<Fig. 3> Removal example of 2 members ¢, ¢;

Rekeying procedure to remove a member
needs 3 messages. Controller must distribute a
total of 2x3 =6 messages to remove 2 members
from multicast group if rekeying is performed
sequentially as key update procedure described
in the previous section. But only 2 messages
are distributed in case of batch rekeying. This
numerical value is less numerical value than
case of removal of a member. If more or 1 bit
that UIDs of group remaining members are
common (differing with removed UID’s bit)
exist, we can know intuitively that messages to
be distributed are decreased. x, of members

(cq, €y, 04, ¢4) 18 all 0 unlike x, of members

(¢;,c5) to be removed in the above example.
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{GK(r+1)}3 can be decrypted because
members (¢, ¢;, ¢4, ¢5) has k, while members
to be removed have &, Similarly x, of
members (¢, c5, ¢g, ¢;) is all 1 unlike x, of UIDs
of members( ¢, ¢5) to be removed. {GK(r+ 1)},
can be decrypted {GK(r+1)}, because members
(cy,¢3,¢4,¢;) has k while members to be
removed have k. As there are more common
bits of UIDs of members to removed at the
same time, messages for rekeying decrease
because there are been more common bits of
group remaining members.

Batch

systematically finding the group of members

rekeying problem is that like
that UID bits of remaining members except

members to removed are common. This
problem is such as minimization[15] of Boolean
function. For example, membership function can

be expressed as following.

mem(xy, X1, X)) = X X Xy T Xgx Xy T Xy Xy X

T Xy 2y g+ Xax; X+ Xy X X

(2)

+ is

variables is

OR and multiplication of
AND. Each term of

expression (2) corresponds to a message that

logical
logical

encrypt group key to be delivered to each
member. Letters of each term are used to
generate a key by one-way function as input
parameters(auxiliary keys). The generated key
is known composite key. Group rekeying can
be achieved by generating a message encrypted
by the composite key.

For example, term x,x, x, corresponds to a
message that is encrypted by composite key
that is generated from &,, %, #,. Therefore, 6

messages must be distributed to deliver new

group key to all members of group. Such each
message is decrypted by 1 of 6 members.

We wuse example to understand how
minimization method of Boolean function is
applied in key wupdate problem that have
minimum messages and minimum keys. Let's
suppose that ¢, already left group, and that
UIDs were allocated to 7 members except c;.

If ¢ and ¢ are removed from group,
membership function is like <table 1>. Output
of ¢ and ¢; is 0, and ¢; that already left
group is X (don’t care), and output of
remaining members is 1. ¢; can not decrypt
messages that aré encrypted by new key
because auxiliary keys are updated since ¢,
has left group. We can express as expression
(3) if membership function is displayed by sum
of minterms. 2 of expression (3) stands for
OR of terms, lower case m and digits stand for
minterms of Boolean function. For example,
m(2),

x4, %, as m(B). Also, d(7) stands for don't

care term, UID 7.

minterm Xy % %y Is expressed as

mem(x,y, x;, %) = 2Zm(0, 2,3,4,6) +d(7)
(3

{Table 1> membership function

Input (x, %, x,) Output

000
001
010
011
100
101
110
m

e e e R N o T Y

<Fig. 4> (a) shows Karnaugh map of <table
> A

corresponds to a minterm. Minimization process

rectangular of Karnaugh map
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of Boolean function makes block of minterms
as big as possible grouping minterms of 1 or X
as shown as <Fig. 4>(b). The bigger block
size is, the fewer input variables in term are.
Term that number of input variable are least is
called prime term. Minimization result of <table

1>is x4+ x,

XX
e o0 1L 10
X3
0 1 0 1 1
1 1 0 X 1
(a) Karnaugh map
XX
e 0 110
X2 . .
0 IR

(b) Selection of prime

term

<Fig. 4> Karnaugh map and minimization of
membership function

We can analyze relation between
minimization and batch rekeying of Boolean
function as following from <Fig. 4>.

¢ A minterm 0 is a member that is
removed in group.

¢ A minterm 1 is a member that remains
to group.

e A minterm X is a UID that is not

allocated up to now.

In the batch rekeying, group key update is
closely related to problem that finds prime
terms in Kamaugh map. Prime term with 1
input variable is called simple key because it is
consisted of 1 key. Each prime term

corresponds to a message that has a group key

because it corresponds to a simple key that
uses to encrypt group key. To update group
key in the above 2  messages
{GK(r+ D}, and {GK(r+1)}; that encrypted

group key are distributed

example,

to group. The
messages use only 2 simple keys and operation
cost to calculate composite key is low. As
there are many common bits of UIDs to be
removed at the same time, number and size of
messages for rekeying decrease.

In the case of batch rekeying in Chang
scheme, It has properties that messages and
auxiliary keys that consisted of composite key
can be changed according to UIDs to be
removed, and also leaving members can collude
and then obtain new group key. Collusion
attack is that obtains new key illegally if
leaving members collude and combine their
keys. For example, collusion attack is possible
because two members are keeping all auxiliary
keys of group if UID 0 and 7 in group size 8
leave at same time. There is shortcoming that
does not maintain advantage that use binary
UID to key management scheme because Chang

scheme can not block collusion attack.

2.3 Round Assignment Algorithm

We can reduce messages for rekeying
because can reduce composite keys used to
encrypting group Kkey, and solving collusion
attack problem occurring in Chang scheme by
assigning the round of members to be removed
at the Round assignment is
achieved by checking UlDs of

members. Also the operation cost of composite

same time.

leaving

key is decreased because auxiliary keys used to
calculate composite key are decreased.
Hamming distance[16] is number of different
bits between 2 binary bit strings when 2 UIDs
are expressed by binary bit string respectively.

To select removing member in step 3, threshold
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that controller sets random is applied. We know
that it can reduce messages for rekeying and
operation cost of composite keys used to
encrypt new group key because it can make
bigger blocks in Karnaugh map of Boolean
function if Hamming distance of removing
member is small. This is because there are
many common bits of group remaining
members’ UlIDs as there are many common
bits of UIDs that is removed at the same time.
and operation cost of

Therefore, messages

composite key for rekeying decrease.

Step 1:Store in queue the UIDs of
Calculate

Hamming distance between two UIDs for

members to be  removed.
all members.

Step 2 : Check possibility of collusion for
to be If there is
possibility  of

members removed.

collusion, except from
removing targets the member stored in
queue finally among members with the
biggest Hamming distance between
members that have possibility of collusion.
Step 3: Select as removing targets only
UIDs that

removing targets of step 2 is below than a

Hamming distance between
given threshold.

Step 4: Generate keys to encrypt new
group key distributing to all members
except selected ones.

Step 5 : Delete selected UIDs from queue.

Go to step 1.

Round Assignment Algorithm

If threshold is

composite key is less and number of messages

small, operation cost of
for rekeying decrease, but can not remove
members immediately. Controller must decide
threshold tradeoff

efficiency for operation cost and number of

according to between

messages and immediacy of member removal.
controller must set threshold low to improve
efficiency for number of messages and
threshold high in case of playing an important
role immediacy. Application that transmit
realtime data such as video conferencing, video
server, stocks information, distributed game can
set threshold high and

transmit non realtime data such as software

applications that

delivery, database copy can set threshold low.
If Hamming distance is n in case that UID
2 members have
Whether
possibility of members exist or not can be
checked by
possibility is usually checked as expression (4)

is expressed by n bits,

collusion possibility. collusion

following  process.  Collusion

and (5) if UIDs of members to be removed are

Ay 18,20, bn—lbn—Z."bO’ Cun1Cn-2"Cy

z;=(a; +b;+c;++)(a;bcy),i=n~1,n—2-0
(4)

P=z,_,2, 522 ®)

For any i in expression (4), z; is 1 if each
bit i of UlDs to be removed includes 0 and 1.
Z, 12, 9 212, In expression (5) stands for
logical AND from =z, ; to =z, If P has 1,
collusion possibility exists and it does not exist
example, for 3 UlDs,

b3b,6,b,=1010, and

otherwise.  For
asaqaa,=1100,
¢3¢,0,¢,=0101, it is z;=1 by expression (4)
because the first bits (aj, by,c5) of UlDs have
0 and 1. In the same way, it is z2,=2,;=2,=1
by expression (4) because the second bits
(a4, by,cy) of UlDs, the third bits (ay,b,,c;)
and the fourth bits (agy, b, ¢, have 0 and 1. 3

members have collusion possibility because it is
P = 1 by expression (5).

When group size is 16, let’s give example to



Performance Evaluation of Group Key Management Scheme Blocking Collusion Attack 119

explain round assignment algorithm. We wish
to remove UID 1111( ¢;5), 0011(¢y), 0000( ¢p)
from group in the first round. Insert these

sequentially in queue. Hamming distance

between members in queue is <table 2>.

(Table 2> Hamming distance between members

111 e ) | 00110 ¢ ) | 0000( ¢;)
W) | 0 2 4
Wlle,) | 2 0 2
0000( ¢y ) 4 2 0

There is collusion possibility because ¢y

and ¢, have Hamming distance 4. ¢, is

excepted from removing targets because c¢; out

of 2 members have inserted in queue finally. If
controller sets threshold by 3, ¢;; and ¢, are
removed together from group in the first round
because Hamming distance between them are
smaller than threshold. Membership function is

same as expression (6).

mem(xy, %y, %1, %) = 2m(0,1,2,4,5,6,7,
(6)
8,9,10,11,12,13, 14)

Karnaugh map for membership function is
same as <Fig. 5> (a). Controller distributes 4
messages {GK(r+ 1D} 4, {GK(r+ 1)} 4,
{GK(r+ D} 4 3, 490 {GE(r+ 1)} 4, 3, to update
group key because minimizing Karnaugh map
results x,+ x,+ x3x,+x;x,. Where, f(kj k) is
composite key that is generated by one-way
function that has %, and 4, as input
parameter. 2 simple keys and 2 composite keys
can be used to encrypt group key. {GK(r+1)}
can be decrypted by
{cg, €35 €4, €45 €3y €105 €125 Crats {GK(r+ 1)} 4 by
{co, €1, €4, €5, €3, €9, €19, €13},

{GK(r+ 1)} ;4 2y DY

{GK(r+ 1)} 3, 0»

by {¢y. 5, g, ¢},  and

{cg, cq, €1g, €11} Let's suppose that ¢, ¢, were
newly inserted in queue to be removed from
group before the second round begins. ¢, ¢;, ¢y
in current queue.

were stored sequentially

Hamming distance between members in queue
is <table 3>.

{Table 3> Hamming distance between members

0000( ¢ ) | 0010C ¢; ) | 1010C ¢y )
0000( ¢, ) 0 1 2
0010( ¢, ) ! 0 1
010 c,)| 2 1 0

In the second round, all members in queue
are selected as removing target because it is
no collusion possibility between members in
queue and Hamming distance between members
is smaller than given threshold. Membership

function is expression (7).

mem(x,, x5, %, %) = 2m(1,4,5,6,7,8,9,11,

12,13, 14) +2d(3, 15)

(N
Karnaugh map for expression (7) is <Fig.
5> (b). distributes
(GK(r + 1)} 4, (GK(7+ 1)}, (GK(r+1)} 4, 3, tO

Controller 3 messages
update group key because minimizing Karnaugh
map results x,+zx,+x; x,. 2 simple keys and 1
composite key can be used to encrypt group
requires 5 messages

key. Chang scheme

encrypted 5 composite keys respectively
because minimization result in the first round is
Xy %o+, X+ X Xp+ X 1, + %, %, as <Fig. 5>(c).
Also, the most important problem is that ¢,
and c¢,; can collude together.

3 messages are required because Karnaugh
round is
<Table 4> shows

comparison of number of auxiliary keys needed

map minimization in the second

x,+x,+x, as <Fig. 5> (d).

for composite keys and number of messages
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distributed for rekeying between Chang scheme
Attack Block)

and CAB(Collusion
proposed in this paper.

scheme

<Fig. 5> Minimization of membership

function

CAB  scheme distribute total 7
messages to update group key in the first and

must

the second round. 4 messages of them are
encrypted by simple key, 3 ones are encrypted
using composite key generated by 2 auxiliary
keys. Chang scheme must distribute total 8
messages in the first and the second round. 3
messages of them are encrypted by simple key,
5 ones are encrypted using composite key
generated by 2 auxiliary keys. Number of prime
terms in Boolean function represent messages,
number of letters that consist of prime term
represents auxiliary keys used to encrypt group
key. It can reduce operation cost to generate
composite key if number of letters that consist
of prime term is few. CAB scheme can reduce
operation cost to

messages and generate

composite keys than Chang scheme.

(Table 4 operation cost of composite key and
number of messages between CAB and Chang

scheme
number of | operation cost of composite
Inessages key
number of number of
Ist | 2nd iota| Messages | messages
round | round encrypted | encrypted 2
simple key lauxiliary kevs
CAB| 4 3 7 4 3
Chang| 5 3 8 3 5

Number of blocks(prime terms) or number of
letters in prime term decrease because can bind
members remaining to group in bigger block as
Hamming distance between members to be
removed is small. This is same meaning that
messages that encrypt group key and operation
cost of composite key are decreased.

3. Performance and Analysis

We evaluate performance for 3 schemes,
Wong scheme, Chang scheme that had existent
good scalability, and CAB scheme. And we

show performance of CAB scheme is excellent.



Performance Evaluation of Group Key Management Scheme Blocking Collusion Attack 121

In case of N = 1024, we compare messages and
operation cost of composite key for 3 schemes
through simulation results, do number of
messages and operation cost of composite key
according to threshold in only CAB scheme.
Wong scheme delivers unique private key to
member using secure channel and delivers
auxiliary keys and group key that exist a path
from terminal node to root node in key tree if
a member joins. Secure channel can use
Diffie-Hellman [17] key method.

Group controller should manage a lot of key

exchange

because Wong scheme must deliver private
keys unlike CAB and Chang scheme when
group size is big.

<Fig. 6> and <Fig. 7> represent change of
simple key and composite key by round in
Chang scheme and CAB scheme. Simple key
and composite key are always generated at the
same time. Graph change of simple key and
composite key applied average of thresholds in
CAB scheme. With
generated keys, Chang scheme is little changes

analyzing change of
of simple key and most composite keys are
generated. Generated composite keys are shown
increasing trend as round is repeated in Chang
scheme but is generated constant number being
less far than Chang scheme in CAB scheme.
<Fig. 8> is shown comparison of messages
in side of operation cost of composite key for
CAB and Chang scheme. According to the
result, we can know that the operation cost of
in CAB

generations

message scheme has a lot of
of simple key and a few of
generation of composite key. Also, we can
know that messages generated are few as
threshold is low and messages are many in
CAB scheme. Therefore, when compare number
of messages with operation cost, we can know
that CAB scheme is superior to Chang scheme.
In N = 1024, we can conclude from <Fig. 8>

that threshold 5 1is the bhest in rekeying

efficiency and immediacy side.
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<Fig. 9> Change of simple key by round for
any threshold in CAB scheme
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<Fig. 10> Change of composite key by
round for any threshold in CAB scheme
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<Fig. 11> Change of message by threshold
in CAB scheme

<Fig. 9> and <Fig. 10> show measurement
of change of simple keys and composite keys

that is generated every round according to

threshold in CAB With

comparing simple keys and composite keys as

various scheme.
round going for any threshold, few irregular
state output because we input any threshold
with repeating random join and leaving but we
can know results that most simple keys are
threshold is
composite keys are generated as threshold is
11> that

number of message are few as threshold is low

generated as low and most

high. We can know from <Fig.

and there are a lot of distributing messages as
threshold is high. Therefore, CAB scheme can
reduce operation cost of composite key used to
encrypt a new group and number of messages
for rekeying because can make bigger block in
Kamaugh map as threshold is low.

4. Conclusions

Controller sends members a group key to
rekey. Group key is shared by group members
and used to encrypt or decrypt the message
when send ones with encrypted group key.
Also,

auxiliary key sets.

a member receives one set among
Auxiliary key is used to
update group key on secure method.

When rekeying is achieved, messages or
that

required much as Hamming distance between

auxiliary keys encrypt message are
members to be removed is far. CAB scheme
can have less than worst messages of Chang
scheme because remove only member that
Hamming distance between UlDs of members
is below than a given threshold by round
assignment algorithm. And CAB scheme needs
less operation cost of composite key than
Chang scheme because number of auxiliary
keys to encrypt messages are few. Also, our
scheme can solve collusion attack problem that
is shortcoming of Chang scheme.

We evaluated performance for 3 schemes,

Wong scheme, Chang scheme that have had
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existent good scalability, and CAB. And we
showed performance of CAB scheme Iis
And we

messages and operation cost of composite key

excellent. compared number of
for 3 schemes through simulation results.

Comparing with number of messages between
three schemes, when group’s size is big, Wong
scheme has a lot of number of keys that group
controller should manage because Wong scheme
must distribute individual keys unlike CAB and
Chang scheme.

Also comparing with CAB and Chang
scheme, we can know that CAB scheme has
few messages to be distributed than Chang
scheme as threshold is low because which is
achieved by round assignment algorithm.
Comparing about number of keys, we can know
that CAB scheme has much generation of
simple keys as threshold is low and Chang
scheme has much generation of composite keys.
We can also know that there are a few number
of messages as threshold is low and there are
a lot of messages as threshold is high because
CAB scheme removes members who are below
threshold by

algorithm. There are a lot of simple keys and

given round  arrangement
composite keys are few as threshold is low. On
the other hand, we can know that there are a
few simple keys and there are a lot of
composite keys as threshold is high.

It is important criteria that it evaluates
reduce

group key management scheme to

messages that distribute to rekey and

operation cost to generate composite Kkey.
Scheme that propose in this paper reduces
messages and operation cost of composite key
for rekeying because runs round assignment
algorithm when several members are removed
and there is also advantage that can solve

collusion attack problem.
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