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Memory Injection Technique and Injected DLL
Analysis Technique in Windows Environment

Hyun Uk Hwang* - Jong Ho Chae* - Young Tae Yun®

ABSTRACT

Recently the Personal Computer hacking and game hacking for the purpose of gaining an economic
profit is increased in Windows system. Malicious code often uses methods which inject dll or code
into memory in target process for using covert channel for communicating among them, bypassing
secure products like personal firewalls and obtaining sensitive information in system.

This paper analyzes the technique for injecting and executing code into memory area in target
process. In addition, this analyzes the PE format and IMPORT table for extracting injected dil in
running process in affected system and describes a method for extracting and analyzing explicitly
loaded dll files related with running process. This technique is useful for finding and analyzing
infected processes in affected system.

Key words : Memory Injection, DLL injection, Malicious Code
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HOOKPROC Ipfn, // hook procedure
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DWORD dwThreadld / thread identifier
)
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int InjectDIli{ HWND hWnd )
{
// hWnd : A3 E A= A5
g_hWnd = hWnd;

// Hook “explorer.exe”

g_hHook = SetWindowsHookEx
(WH_CALLWNDPROC,

(HOOKPROC)HookProc,

hDIl,
GetWindowThreadProcessId(hWnd, NULL));

SendMessage(hWnd, WM_HOOKEX,0,1
)

return g_bSubclassed ;

)
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union {
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DWORD TimeDateStamp;
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void GET_Module(int pid)
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HANDLE hSnap;
MODULEENTRY32 me;
char str(256];
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