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Study of Methodologies for New Vulnerability
Checking Module Development Proper to User Level

Seung-Hyun Paek* - Hyung-Geun Oh* - Do-Hoon Lee”*

ABSTRACT

Recent trends for cyber threat such as worm and virus exploit vulnerabilities inherent to main
information communication infrastructures like the internet to achieve economical and political goals.
It needs to develop checking programs for new vulnerabilities published in prompt and apply them
to vulnerable systems for the defense of those cyber threats. In this paper, we study of methodologies
for new vulnerability checking module development proper to user level. First, we analyze current 7
methodologies for the development of new vulnerability checking modules including GFI LANGuard
and Nessus and then compare them. Second, We define and propose the 5 unique methodologies for
the development of new vulnerability checking modules in depth. Finally, we induct the best methodology

proper to a certain user level by assessing each methodology according to conditions which is set
virtually.

Key words : Vulnerability, Vuinerability Chacking, Development Methodology
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