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Development of TDMA-Based Protocol for Safety Networks
in Nuclear Power Plants

SHE®  HEBEF -oHE
(Dong-Hoon Kim - Sung-Woo Park - Jung-Hun Kim)

Abstract - This paper proposes the architecture and protocol of a data communication network for the safety system in
nuclear power plants. First, we establish four design criteria with respect to determinability, reliability, separation and
isolation, and verification/validation. Next, we construct the architecture of the safety network for the following systems:
PPS (Plant Protection System), ESF-CCS (Engineered Safety Features-Component Control System) and CPCS (Core
Protection Calculator System). The safety network consists of 12 sub-networks and takes the form of a hierarchical
star. Among 163 communication nodes are about 1600 origin—destination (OD) pairs created on their traffic demands.
The OD pairs are allowed to exchange data only during the pre-assigned time slots. Finally, the communication protocol
is designed in consideration of design factors for the safety network. The design factors include a network topology of
star, fiber-optic transmission media, synchronous data transfer mode, point-to-point link configuration, and a periodic
transmission schedule etc. The resulting protocol is the modification of IEEE 802.154 (LR-WPAN) MAC combined with
IEEE 802.3 (Fast Ethernet) PHY. The MAC layer of IEEE 802154 is simplified by eliminating some unnecessary
functions. Most importantly, the optional TDMA-like scheme called the guaranteed time slot (GTS) is changed to be
mandatory to guarantee the periodic data transfer. The proposed protocol is formally specified using the SDL. By
performing simulations and validations using Telelogic Tau SDL Suite, we find that the proposed safety protocol fits
well with the characteristics and the requirements of the safety system in nuclear power plants.
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'** Bit state exploration statistics *+

|iNo of reports: 0. |

Generated states: 175482000.

Truncated paths: 99475714.

Unigque system states: 109922026,

Size pf hash table: 2000000000 (250000000 bhytes)
NG of bits set in hash table: 195349492
Collision risk: 9 %

Max depth: 200
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Fig. 13 Validation Result of Bit-Sate (CSW)
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