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Toward Design and Implement to Multiple Schemes for Strong
Authentication Mechanism
- Case Studying : Secure Entrance System -
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Abstract

As the innovative technologies related fo ubiquitous computing are being rapidly developed in recent IT frend, the concern for IT
dysfunction (e.g.. personal information abuse, information risk, threat, vulnerability, etc.) are dlso increasing. In our study, we suggested how
fo design and implement to multiple schemes for strong authentication mechanism in real systern environments. We diso infroduce the
systematic and secure authentication technologles that resolve the threats incuring from the abuse and flegal duplication of financial
fransaction card in the public and financial institutions. The multiple schemes for sfrong authentication mechanism applied to java
technology. so various application programs can be embedded, independent of different platforms, to the smartcard by applying the
consolidated authentication technologies based on encryption and biometrics (e.g., finger print identification). We dko infroduce the
appropriate guidelines which can be easily implemented by the system developer and utilized from the software engineering sfandpoint of
view. Further, we proposed ways to utilize java card based biometrics by developing and applying the "smartcard closs liorary” in order for
the developer and engineers involved in real system environment (Secure enfrance system) to easlly understand the program. Lastly, we
briefly introduced the potential for its future business application.
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