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ABSTRACT

IPv6 is a new version of the Internet protocol, designed as the successor to IPv4. Among the changes from IPv4 to IPv6,
we focused on the stateless address auto-configuration mechanism. The address auto-configuration mechanism is used by
nodes in an IPv6 network to learn the local topology. The current specifications suggest that IPsec AH may be used to
secure the mechanism, but there is no security association during address auto-configuration process because it has no initial
IP address. As there are so many security threats, SEND protocol was designed to counter these threats.

In this paper we analyzed the security problems in NDP and SEND protocol. So we proposed the Modified NDP
mechanism using PKC and AC in order to solve these problems.
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NS/NA Spoofing ND | Redir | NA, NS
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7158 AR Faete] FUTE FHE)
A 5 : 7]} NDP dlo]g] 4541 2 eyl FA

SA 4el4] AAY FEW P FA4AF )83}
o3 Qelze] FAleAEe ACE H¥six &
o} ot k=) o) E{o g2 F doldE Y
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Ax Zzole] FUNE AZE 4 Aok o9} o
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4% 5 dvh. zed AhEAedAE RS HA
A3t AC HF8AES A, Al MAC F4&
= X3 PKCE AAFL2A AF=

FaAA el 3o dlole] FAFAANA Akald
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AoMe o3 2ol 7144l e 82 et

@ AC HF8H &4

=t 249 PKC® 37, =9 link-layer
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