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ABSTRACT

The spread of mobile devices, PDAs and sensors has enabled the construction of ubiquitous computing environments,
transforming regular physical spaces into “smart space” augmented with intelligence and enhanced with services. However,
unless privacy concems are taken into account early in the design process of various ubiquitous devices(e.g. mobile devices,
PDAs, sensors, etc.). we will end up crating ubiquitous surveillance infrastructure. Also, it may inappropriate to use public
key techniques for computational constrained devices in ubiquitous computing environment. In this paper, we propose
efficient user authentication and key agreement protocol not only to preserve anonymity for protecting personal privacy but
also to be suitable for computational constrained devices in ubiquitous computing environments.
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BAZE @& A4’ Aols, Pentium
3.2Ghz #4dAE bz Ael 2ES 1,000,
0003 ¥hE 3% ARE 503 FAs}. HHA
7t & AARE Flelt}. Kerberos Al&gloliAg]
ID¢, IDigs. AD¢, IDv, TSi, TSz, TS;, TSy,
TSse ZH7t 4ule] B sPAslglen] Lifetimes,
Lifetimes= 22t 8HIO]E, Ticketigs, Tickete
©  40mlelEE It ARl 48ule]E,
Authenticatorce 12v}o]lEE 45318} Azel
168t 22 7Hslch =8 dFse AMSEHE
712 Ke.tge® Kevies 27F 160Po1 =R 7EA 31430
Kerberos Al2®® 2 =79 Algt T2 EZFA
ol ASAAM Fdste ¢tz Hlsted A2
He Aze 27 TGT(Ticket Grating
Ticket) 9} A2} A9 AFHE A4z Alzke]
t}. =3 Kerberos A2dle TGSe £ =79
At Z2EZ)A2) SASHA Falahs ks dARS
Azjshedl 285w A7k 247 SGT(Service
Granting Ticket)®} AHEAl HoF A EE&
A= Azkelet,

£ 594 & 4 Eel, & =EAY At =
2822 Kerberos System™ H|&3td A%
oA tha $548¢ & 4 Aok AES ¥3el%
7 RCH 4a8ES AHAS w9 &= Aojo] F

E 5 434 ges 25§ g
RC5-CBC 45 (Mbps) 7] A4 A 3tmsec) 71 A4 A7Hmsec)
347729 0.1816 / 0.002263 0.1816 / 0.002263
CBC-MAC A4 % X=(Mbps) gL 7] A4 AIt(msec)
RC5-CBC-MAC
386 [ 756 0.1816 / 0.002263
WEE 458 g B3g g
AES-CBC £ 5 (Mbps) 71 44 A 3Hmsec) 7} A8 AlH(msec)
194 / 570 0.0291 / 0.000306 0.1037 / 0.000572
CBC-MAC A4 4= (Mbps) 2= 7 A4 AlHmsec)
AES-CBC-MAC
196 / 606 0.0291 / 0.000306

*CBC $E335 Br} CBC-MAC 4%°] T A UL of:=

288 eHHE i)

CBC /558 94 44 9/5z58 858 B9y
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E 5. Mot Z2&E 20 Kerberos systemzte] Ag A}

Kerberos System A 22EZ Kerberos System A Z2EF
(RC5-CBC) (RC5-CBC-MAC) (AES-CBO) (AES-CBC-MAC)

(iaﬁl;%hﬁ ;z%h;ﬂj) 0.960(msec) 0.823(msec) 1.106(msec) 0.743(msec)
(PenﬁmnAIS 326h0) 0.006025(msec) 0.005892(msec) 0.002354(msec) 0.002256(rmsec)
(Pen:u(;’: fvsﬁ i) 0.008919(msec) 0.008325(msec) 0.004721(msec) 0.003269(msec)
gzim/mzarﬁe;ggﬁzcs 0.005365(msec) 0.005284(msec)  0.002869(msec) 0.001681(msec)

o] £E7} Aol7} = olfi= AES dmelE 5A
A, B33 geE 718 Adste Aldte] i g
e 71§ A AR gAE 3urls o
A7l o], B33 J4e oz W Fste
Kerberos Al&dlojde A5 Ast 290 9)e],
AES ¢dz2EFE A439S de & =89 A
ZREFO] Boh v A5 o|dg et

2 =de fldea AR #A(A0E
)] chddt dufolagr R ks Ay

TS 5 e AR A Y g 5o =
& Aokshgic) B =Fexe] Aot 2reE
< AR ARl AEo) E5R] g g9 aF
AE Adsla, AR, fulgHs HFE
#ANAE ARl ZelolHAl S BA e £ QR
£ 3o}, =3 B =29 A z2E2e F9)
3 7]go] obd CBC-MAC 7]uke] o9 <l
Aot Bl oA BEEE olfsle, A8l glE
7] 59 ZEEFo| =7 oo, AFH A
3ol ¥lmA HolxlE tlulo]lASe] L3}
Lol3l AL Z3 glow Ala" e E2dd)
E Kerberos A&#a vjmslgd s o), Aurgo
2 $43e % 4 g

o X XU ooy oy
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