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£33t B£F BACnet AH|2F0] ZH o2 59 5]
A gelatgirt. O™ 132 VISES ©]8-3) BACnet
Alo]7)2] Object BE-& &<13}L DeviceZ 212]3}
7] A% Alde] Aol 2agdoeltt, 2 3
A B4 ¢9J%9] embDDC7} BACnet EthemnetS &
3} 2% Read Property Multiple AJ8) 2l o3}
Complex ACKE W31 928 &4 9k

%3 BACnet HMI A2 Z E gJo}¢] ORCAview$}
ControlCity A&l 79| zo] B 7HA] 5 AJF-2-8-0l
M= AFskATh $41 BACnet Who-IS/1-Am

&, s 0t 2ol e b

HEE BIE MY

L Sunmary Information }
Yine: 15243220440
Source: EHD_DDT

Destination:

Sunnary: Complex ACK, 10182, ReadPropertyMultiple-ACK

[ ®etail Infornation }

--~-- Ethernet Frane Detafl ~----

= 09-01-02-96-1M8-F7

[Source = 08-00-02-78-FG-10
1 ength = 98
DSAP = x°82°
jssaP = X682
JLLE Control = X'o3'
————— BAGhet Network Layer Detal) -----
[Protocol Yersian Mumber ~ 1
[Metwark Contrel Octet toa
o.. +a. = BACDet APDU
+0.. .... = Reserved
. = DNET,DLEN,DADR & Hop Count Omitted
= Reserved
= SHET.SLEN, & SRDR Dmitted
vev. .B.. = Ho Reply Expected
...... o0 = Normal Hessage
----- SACnet Application Layer Detail -———-
FArst Header dctet = %'30

9911 .... = BACnet-ConplexACK-POU
--.- D... = Unsegnented Message
eaen .0.. = Mo More Follows

.. .08 = Unused
Invoke [D - 182
Read Property Nultiple Acknovledgement = 18
[0} Object tdentifier: DEVICE,1001

[T8f 13] VTSE 0| &8l BACnet Ethernet
Hiof7] 7IsAge o




AU 2% o] 43 Delta ORCAviewS} AHASDS
ControlCityoll4] BACnet A|o)7]15 AHeo.2 Q143
2 89131905, ORCAViews] |0 D U]
4 DO Object
£ AlojgF 11 gko] ORCAview$} ControlCity2] Allo]
74 31Ho] 2dstA RUEY H1 $Ad) o9
833} BACnet AH|AES0] A0 WEEE
A& VISE E3) &elstdt}, 18 145 Who-Is/I-
Am A8] A& £ BACnet A|o7] & ¢143= 57
ol thg vIs 21 gdols, 18 155 ORCAView
9} ControlCityo4] BACnet 7|0}7]& Aol/ZA&
) WY == WriteProperty 3 ReadProperty A|RI2E
VISE 2elgt 213t el ojo|t},

(2) BACnet MS/TP |0{7]

BACnet MS/TPA|]7]:= BACnet MS/TPE &3 <1
A5e g2 Aojr|z FFsT. G LS
BACnet Ethernet A&} 7%} nl3t71 A2 BACnet
MS/TP A|o]7]d% BACnet T2 EZ A€} 7Hest
Aol 2 A7} 7bsd FUg R A& gA el
Zg 7388 gAEl Yy}, DSC1616 Ao} 7= BACnet
Ethernet®} MS/TPE EA|d] A Y3} A| Ethernet-

LE BACnet TR ESE AH 3 HO{7]Y WY

MS/TP 298 7152 AFdt et & A1gd
A] BACnet MS/TPA|©]7]2 BACnet Ethernetol] 12
3t7] 913 DSC1616 Ao]7]2] EH-9E 7)5-& o] &3}
ogr}. mel A9 VIS @ ORCAView, ControlCity
= BACnet Etherneto] A A H o A 7‘]%%
DSC1616 A|o]7]1& E&) MS/TP Y|ES AR &%
g, vh) 2 MS/TP Y| ESIZ oA 2 E u%l*leL
1616 A)0]7]E &3] BACnet Ethernet© 2 98
t}. 8! 16 BACnet MS/TP A|o}7] 7]1%5& 7&’;‘
37] A3 HI2E A28 9 ?"*EOM

oA 718F) 4384 HAFS Y3 VISE o
4314 F BACnet AH]2o tidt 8% 9 §Hol
DSC1616 Aol7]¢) 248 715 < AA BACnet
MS/TP A oj7]ojels] Aoz =R AF
3} 4c}, =3 ORCAviews} ControlCity |28l 2}e]
Aol B 24 5 a8l dAME AFsAc
2.4 BACnet Who-IS/I-Am A H|2E o] &3
ORCAview9} ControlCityollA] BACnet A|o]7]1& =}
oz 9lgte golslgon, ORCAView?] 71

Aol & dFAo] 7)%5-& o83 BACnet A|o}7]¢]
AO % DO ObjectE A|013HH 1 3to] ORCAviews}
ControlCity2] AMoj7kA] st FU3HA ZUE

{ Detall fnfarmatien ]

~-~- Ethernet Frame Detail -----

Jpestination » FF-FF-FF-FF-FF-FF
Isource = 90-00-02-76-F9-18
Juengtn » 28

{osaP - %'82"

fssap - %'92°

HLLE Control = X893

| BACnet Metwork Laytr oetau —————
{Protocol version Number =
{Network Control Octet - K'20°
a.. . = BaCnet APDU
. = Reserved
. = DMET ,DLEN,DADR & Hop Count Present
. = Reserved
. = SNET,SLEM, & SADB Dnitted
. = No Reply Expected
= Hormal Nessage
Clobal Broadcast DNET - X‘FFFF'
HAC address length =
WAC address xwhed

{Hop Count

f admand BACnet Application llyﬂ‘ wtau ————

{1-an Request

{First Header Dctet = Xm0

i = BACnet-Unconfirned-Request-Pou
) ... €000 = Unused

{1-an Request )

(B HYQ) SR
................... T Packet B Start ] sxxswsssmenuncansvsnssonane =) 3|
§ annenusnenestmoneneertrene [ Packet 1989 STArt ] srusksrswsssnitstnsanisfnes i
i Sunmary Information }
; { Sunmary Infermation }
Tine: 15:43:03.740
fSource: ENB_DOT [Fine: 15:53:39.670
pestination: Jsource: EMB_DDE
Asunmary: 1-An, DEVICE_1481 Jvestination:
: [Sunnary: Complex ACK, ID=161, ReadPropertyMultiple-oCK

{ petail Information )

----- Ethernet Frane Detail -~---

pestination =~ 60-01-02~26~14-F7

|Source - 80-08-02-78-F0-10

Length -9

HosAP - X'82° S
Jssap - x 02

JLLE Control x'e3

————— BACNet Hetwork Laytr nenu ————

{protecol Version Busber =
JHetwork Control Octet =%
| Qe wnus ® BMI\!! APU
= Reserved
= DRET,DLEN,DADR & Hop Count Omitted
= Reserved
= SHET,SLEM, & SADR Onitted
J caee .u.. = Ho Reply Expected
A = Normal Message
if---— BaCnet pplication uger Mtaﬂ —————
frirst weaer octet

(1,2 nm:n-t ~Conplexack-poy
vea- B... = Unsegnented Hessage
seas 20.. = Ho tiore Follows

3 . u unused
{invoke 10 -
Iread Property Wultiple ﬁcknmﬂleng!l!nt -
(L] Bbject [dentifier: OEVICE,180t

(28 14] Who-Is/I-am MH|AE S5 BACnet
Ethernet M|0{7]2] QIA]

[712! 15] BACnet Ethernet M|0{7|2] H|of/ZtAl
7SN 2aay
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Hal FAld o]l 3F3= BACnet MH|AE 0] &
FA R AFEHEAE VISE F3f Felstsict O
2l 178 Who-Is/I-Am 8] A~E &3] BACnet
MS/TP A|o17]& Q1 218k= 52to) gk vIs =21 3}

VTS ORCAView

Contral City

EtherNet

DSC1616
(Router)

' ‘ MSITP

embDDC
#01
embDDC
#02

[ 16] BACnet MS/TP H|O{7| E|AE A|AE] ANE

Exnansesncnnsnsnansavnrenns [ PACKEL 157 SLAFT | serensnsnssescansnsrennnnnn [Py

[ suanary tnformation }

1ine: 18:01:00.030

source: EMB_ODC

jDestination:

[Sunnary: Conplex ACX, ID=179, ReadPropertyHultiple-AcK

{ Detail Information )

E Ethernet Frame Detail --—---

pestination = 80-01-82-96-14-F7
Source = 80-00-D2-78-F0-10
1 engtn =70
0saP = X 82"
[ssap = X°82°
LLC Control = X'03°
----- BAtnet Metwork Layer Detail --—---
Protecal Uersion Nurber = 1
iNetwork Control Gctet = X°80"

.. = BACnet APDY

.. = Reserved
<+ = DNEV,DLEN,DADR & Mop Count Omitted
= Reserved
.- = SNET,SLEM, & SADR Onitted

.. .. = Ho Reply Expected

...... 09 ~ Hormal Message
————— Batnet application tayer Detail --—-
First ueader Octet = %30

0311 .... = BACnet-ConplexACK-POL

v..x 8... = Unsegaented Hessage

- .. = Ho More Follows |
60 ~ Unused ]
Invoke 10 - 179
Read Property Multiple Acknowledgement - 1h
[0) Object Identifier: SINARY-OQUTPUT,1
ISb Context Specific lag - %'0ct = [0)

(333 18] BACnet MS/TP H|01712] HIO{/ZHA|
ZIsAE 2aue

#t Y583

Hols], OBl 18- ORCAView?} ControlCity |4
BACnet MS/TP #A|0]7]& Ao]/7-AIE o) WA ==
WriteProperty 2 ReadProperty A8~ VISE &
I 2a8tge] o ojrt,

TERD BEE 44Q Esuy v |

[ Packet § Start ] sasssnxssssssvsnunsnsnsnned ta
2
[ Sunmary Information ]
qtine: 19:00:10,266
Source: EHE_DDC
Suanary: T-An, DEVICE_1001
‘1 petail Infornation }
--—-- Ethernet Frame Detail -----
pestination = FE-FE-FF-FF-FF-FF
{Source =~ 08-90-32-78-F0-10
tength .23
Josap ~ X'82°
Jssar -~ X'82*

tLC Control - X083

————— BAChet Network Layer Detail —-—-—-—-
Protocal Uersion Numher = 1
[Hetwork Control Octet = X'28°

D = BACnet APDY

= SHET,SLEN, & SADR Present
.- . = Ho Reply f£xpected

...... 08 ~ Mormal Wessage

[Clobal Broadcast DNET =~ K'FFFF*

Destination WAC address length - @

{Broadeast NAC address implied

Hop Count = 25%

Source Metwork Rumber = 2000

JSource MAC address leagth =1

Source MAC address = ¥'et’

~~~~~ BACnet fipplication tayer Detail --~-- 5

[T& 17] Who-Is/l-am MH|AE E3t
BACnet MS/TP H|0{7]2] 214l

VTS ORCAView Control City

embDDC
{(Routing Only)

O MSITP

Linux Host
DSC1616
#06

[32 19] BACnet Router HIAE A|AEI 2N
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LI%® BACnet T2EZ A8 g FojT|9]

5 ol sy I e b - RS

TEE BUE ANG SEUH

] Packet 10 STAPE | weswwhwswasmusswnsribmiorsren] |

[ Summary Information )

Tine: 15:43:93.740
Source: 1616
Destination:

Sumnary: i-An, DEVICE_6Q7

[ Oetail Informatian ]

--——— Ethernet Frawe detall ---—-
= FF-FF-FF-FF-FF-FF

Source = 09-bO-AE-€9-AS-74
Lengtn = 23

DSAP = x'82°

[SSAP = Xx'82°

LLe Control = %03’

----- BACnet Wetwork Lagoer Detall —----
Protocol Version Mumber = 1
Network Cortrol Octet X'es
| = BAChet APDYU
8. ~ Reserved
.0 = DMEY,DLEN,DADR & Hop Count Gwitted
. = Reserved
. = SWET,SLEN, & SAOR Present
= No Reply Expected

Normal Nessage
Source Network Humber = 20008
Saurce MAC address length =1
iISoyrce HAC address = X'Q7

----- Bacnet appilcation tayer detail ——---

1-an Request

First Header Sctet = x'10°
8001 .... = Balnet-Unconfirned-Request-PDu
«v. B0CB = Unused

1-6n Request -0

1-An Device Identifier: DEVICE,687 5

Source « 80-h0-RE-00-43-24
dLengtn -8

psAP - %'82°

ssap - %82

e eontrod = X8

{Protocol Uersion Number = 1
Jretuork centrol ocrer

{Source NAC address - xor|
E BAcnet application Layer Detail ---—-
- X720

Inveke 10

rnwnknnwnmnnkuunsnparnanon [ PACket 151 STAVE ] wwnwmmsenesnensnessseons e |

| Summary Infornation ]

Tine 15:47 08810

Source; 1618

pestination:

Sunnary: Sinple ACK, [D+3, NritePropertyMultiple ACK

[ Detail Ioformation )

————— Etheraet Frane Detail --—---
Destination = 00-00-FO-69-89-19

————— BaCnet Metwark Layer Detail ~----

= X' 88"
[ S = AaCnet APDU
»-» = Reserved
. = DNET,DLEN,DAOR & Hop Count Onitted
= feserved
= SHET,SLEN, & SADR Present
.. = Mo Reply Expected
...... 00 ~ Mornal Message
Source Metwork Humbier = 20006
Source MAC address length * 1

First Heager Octst
6810 .... = BACnet-SinpleACK-PDU
... DOOB = Unused

-3

i itePropertytultiple - 16
[Eresannpnnunnnensurnenntnse [ Packet 151 End ] s#unwsnessxwtusnunsrbirtnsne it

(O3 20] 2t20 & Sl ME=l= Who-Is/I-am
MH|AS! VTS 2131
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