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Abstract

The evaluation of MDx family hash functions such as MD5 is difficult because the design background or a generdlized model is
unknown. In this paper, an approximated model is proposed fo generdlize hash functions. The diffusion of a input difference is
tested by an approximated model for MD5. The resufts show that MD5 does not provide perfect diffusion, so MDS is weck against
some affacks. We propose a muffiple chaining pattemn which provides perfect diffusion in approximated model of hash function
without extra calculation or memory. And We show the probabiity of differenfial characteristics of our proposal.
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