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A Method for Efficient Malicious Code Detection
based on the Conceptual Graphs

+H

Sung-Suk Kim' - Jun-Ho Choi" - Young-Geon Bae™ - Pan-Koo Kim

ABSTRACT

Nowadays, a lot of techniques have been applied for the detection of malicious behavior. However, the current techniques taken into
practice are facing with the challenge of much variations of the original malicious behavior, and it is impossible to respond the new forms
of behavior appropriately and timely. There are also some limitations can not be solved, such as the error affirmation (positive false) and
mistaken obliquity (negative false). With the questions above, we suggest a new method here to improve the current situation. To detect
the malicious code, we put forward dealing with the basic source code units through the conceptual graph. Basically, we use conceptual
graph to define malicious behavior, and then we are able to compare the similarity relations of the malicious behavior by testing the
formalized values which generated by the predefined graphs in the code. In this paper, we show how to make a conceptual graph and
propose an efficient method for similarity measure to discern the malicious behavior. As a result of our experiment, we can get more
efficient detection rate.

Key Words : Malicious Code Detection, Conceptual Graphs Similarity
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SeteateObject( "Scripting.FileSystemObject")
sef ¢ E[fsoJGetFile(WScript. ScriptFullName)

[cJcopy("#Love-Letter-For-You.txt.vbs")|

Set| out]= WScript.CreateObjagt("Outlook.Application”)
Set[male] =[out]createltem(0)

Attachments. Add{"WLove—Letter-For-You.txt.vbs")|
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[Go] -
(Agnt) — [Person : John]
(Dest) - [City : Boston]
(Inst) — [Busl.
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01: [City*a:‘Boston’] 05 (agent?d?c)
02 [Bus#b:] 06:  (dest?d?a)
03 [Person*c:‘John’} 070 (inst?2d?b)
04:  [Going*d:"] 08:
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01:iOn Error Resume Next

02::Set Obj_A = Createobject(“scripting.filesystemobject”)

03: :Obj_A copyfile wscript.scriptfullname, Obj_A.GetSpecialFolder(0)&
“\ShakiraPics.jpg.vhs”

04::Set Obj_B = CreateObject(“WScript.Shell”)

Obj_B.regwrite “HKLM\SOFTWARE\Microsoft\Windows\Current
Version\Run\Registry”, “wscript.exe’& Obj_A.GetSpecialFolder(0)&

“\ShakiraPics.jpg.vbs %"
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For---Next &
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statement
— if “("expr e")” statement s; then
concept; : = create concept(IF)
connect_concepts(concept;, e, CONDITION)
connect_concepts(concept;, s;, CONTAINS)
(elseif statement s3)? then
connect_concepts(concepti, e, CONDITION)
connect_concepts(concepti, s, CONTAINS)
(else statement s3)?
connect_concepts{concept;, s;, CONTAINS)
end if

”

(E 8 IF #29 o
If Number < 100 Then
Digits = 1
End If
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¢ Scripting FileSystemObject

® WScript.Shell
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* Outlook.Application
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On Error Resume Next
SHFE | Set Obj A = Createobject{ “scriptingfilesystemobject”)

Sample 1| Obj_A.copyfile wscript.scriptfullname,
Obj_A.GetSpecialFolder(0)& -“\xxx.jpg.vbs”

H — ”
opy g | Man = c\www.symantec.com.vbs

Set maincopy = CreateObject(‘Scripting. FileSystemObject”)
maincopy.CopyFile WScript.ScriptFullName, main

Sample 2

Set fso = CreateObject( “Scripting FileSystemObject”)
Set dirwin = fso.GetSpecialFolder(0)

Set dirsystem = fso.GetSpecialFolder(1)

QA | Set dirtemp = fso.GetSpecialFolder(2)

Sample 3| Set ¢ = fso.GetFile(WScript.ScriptFullName)
c.Copy(dirsystem&“\MSKernel32.vbs”)
c.Copy(dirwin&“\Win32DLL.vbs")
c.Copy(dirsystem&“\Very Funny.vbs”) -

CE10) o 3= 22 2R
Method Arguments

ObjA.copyfile, wscript.scriptfullname,
Obj_A.GetSpecialFolder(0), \x.jpg.vbs

Statements

Set, Obj_A, Createobject,
scripting filesystemobject

Set, maincp, Createobject,
scripting.filesystemobject

maincp, WScript.ScriptFullName,
main, c:\www.symantec.com.vbs

Set, fso, Createobject, fs0.GetFile, WScript.ScriptFullName,

scripting.filesystemobject | c.copy, dirsystem, \MSKemnel32.vbs
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[Variable*a:'Var_Name]
[Fucntion*b:‘CreateObject]

{frargument-c:]

M [string*d:'Scirpt.FileSystemOjbect’]

‘Brvariavlere:var_Name?

M [Operatorf:"]

i\l [Method*g:"Copyfile]
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[String*i:"Source’]

‘M [String*j:'Destination]
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[Statement*:'On Error]

! [Statement*m.'Set]

il [Assign*n:=T]
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G G,
Mg Azt * YRS at
[Loop *a: ‘¥] [Loop *a : ‘¥’] 1
[Block *b: ‘*'] 05 [String *b : ‘terminate’] 09
[String *c: *kill'] 0.45
sim (cf, ;) sim (¢f, c})
EERER # o Az &
sim(Loop, Loop) 1 sim(*, *) 1
sim(Loop, String) 0.1 sim(*, terminate) 05
sim(Block, Loop) 0.1 sim(*, *) 1
sim(Block, String) 0.1 sim(*, terminate) 05
sim(String, Loop) 0.1 sim(kill, *) 0.5
sim(String, String) 1 sim(kill, terminate) 0.9

mebd <E 125004 AR AR Bz Aol
FAE EARE NWOR F U G, G Alole) fAE
£ thed 2ol AN % Utk

sim(Gy, G2/

= sim{[Loop-#],[Loop:*]) * [Loop:*] * [Loop:*]

+ sim([Loop:#],[String:sleep]) - [Loop:*] * [String:sleep]

+ sim([Block:*],[Loop:*]) - [Block:*] - [Loop:*]

+ sim([Block:*],[String:sleep]) - [Block:#] - [String:sleep]

+ sim([String:wait],[Loop:*]) - [String:wait] - [Loop:*]

+ sim([String:wait],[String:sleep]) - [String:wait] - [String:sleep]
= 1.5045
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swln) - (g) - win) - ()
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[Loop *a: ‘] 1 [Loop *a:‘*] 1
[Block #b: ‘*] 05 [String *b : ‘terminate’] 09
[String *c : ‘kill'l 045
A 7+ oA 7+ A
(Contain?a?b) 0.75 (Contain?a?b) 0%
(Contain?h?c) 0475
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fsim(Gy, Gz)

= sim([Loop:*],[Loop:*]) - [Loop*] - [Loop:*] - (Contain?a?b) -

(Contain?a?b)

sim([Loop:*1,[String:sleep)) - [Loop:*] - [String:sleep] *

(Contain?a?b) - ( Contain?a?b)

+ sim([Block:*],[Loop:*]) - [Block:*] - [Loop:*] - (Contain?a?b) -
(Contain?h?c) - ( Contain?a?b)

+ sim([Block:*],[String:sleep]) - [Block:*] - [String:sleep] -
(Contain?a?b) - (Contain?b?c) - ( Contain?a?b)

+ sim([String:wait],[Loop:*]) - [String:wait] + [Loop:*] +
(Contain?b?c) - (Contain?a?b)

+ sim([String:wait],[String:sleep]) * [String:wait] - [String:sleep] -
(Contain?b?c) - (Contain?a?b)
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01: [String*a:‘0’] 24: [String*x:7]

02 [Statement#*b:‘Set’] 25 {Statement+y:‘Set’]

03: [Variable*c:‘Noteltem’] 26: [Varialbe*z:‘ObjApp’]

04: [Object*d:‘ObjApp’] 27: [String*aa: ‘Outlook’]

05 [ReferenceQPxe:‘.’] 28: [Function*ab:‘CreateObject’]
06: [Variablesf:‘ AddrList’] 29: [ReferenceOP+ac:‘.’]

07: [Object*g:‘AddressLists’] 30: [Object*ad:‘Noteltem’]

08: [Statement*h:‘Set’] 31: [Method*ae:‘Add’]

09: [Object#i:‘ObjNS’] 32: [Object#af:‘Attachm’]

10: [Object#j:‘Noteltem’] 33: [ReferenceOP*ag:‘.’]

11: [Object*k:‘AddressEntries’] 34: [Method*ah:‘Send’]

12: [Variable*1:‘ObjNS’] 35: [Object*ai:‘Noteltem’]

13: [Variable*m:‘CurrentAddr’] 36: [Property#*aj:‘Attachments’]

14: [Object*n:‘Addr’] 37 [Variable*ak:‘Attachm’]

15 [Statment#o:‘Set’] 38: [Statement*al:‘Set’]

16: [ReferenceOP#p:*.’] 39: [ReferenceOP*am:‘.’}

17: [Properties*q:‘To’] 40: [Method*an:‘Createltem’]

18: [ReferenceQOP+r:."] 41: [ReferenceOP+ao:‘."]

19: [Object*s:‘ObjApp’] 42: {Contain?ai?am)

20: [String#*t:‘MAPT'] 43 ~%%~ (Argument?k?x)
21: [Method*u:‘GetNameSpace’] | 44 ~%%¥~ (Argument?ab?aa)
22: [ReferenceQOP*v:*.’] 45 ~%F%~ (Argument?an?a)
23: [Statement+w:‘Set’] 46: (Contain?ao?an)
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CGIF ge2 W&sqirt

01: [Method*a:'Add’] 12: [Function*1:'CreateObject’]
02: [ReferenceOP+*b:'.'] 13: [String*m:'Send File in dir’]
03: [Method*c:'Createltem'] 14: [Statement*n:'Set']
04: [ReferenceOP#d:’.'] 15: [Variable*o:'male’]
05: [String#e:'0’] 16: [Object*p:'Out’]
06: [Method*f:'Send'] 17: (Contain?p?d)
07: [ReferenceOP+g:'."] 18: (Contain?b?b?a?a)
08: [Object*h:'male’] 19: (Argumet?c?e)
09: [Statement=i:'Set'] 200 ~%F%~ (Argument?1?k)
10: [Varialbexj:'Out’] 21: (Argument?a?m)
11: [String*k:'QOutlook.Application’]; 22 (Contain?n?p)

(E 16) B 38 © LXK &2 2 F= CGIF
01: [String*a:'+'] 21: [String*u:'Qutlook’]
02: [Statement=b:'Set’] 22: [Function*v:'CreateObject']
03: [Variable*c:'Newltem'] 23 {[ReferenceOP+w:'."]
04: [Object*d:'ObjApp'] 24: [Object*x:'Noteltem']
05 {ReferenceOP+e:".’] 25: [Method#y:'Add’]
06: [Variable*f:' AddrList'] 26. [Object*z:' Attachm']
07: [Object*g:' AddressLists'] 27: [ReferenceOP+*aa:'.’]
08: [Statement*h:'Set’] 28: [Method*ab:'Send’]
09: [Object*i:'0INS'] 29: [Object*ac:'Noteltem']
10: [Object*j:'Newltem'] 30: [Property+ad:’ Attachments']
11: [Variable#k:'0INS'] 31: [Variable*ae:’ Attachm’]
12: [Statment#l:'Set'] 32: [Statement+af:'Set']
13: [ReferenceOP*m:’.’] 33: [ReferenceQOP#ag:'.']
14: [Property*n:'To’] 34: [Method*ah:'Createltem']
15: [Object*o:'ObjApp’] 35: [ReferenceQP#ai:’.’]
16: [String*p:'MAPI'] 36: (Contain?ac?ag)
17: [Method+*q:'GetNameSpace’] : 37. ~%%~ (Argument?v?u)
18: [ReferenceOP#r:'.'] 38 ~F¥~ (Argument?ah?a)
19 [Statement*s:'Set'] 39: (Contain?ai?ah)
20: [Varialbe*t:"ObjApp'] 40:

<E 17> C 18 : ¥4 2= CGF

01: [String*a:‘0’] 16: [String*p:'MAPI']
02: [Statement*b:‘Set’] 17: [Method*q:'GetNameSpace']
03: [Variablesc:‘Noteltem’) 18: [REferenceQP#r:".’]
04: [Object=d:‘ObjApp’] 19: [Statement=s:'Set']
05: [ReferenceOP=e:".’] 20 [Varialbext:'ObjApp’]
06: [Variable*f:‘AddrList’] 21: [String*u:' Qutlook']
07: [Object*g:‘AddressLists’] 22: [Function#v:'CreateObject']
08: [Statement#h:‘Set’] 23. [Method*w:'Createltem']
09: [Object*i:‘ObjNS’] 24: [REferenceOP#*x:"."]
10: [Object*j:‘Noteltem’] 25 (Contain?b?c)
11: [Variablek:‘ObjNS’] 2% ~%%~ (Argument?q?p)
12: [Statment*1:‘Set'] 21 ~%F%~ (Argument?v?u)
13: [ReferenceOP+*m:’.’] 28 (Argument?w?a)
14: [Property*n:'To'] 29: (Contain?x?w)
15 [Object*o:'ObjApp’] 30:
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